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Vehicle IT is a complex thing… 

19-10-24 3 https://www.mckinsey.com/industries/automotive-and-assembly/our-insights/how-the-convergence-of-automotive-and-
tech-will-create-a-new-ecosystem 



…making vehicles vulnerable to cyber attacks 
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Enter -> threat modeling 
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With for instance Microsoft Threat 
Modeling tool or OWASP Threat 
Dragon 

Secure app design System security analysis 

With for instance Foreseeti 
securiCAD or ThreatModeler 
(ThreatModeler Software Inc.)  
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Most approaches 
= 
manual modeling & 
manual analysis 
= 
time consuming & 
error prone 



Enter -> attack (tree/graph) simulations 
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Real life attack graphs, since IT is so complex 

19-10-24 8 



Enter -> automatic modeling 
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3. Generate model of AWS environment 1. Login with AWS Cognito 2. Read access to AWS environment 4. AWS environment visualized 5. Critical path to high value assets  6. Exploiting vulnerabilities 



Meta Attack Language (MAL) 

19-10-24 11 

Language (framework) for creating threat modeling languages 
with attack simulations 

Being used in multiple projects e.g. for cloud, power, defense. 
https://github.com/mal-lang/ 



vehicleLang 
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Based on the MAL 
framework 

Vehicle specific assets (components), 
attacks, and defenses 

Tested at Scania 

Next phase: more 
development, more 
validation/testing 

https://github.com/pontusj101/vehicleLang/ 



Tool support 
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Make sure that securiCAD 
from foreseeti can model 
and analyze with MAL-
based languages like 
vehicleLang 



Tool chain integration 
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Like with AWS, find 
data sources that can 
feed the vehicle threat 
model 

Also how can the 
output from 
vehicleLang/
securiCAD be used in 
other tools 



Vehicle specific security parameters 
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Investigate known attacks and 
vulnerabilities 

Hack stuff 



NVD study 

19-10-24 16 



Some results 
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volkswagen CVE-2018-1170
BMW CVE-2018-9322
BMW CVE-2018-9320
BMW CVE-2018-9318
BMW CVE-2018-9314
BMW CVE-2018-9313
BMW CVE-2018-9312
BMW CVE-2018-9311
BMW CVE-2017-9633
BMW CVE-2017-9212
Toyota CVE-2014-7128
Jeep CVE-2015-5611
Benz/Mercedes CVE-2018-18071
Benz/Mercedes CVE-2018-18070
Ford CVE-2017-9647
Ford CVE-2017-9633
Nissan CVE-2017-9647
Nissan CVE-2017-9633
Hyundai CVE-2017-6054
Hyundai CVE-2017-6052
subaru CVE-2018-18203 

Chrysler CVE-2015-5611
Daimler CVE-2018-18071
Daimler CVE-2018-18070
general motors CVE-2017-9663
general motors CVE-2017-12697
general motors CVE-2017-12695
infiniti CVE-2017-9647
infiniti CVE-2017-9633
infiniti CVE-2014-6746
Tesla CVE-2019-9977
Tesla CVE-2018-16806
Tesla CVE-2016-9337
Tesla CVE-2016-7389
Tesla CVE-2016-7382
Tesla CVE-2009-3277 



Ethical hacking of vehicle components 
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Car dongles, car alarms, … 
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We have pentested three different car dongles 

We are currently 
pentesting a car 
alarm 

We would like to pentest more/other types of vehicle components 



Impact 
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•  MAL and vehicleLang as Open source code on GitHub 
•  Tool support (securiCAD) for usability, performance, 

reporting etc 
•  Publishing discovered vulnerabilities (CVEs, NVD) 
•  Conferences (national/international, industry/academic) 
•  News (DagensNyheter, Sveriges Radio, NyTeknik, 

Computer Sweden) 
•  Podcasts, videos, popular science books 
•  Cross projects faciliatiation (vehicle and other security) 

 



Visit  
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https://autosec.se/threat-move-results/  

www.kth.se/nse/ssas for large than single 
project results and news 

Or 


