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Why analyze threats?
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[1] www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks, [2] www.cpomagazine.com/cyber-security

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks
http://www.cpomagazine.com/cyber-security
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STRIDE-per-element
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Data Flow Diagram (DFD) 

Model-based risk-last technique
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What’s the problem?
2
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Manual effort is high
Recall !"##$!%&' ()$*%(+($) %,#$-%.

$/(.%(*0 %,#$-%.
is low
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STRIDE vs STRIDE 
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Analysis scope = 1 element,
e.g., STRIDE per element

Analysis scope = 3 
elements, e.g., STRIDE per 
interaction
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Main question: How does the analysis scope (1 vs 3) of impact the performance? 
(measured quantitatively with precision, recall, productivity)
Does it help to extend scope to end-to-end? (cont.)
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Extended DFD (eDFD)
• Enlarge the analysis scope and frontload with 

security information 
– e.g., follow `Sensor data’ end-to-end
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C(H)

WiFi
DA1 C(H)

VLAN1

The `e’ in eDFD
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DA1 = The sensor is working securely and the Sensor Data it outputs is trusted.

• Assets, assumptions, channels

VLAN2
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End-to-end STRIDE 
(eSTRIDE)
• Reduction in the procedure

C(H)

WiFi

C(H)

VLAN1

DA1
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✘ ✘

VLAN2
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RQ1. What are the differences between a risk-last and a 
risk-first analysis technique in terms of productivity?

RQ2. What ... the timeliness and amount of discovered
high-priority threats?

RQ3. What ... the timeliness and amount of activities
and activity patterns?
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Performance

Procedure

STRIDE vs eSTRIDE
Industrial case study with AB Volvo
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Study design
Experiment
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S1: ... We can say OK, the link is encrypted here, so the password 
is protected in that way. But it's still a high priority that it should 
be confidential, right?
F: Yeah. We will probably make an assumption here that it’s 
encrypted and then we don’t need to...so that is solved.
S1: Yeah. Or we can think of an attack scenario to break the 
encryption then. We are using TLS 1.1.
F: Exactly, maybe that's true. It's not the state of the art.
S1: Now I don’t know if it’s even possible to do this now, but 
maybe you could find a scenario to downgrade....

Qualitative measures
Coding and analysis with NViVo
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Making an assumption

Developing attack scenario
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Building 

Architecture 
abstraction

Making an 
assumption ...

Analyzing

Attack scenario 
development

Feasibility 
analysis

Attack surface

...

...

Support

Documenting ...

Detour

...

Qualitative measures
Coding and analysis with NViVo
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Quantitative measures
TP, FP, distance
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RE
PO

RT

𝑇𝑃 = 𝑐𝑜𝑟𝑟𝑒𝑐𝑡 𝑡ℎ𝑟𝑒𝑎𝑡
𝐹𝑃 = 𝑖𝑛𝑐𝑜𝑟𝑟𝑒𝑐𝑡 𝑡ℎ𝑟𝑒𝑎𝑡

𝑃𝑟𝑜𝑑𝑢𝑐𝑡𝑖𝑣𝑖𝑡𝑦 =
𝑇𝑃
ℎ

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃/(𝑇𝑃 + 𝐹𝑃)

𝑎𝑣𝑒𝑟𝑎𝑔𝑒
𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒
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Results: RQ1 
Productivity
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• Similar amount of 
true positives 
(13eSTRIDE vs 
12STRIDE)

• Similar 
productivity
(3STRIDE vs 2.6eSTRIDE
threats/h)
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Results: RQ2
Timeliness and amount of high-priority threats
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Day 1

0h00' 0h28' 0h57' 1h26' 1h55' 2h24' 2h52'

Day 2

STRIDE

eSTRIDE

• eSTRIDE found twice as many high-priority threats 
(8eSTRIDE vs 4STRIDE)

• all discovered by STRIDE were also discovered by eSTRIDE
• eSTRIDE did not find them sooner

Figure 1: Timelines of discovered high-priority threats for the STRIDE (top) and eSTRIDE team (bottom).
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Results: RQ3
Focus (timeliness of activities)
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• Day 1: eSTRIDE focused on 
building the diagram 

• Day 2: STRIDE did not detour*
finished early

27%

28%13%

32%
70%5%

25%

25%

45%

11%

19%

58%
4%

12%

26%

STRIDE

eSTRIDE

Day 1 Day 2

Analyzing
Building
Detour
Support

Figure 2: Focus of activities for the STRIDE (top) and 
eSTRIDE team (bottom).
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Results: RQ3
Distance (activity patterns)
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Results: RQ3
Distance (activity patterns)
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Results: RQ3
Distance (activity patterns “around” discovering high-priority threats)
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• Used assumptions to 
justify/argue

Figure 3: Average distance between activity codes and discovering high-priority
threats.
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*may explain no detours on the second day
Some differences may have been due to factors related to team dynamics.

• eSTRIDE feasibility
• STRIDE relied on case 

documentation*
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Wrap up
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Problem of high manual effort

Empirical study of analysis scope

eSTRIDE (with eDFD) approach 

Empirical case study evaluating eDFD & eSTRIDE
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Benefits of eSTRIDE in longer sessions?
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Thank you for your attention!
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