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Modern vehicles
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• Various functions to enhance the vehicle

• View health, performance and driving behavior of the vehicle, unlock or start the 

vehicle with a smartphone

• Autonomous driving, partly autonomous driving  

• Aim to increase the safety, currently more than 1 million annual deaths in car 

traffic, many caused by human errors [1]

[1] https://www.asirt.org/safe-travel/road-safety-facts/ accessed: 2019-09-26

https://www.asirt.org/safe-travel/road-safety-facts/


Modern vehicle dongles
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• Make an ordinary vehicle a “smart” vehicle, external device plugged into the 

OBD-II port

• Different functions, depending on device

• Different manufacturers, different security levels

• Cheap version for ~20$, more premium versions for < ~200$

• Our dongle is not made for autonomous driving, but for many other features
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The hack
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• Vehicle dongle from AutoPi

• Based on a Raspberry Pi

• Highly customizable and able to work with external hardware such as proximity sensors

• Premium version, retailed around 200$

• Possible to brute force the wifi password in < 1 second

• Generally good security but human errors and a design flaw 
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Dongle ID
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• Dongle ID: 32 character hexadecimal number

• WiFi ID: [AutoPi] + last 13 characters (dash included)

• Password: first 13 characters (dash included)

• 16^12 possible password combinations

• Doing 180k attempts/sec: ~50 years to solve
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Dongle ID
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Raspberry Pi ID
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• The dongle ID is created by making an md5 hash of the device’s Raspberry Pi ID

• Raspberry Pi ID, 8 character hexadecimal number, hardcoded in the device, with 8 zeroes 

padded in front, 16^8 combinations

• Found under /proc/cpuinfo

• By hashing these we get a 16^8 subset of the Dongle IDs

• Doing 180k attempts/sec: ~6.6 hours to solve

2019-10-22



!102019-10-22



!11

Md5 hash
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Precomputed wordlist
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• Precompute a sorted wordlist of all the hashes from the raspberry Pi IDs

• A 16^8 subset of the Dongle IDs, 69GB wordlist

• Take the broadcasted WiFi SSID (last 13 characters of the Dongle ID)

• Go through the wordlist with a binary search algorithms

• Find a Dongle ID where the last 13 characters match the broadcasted WiFi SSID

• Sorted list with 16^8 hashed gives a maximum complexity of log2 16^8 = 32, < 1 second lookup time

• Can exploit any dongle with default WiFi settings
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Hack 1
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Hack 1
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Hack 1

!152019-10-22



2019-09-23 !16



2019-09-23 !17



Exploit, what to do when logged in
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• Get GPS location of the vehicle

• Open windows, unlock the doors, start the vehicle, play audio messages …

• https://www.autopi.io/use-cases/

• Create a vehicle-botnet, dongles automatically connect to other dongles
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Error rate
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• Error rate: multiple dongle IDs could have the same last 12 characters

• Negligible, probability of an evenly distributed 32 character hexadecimal hash 

having the same last 12 characters is 1/16^12

• Still, if that happens, exclude the dongle ID from the search
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Summary
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• Generally good security

• Vulnerable because of human error

• CVE-2019-12941

• Visit www.kth.se/nse/ssas for updated  
info about our projects
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Thanks for your attention
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