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Why analyze threats?

Security threats are
* bug fixing, code refactoring, re-
deployment, loss of reputation,...

Avoid at level of

architecture
* by analyzing design, attacker’s profile
Vis-a-Vis assets
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STRIDE-per-element

Model-based technique

Table 3-9: STRIDE-per-Element

Actuator Command . .
Actuator Credentials, Requests xternal Entity  ( x =
Sensor Data Hc():?;?]zys Customer, Process X X X X X X
Data Flow X

Sensor

Gateway DB

Credentials,
Sensor Data, Events

Data Flow Diagram (DFD)

Table 3-2: Spoofing Threats

THREAT EXAMPLES

Spaofing a process on
the same machine

Data Store

WHAT THE ATTACKER DOES

Creates afile before the real
process

Renaming/linking

Creating a Trojan “su” and alter-
ing the path

Renaming

Naming your process “sshd

Spoofing afile

Creates afile in the local
directory

This can be a library, execut-
able, or config file.

Creates alink and changes it

From the attacker’s perspec-
tive, the change should hap-
pen between the link being
checked and the link being
accessed

Creates many files in the
expected directory

Automation makes it easy to cre-
ate 10,000 files in /tmp, to fill the
space of files called /tmp
/"pid.NNNN, or similar.

Spoofing a machine

ARP spoofing

IP spoofing

DNS spoofing

Forward or reverse

DNS Compromise

Compromise TLD, registrar o

DNS operator

IP redirection

At the switch or router level
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Takes over a real account 3

spaofing arole Declares themselves to be Sometimes opening a special

that role account with a relevant name




What's the problem?

Actuator Com
Actuator

Sensor Data

Sensor

Gateway DB

Manual effort is

Credentials, Requests

Custome@

Credentials,
Sensor Data, Events

Table 3-2: Spoofing Threats

NOTES ‘

THREAT EXAMPLES

Spoofing a process on
the same machine

Table 3-9: STRIDE-per-Element

xternal Entity

Process X X X
Data Flow X X
Data Store X X

WHAT THE ATTACKER DOES

Creates afile before the real
process

Renaming/linking

Creating a Trojan “su” and alter-
ing the path

Renaming

Naming your process “sshd”

Spoofing afile

Recall

correctly identified threats i

existing threats

Creates afile in the local
directory

This can be a library, execut-
able, or config file.

Creates alink and changes it

From the attacker’s perspec-
tive, the change should hap-
pen between the link being
checked and the link being
accessed

Creates many files in the
expected directory

Automation makes it easy to cre-
ate 10,000 files in /tmp, to fill the
space of files called /tmp
/"pid.NNNN, or similar.

Spoofing a machine

ARP spoofing

IP spoofing

DNS spoofing

Forward or reverse

DNS Compromise

Compromise TLD, registrar or
DN operator

IP redirection

At the switch or router level

Spoofing a person

Sets e-mail display name

Takes over a real account
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Spoofing arole

Declares themselves to be
that role

Sometimes opening a special
account with a relevant name
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STRIDE vs STRIDE

Actuator Command .
Actuator Credentials, Requests
HomeSys
Gatewa —> Customer .
Sensor Data vy | Cloud AnaIySIS Scope =

Sensor Data, Events

| l Rules Credentials, e.g., STRIDE per element

Sensor J—I

Gateway DB

Different
performance?
No.

Analysis scope =
, e.g8., STRIDE per

interaction
What about
end-to-end?
H o I ise C Topic: Evolving Threat Analysis Techniques to Catch What Matters
Presenters: Katja Tuma and Mathias Widman March 26, 2019.

Holistic Approach to Improve Data Security



Extended DFD (eDFD)

the analysis scope and with
security information

— e.g., follow ‘Sensor data’ end-to-end

Actuator Command .
Actuator Credentials, Requests

Gateway » Hcar;ﬁys Customer

Sensor Data

r—l:| Credentials,
Rules Sensor Data, Events
Sensor }J

Gateway DB
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The e’ In eDFD
* Assets, assumptions, channels

Actuator I

Sensor Data

Sensor ﬁ

Actuator Command .
Credentials, Requests

HomeSys
DCustomer

Credentials,
Sensor Data, Events

Gateway DB

DA1 = The sensor is working securely and the Sensor Data it outputs is trusted.
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End-to-end STRIDE
(eSTRIDE)

in the procedure

Actuator Command

Actuator Credentials, Requests

C( H ) HomeSys

Gat \ Customer
Sensor Data e Cloud
Credentials,
Rules Sensor Data, Events
Sensor c( H)
Gateway DB VLANZ2

WiFi
VLAN1
Table 3-9: STRIDE-per-Element
S T R I D E

External Entity x x
Process X X X X X X
Data Flow X X X
Data Store X 70X X
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End-to-end STRIDE
(eSTRIDE)

in the procedure

Actuator Command

N

Actuator Credentials, Requests
C H HomeSys .
Sensos Dat)a Gateway g Cloud CUStomel’
Credentials,
Sensor Rules Sensor Data, Events
o\ @
Gateway DB VLAN2
WiFi
VLAN
@ Table 3-9: STRIDE-per-Element
S T R I D E

DA2 = The VLAN1 network has sufficient External Entity  x )

security mechanisms in place to mitigate | Process

X X X X X X
threats.
Data Flow x
X 70X X

Data Store
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End-to-end STRIDE
(eSTRIDE)

in the procedure

Actuator AciEtrCommand Crgdentials, Requests
C(H) HomeSys
Sensor Data Gatevay g Cloud .Customer
Credentials,
Safisi Rules Sensor Data, Events
C(H)
Gateway DB VLAN2
VLAN WiFi
Table 3-9: STRIDE-per-Element
S T R | D E
External Entity  x X
Process xx x X x x
Data Flow X X X
Data Store X 7 X X
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What's next?
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STRIDE vs. STRIDE eSTRIDE & eDFD Bang for the Buck
] (ECSA 2018) (CyberICPS 2017) (ESEM 20197?) !
z
. 4 o
) SecDFD & Analysis
(ICSA 2019) O
\ /
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Comparative case study

Archi
documentation

Security expert
'i"il
Facilitator
'T 'W

Domain expert (architect)

Identified threats

=

Training

Archi
documentation

Day 1: 3h Day 2: 3h Day 3: 3h
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Research questions

e What are the differences?

— precision, false discovery rate, priority of TP,
productivity

* What are the
d Iffe ren Ces? ‘ ‘ F: So, we are going to start with the EEs.

S1: We should draw the people as EE.
F: Yeah, like we did yesterday. I haven't worked

— d CtIVIty patte rn S) with this type of systems before, but that's good.
Let’s start with the Driver and Fleet Technician -
- Wh en are TP fO un d, or do we want them as two separates?

Q9. That wac My niiactinn ton
Dt QAL IO MIT OLIecT1oN 100,

— Wh en are h Igh TP fOu N d . S1: 1 think it's separate because they have , ,

different actions and credentials.

Architecture abstraction
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Quantitative analysis

Building the Support Analyzing
diagram activities the diagram
| | Architecture n Chatting i Developing kI y f I I d b
abstraction attack scenario q u iC y O Owe y
Asset analysis
| — Writing =1 Threat feasibility
* Security objective
* Priority of objective ?
|| Domain || Drawing on || Threat .
discussion board prioritization -
|| Focusing | | Reading from L] Threat reducti
discussion documentation reat reduction
H o I ise C Topic: Evolving Threat Analysis Techniques to Catch What Matters
Presenters: Katja Tuma and Mathias Widman March 26, 2019. 15

Holistic Approach to Improve Data Security



Quantitative analysis

Building the Support Analyzing
diagram activities the diagram
IS
| | Architecture n Chatting n Developing

abstraction attack scenario

followed by

Asset analysis ?

| © Asset trace
* Security objective
o Priority of objective

|| Domain || Drawing on || Threat A . .

discussion board prioritization

- Writing Threat feasibility

|| Focusing | | Reading from o Threat reduction
discussion documentation eat reductio
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Performance differences

* Similar amount of true positives (11 . ;5: VS 12c120¢)
 Similar productivity (3.5 ,c Vs 2.2 5 pe threats/h)

 eSTRIDE found more high priority threats

(9estripe VS Bstripe)
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Qualitative analysis

Making domain assumptions early-on spurs attack
scenario development.

44

Chtaking an assumption

S1: ... We can say OK, the link is encrypted here, so the password
is protected in that way. But it's still a high priority that it should
be confidential, right?

F: Yeah. We will probably make an assumption here that it’s
encrypted and then we don’t need to...so that is solved.

S1: Yeah. Or we can think of an attack scenario to break the
encryption then. We are using TLS 1.1.

F: Exactly, maybe that's true. It's not the state of the art.

S1: Now I don’t know if it’s even possible to do this now, but
maybe you could find a scenario to downgrade....

27

@Wo’lapmg dallack scenario
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Cooperation with industry

e Y 0 Yo 1
STRIDE vs. STRIDE eSTRIDE & eDFD Bang for the Buck
= (ECSA 2018) (CyberICPS 2017) (ESEM 2019?) !
= H
2 Z -
®
o
) SecDFD & Analysis
(ICSA 2019)
\ /

————————————————

[ Completed ]i On-going
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Threats and risk at VVolvo

* Volvo is using TARA for in-vehicle and back
office threat analysis and risk assessment

* Feels inefficient with high effort and low recall

* Connecting vehicles to back office -> threat
explosion!
— Domain expands
— Long chains with attack surfaces

* How to spend time on what is relevant (risks)?
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Volvo TARA efficiency improvements H

* Theory: frontloading with the right knowledge

could eliminate spending analysis time on less
relevant areas

* We developed the idea further together in
workshops

— Detailing what would be optimal initial knowledge
— Ways of modelling the frontloading, i.e. eDFD
— Rules of “game of elimination”

* A new approach was proposed, eDFD/eSTRIDE
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Case study and future

* A case study was eventually formed where we
wanted to verify parts of our approach

* Case study was really small and we need more
confidence in our hypothesis
— Tryouts in our daily work

e Future: Improve our TARA process with the
results from our work
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Flaws in Flows: SecDFD Analysis

How to , how to guarantee
threat analysis on DFD-like models?

06 ¢

DFD ‘
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Building the SecDFD

Get . & .
join(Locg, Locy): Distance
R ................................................. O
— ( | e zci)sr:apnuct:

Alice @ ....... 1LOCA 3LOCA ..... @
Get 5. Distance

location

a @Af

Target O<€ .
6.Distance distance

1. Security objectives and their priorities
2. Asset traces

liked to operations over assets
4. Attacker model
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Propagating labels

1. fwd(Locy): Locy
2. fwd(Locg): Locy
3.join(Locg, Loc,): Distance
4. fwd(Distance): Distance
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Wrap up

T

@Kﬁ * Empirical

\ | ’
~ Cd
q -
L d ~
T
[

 Empirical

@ * Problems of &

study of

Novel approach &

eDFD & eSTRIDE

with industry

* Novel approach
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Future directions

* Benefits of longer sessions
analysis compare code-level analysis
* Automating with tool support
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Thank you for your attention!
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