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Why analyze threats? 
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Security threats are costly 
• bug fixing, code refactoring, re-

deployment, loss of reputation,... 

 
 
Avoid security design flaws at level of 
architecture 

• by analyzing design, attacker’s profile 
vis-a-vis assets 
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STRIDE-per-element 
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3 
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Data Flow Diagram (DFD)  

Model-based technique 
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What’s the problem? 

2 

3 

1 

Manual effort is high 

Recall 
𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦 𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑖𝑒𝑑 𝑡ℎ𝑟𝑒𝑎𝑡𝑠

𝑒𝑥𝑖𝑠𝑡𝑖𝑛𝑔 𝑡ℎ𝑟𝑒𝑎𝑡𝑠
 is low 
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Agenda 

5 

SecDFD & Analysis  
(ICSA 2019) 

STRIDE vs. STRIDE  
(ECSA 2018) 

eSTRIDE & eDFD 
(CyberICPS 2017) 

Bang for the Buck 
(ESEM 2019?) 
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Completed On-going 
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STRIDE vs STRIDE  
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Analysis scope = 1 element, 
e.g., STRIDE per element 

Analysis scope = 3 
elements, e.g., STRIDE per 
interaction 

Different 
performance? 

No. 

What about 
end-to-end? 
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Extended DFD (eDFD) 

• Enlarge the analysis scope and frontload with 
security information 
– e.g., follow `Sensor data’ end-to-end 

7 
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C(H) 

WiFi 

DA1 
C(H) 

VLAN1 

The `e’ in eDFD 
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DA1 = The sensor is working securely and the Sensor Data it outputs is trusted. 

 

• Assets, assumptions, channels 
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End-to-end STRIDE 

(eSTRIDE) 
• Reduction in the procedure 

C(H) 

WiFi 

C(H) 

VLAN1 

DA1 
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✘ ✘ 
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End-to-end STRIDE 

(eSTRIDE) 
• Reduction in the procedure 

C(H) 

C(H) 
DA1 

10 

✘ ✘ ✘ 

DA2 = The VLAN1 network has sufficient 
security mechanisms in place to mitigate I 
threats. 
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End-to-end STRIDE 

(eSTRIDE) 
• Reduction in the procedure 

C(H) 

C(H) 
DA1 
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✘ ✘ ✘ ✘ ✘ 
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WiFi 
VLAN1 

VLAN2 

DA2 
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What’s next? 
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SecDFD & Analysis  
(ICSA 2019) 

STRIDE vs. STRIDE  
(ECSA 2018) 

eSTRIDE & eDFD 
(CyberICPS 2017) 

Bang for the Buck 
(ESEM 2019?) 

Lo
w

 r
ec

al
l 

H
ig

h
 e

ff
o

rt
 

SL
R

 @
 J

SS
 2

0
1

8
 

Completed On-going 

eSTRIDE vs. 
STRIDE 
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Comparative case study 

13 

Create 
DFD 

STRIDE 
session  

Create 
DFD 

eSTRIDE 
session  

Identified threats 

Extend 
to 

eDFD 

Archi 
documentation 

Archi 
documentation 

Day 1: 3h Day 2: 3h Day 3: 3h 

Security expert 

Facilitator 

Domain expert (architect) 

Training 

Training 
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Research questions 
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• What are the performance differences? 

– precision, false discovery rate, priority of TP, 
productivity 

F: So, we are going to start with the EEs. 

S1: We should draw the people as EE. 

F: Yeah, like we did yesterday. I haven't worked 

with this type of systems before, but that's good. 

Let’s start with the Driver and Fleet Technician - 

or do we want them as two separates? 

S2: That was my question too. 

S1: I think it's separate because they have 

different actions and credentials. 

Architecture abstraction 

• What are the procedure 
execution differences? 
– activity patterns, 

– when are TP found, 

– When are high TP found. 
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Quantitative analysis 
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Building the 
diagram 

Architecture 
abstraction  

Asset analysis 

• Asset trace 

• Security objective 

• Priority of objective 

Domain 
discussion 

Focusing 
discussion 

... 

Support 
activities 

Chatting 

Writing 

Drawing on 
board 

Reading from 
documentation 

... 

Analyzing 
the diagram 

Developing 
attack scenario 

Threat feasibility 

Threat 
prioritization 

Threat reduction 

... 

Is early asset analysis 
quickly followed by 
attack scenario 
development? 
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Quantitative analysis 
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Building the 
diagram 

Architecture 
abstraction  

Asset analysis 

• Asset trace 

• Security objective 

• Priority of objective 

Domain 
discussion 

Focusing 
discussion 

... 

Support 
activities 

Chatting 

Writing 

Drawing on 
board 

Reading from 
documentation 

... 

Analyzing 
the diagram 

Developing 
attack scenario 

Threat feasibility 

Threat 
prioritization 

Threat reduction 

... 

Is threat feasibility 
followed by threat 
reduction? 
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Performance differences 

17 

• Similar amount of true positives (11eSTRIDE vs 12STRIDE) 

• Similar productivity (3STRIDE vs 2.2eSTRIDE threats/h) 

 

• eSTRIDE found more high priority threats  
(9eSTRIDE vs 6STRIDE) 

Topic:  Evolving Threat Analysis Techniques to Catch What Matters 
 Presenters: Katja Tuma and Mathias Widman March 26, 2019. 



HoliSec 
Holistic Approach to Improve Data Security 

S1: ... We can say OK, the link is encrypted here, so the password 

is protected in that way. But it's still a high priority that it should 

be confidential, right? 

F: Yeah. We will probably make an assumption here that it’s 

encrypted and then we don’t need to...so that is solved. 

S1: Yeah. Or we can think of an attack scenario to break the 

encryption then. We are using TLS 1.1. 

F: Exactly, maybe that's true. It's not the state of the art. 

S1: Now I don’t know if it’s even possible to do this now, but 

maybe you could find a scenario to downgrade.... 

Qualitative analysis 

18 

Making domain assumptions early-on spurs attack 
scenario development. 

Making an assumption 

Developing attack scenario 
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Cooperation with industry 
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SecDFD & Analysis  
(ICSA 2019) 

STRIDE vs. STRIDE  
(ECSA 2018) 

eSTRIDE & eDFD 
(CyberICPS 2017) 

Bang for the Buck 
(ESEM 2019?) 
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Threats and risk at Volvo 

• Volvo is using TARA for in-vehicle and back 
office threat analysis and risk assessment 

• Feels inefficient with high effort and low recall 

• Connecting vehicles to back office -> threat 
explosion! 

– Domain expands 

– Long chains with attack surfaces 

• How to spend time on what is relevant (risks)? 

20 
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Volvo TARA efficiency improvements 

• Theory: frontloading with the right knowledge 
could eliminate spending analysis time on less 
relevant areas 

• We developed the idea further together in 
workshops 
– Detailing what would be optimal initial knowledge 

– Ways of modelling the frontloading, i.e. eDFD 

– Rules of “game of elimination” 

• A new approach was proposed, eDFD/eSTRIDE 

21 
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Case study and future 

• A case study was eventually formed where we 
wanted to verify parts of our approach 

• Case study was really small and we need more 
confidence in our hypothesis 

– Tryouts in our daily work 

• Future: Improve our TARA process with the 
results from our work 

22 
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Agenda 
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Flaws in Flows: SecDFD Analysis 

How to raise the recall, how to guarantee completeness of 
threat analysis on DFD-like models? 

24 

DFD 

𝑓 𝑥 → 𝑦 
g 𝑦 → 𝑧 

... 

SecDFD 
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Building the SecDFD 
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Get 
location 

2. 𝐿𝑜𝑐𝑅 Compute 
distance 

Send 
distance 

Target 

1. 𝐿𝑜𝑐𝐴 
Alice 

Restaurant 

3. 𝐿𝑜𝑐𝐴 

5. 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 

6. 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 

4. 𝐿𝑜𝑐𝑅 

Get 
location 

C(H) 

𝒋𝒐𝒊𝒏 𝑳𝒐𝒄𝑹, 𝑳𝒐𝒄𝑨 : 𝑫𝒊𝒔𝒕𝒂𝒏𝒄𝒆 

1. Security objectives and their priorities 

2. Asset traces  

3. Node types liked to operations over assets 

4. Attacker model 
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Propagating labels 
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Get 
location 

2. 𝐿𝑜𝑐𝑅 Compute 
distance 

Send 
distance 

Target 

1. 𝐿𝑜𝑐𝐴 
Alice 

Restaurant 

3. 𝐿𝑜𝑐𝐴 

5. 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 

6. 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 

4. 𝐿𝑜𝑐𝑅 

Get 
location 

1. 𝑓𝑤𝑑 𝐿𝑜𝑐𝐴 : 𝐿𝑜𝑐𝐴 
2. 𝑓𝑤𝑑 𝐿𝑜𝑐𝑅 : 𝐿𝑜𝑐𝑅 
3. 𝑗𝑜𝑖𝑛 𝐿𝑜𝑐𝑅 , 𝐿𝑜𝑐𝐴 : 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 
4. 𝑓𝑤𝑑 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 : 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 
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Wrap up 
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• Problems of high effort & low recall 

• Empirical study of analysis scope 

• Novel approach eDFD & eSTRIDE 

• Empirical case study evaluating eDFD & eSTRIDE 

• Cooperation with industry 

• Novel approach SecDFD Analysis 
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Future directions 

• Benefits of eSTRIDE longer sessions 

• SecDFD analysis compare code-level analysis 

• Automating with tool support 

28 
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Thank you for your attention! 
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