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• Representation as vector is necessary 

 

 

𝑆𝐿 =

𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑖𝑡𝑦
𝐼𝑛𝑡𝑒𝑔𝑟𝑖𝑡𝑦

𝑁𝑜𝑛 − 𝑅𝑒𝑝𝑢𝑑𝑖𝑎𝑡𝑖𝑜𝑛
𝐶𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑡𝑖𝑎𝑙𝑖𝑡𝑦
𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦
𝐴𝑢𝑡ℎ𝑜𝑟𝑖𝑠𝑎𝑡𝑖𝑜𝑛
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Mechanisms per security attribute depending on the level 

QM 
none 
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• IEC 62443/ISA 99 – Standard for industrial communication network 

• NIST FIPS PUB 199 – Standard for Security Categorization Federal 

Information and Information Systems 

• NIST SP 800-53 – Security and Privacy Controls for Federal Systems and 

Organizations 

• Connected Vehicles Pilot Development – New  
York City 

• UNECE task force on cybersecurity and 
over-the-air issues 
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• Required Mechanisms for each security level [1-4] 
 
 
 
 
 

 
 

• AU.3 “Verify authenticity of firmware/functions on boot using digital signatures” 
 
• Class 1: on demand verification 
• Class 2: secure boot 

   Security Level             1          2           3           4 
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             Security Level                  1            2           3           4  
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• Possibility to aggregate functions and other items to ECU-level or higher 

 

• Identified mechanisms are required to be implemented 

 

• Exceptions only when other counter measures are implemented 
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• Strict rule-set to fulfil basic security requirements 

 

• Better understanding of the required mechanisms between different 
parties 

 

•  See dependencies between safety and security in an early stage 
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• Representation of security as a vector 
 

• Mapping between security levels and security mechanisms/design rules 

 

• Provide basic security requirements 
 

• Demonstrated with Cruise Control use case 
 

• Verified with industrial partner 
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• IR 1 Cost Effectiveness 

• IR 2 Backward Compatibility 

• IR 3 Repair and Maintenance 

• IR 4 Implementation Details 

• IR 5 Acceptable Overhead 
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• C-ITS 
– Safety application 

– Traffic management 

• C-ITS enablers 
– 802.11p (ETSI ITS-G5, IEEE WAVE) 

– Cellular V2X (C-V2X) 
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• V2X security and privacy concerns 
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• 5G New Radio 

• 5GAA: 5G for V2X 

– Latency 

– Throughput  

– Reliability 

• Millimetre waves 

• Beamforming 

• Massive MIMO 

• Physical layer security 
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• Millimetre waves and beamforming 

• Massive MIMO 

• C-V2X Security for ETSI ITS use cases 
– Direct Communication 

• No security advantages 

– Semi-Assisted Network 
• No security advantages except for the fully network assisted part 

– Fully network assisted 
• Active Road Safety 

• Cooperative Traffic Efficiency 

• Cooperative Local Services and Global Internet Services 
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