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principles, effective ~2021-
2022, requires the industry 
to deal with cyberresilience 
puts requirements on 
cybersecurity for type 
approval 
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Challenges 
ahead! 

Let’s embrace them together. 
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Process, methods and tools 

Intrusion detection 

Protection mechanisms 

Recovery mechanisms 

Post-event analysis 

Impact on functional safety 
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Process, methods and tools 

Intrusion detection 

Protection mechanisms 
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Impact on functional safety HEAVENS 

HEAVENS Security model 
Part of SAE J3061 
Adopted by AUTOSAR 
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Process, methods and tools 
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Impact on functional safety HEAVENS 
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CASUS 

Security assurance cases 
Methodology 
Library of patterns, according to security levels  
Integrate agile development methods and continuous delivery 
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Process, methods and tools 

Intrusion detection 

Protection mechanisms 

Recovery mechanisms 

Post-event analysis 

Impact on functional safety HEAVENS 
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CASUS 

CyReV 

Development of Resilient Automotive Systems 
Resilient reference architecture aligned with ISO 21434 to meet UNECE regulation 
Architecture design principles to support a resilient system 

Detection Mechanisms 
Cloud based detection of cyber attacks for automotive  
Source detection techniques 
Interplay between error/intrusion detection/handling mechanisms 

Forensics, Analyse, Learn, and Respond 
Forensic analysis techniques 
Post-event handling for safety-critical systems 
Triggers for graceful degradation of functionality in several steps 

Validation and Verification 
Verification and validation of resilient vehicles 
Handling conflicting requirements between safety and security 
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Process, methods and tools 

Intrusion detection 

Protection mechanisms 

Recovery mechanisms 

Post-event analysis 

Impact on functional safety 

Secure cloud functionality 

Time Title Presenter 

09.00 External Research Collaboration for Cybersecurity Work at Volvo Group 
– Where Are We Heading?  

Daniel Karlsson, Volvo Group 

09.30 Intrusion Detection for In-vehicle Networks: Reflection on Practical 
Challenges and the Road Ahead 

Nasser Nowdehi, Volvo Cars 
David Thiringer, Chalmers 
Sebastian Kvarnström, Chalmers 
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15.00 Bug Bounties In the Automotive Domain – The Past and the Road 
Ahead 

Ana Magazinius, RISE 
Jonas Magazinius, Assured 
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Sebastian Kvarnström, Chalmers 

10.15 ESCAR 2018 recap Tomas Olovsson, Chalmers 

11.00 AUTOSAR Secured On-Board Communication: Introduction to 
AUTOSAR’S SecOC Module, and Key Management Techniques Proposal 

Bashar Dawood, Arccore 

11.15 AUTOSAR Secure Onboard Communication: Goals and Reasoning 
Behind the Freshness Design 

Christian Sandberg, Volvo Group 

11.30 AUTOSAR Secured On-Board Communication: Testing SecOC with 
Various Communication Methodology 

Kaushik Naik, Volvo Group 
Brian Katumba, Volvo Group 

11.45 Lunch break and Demos (coffee and sandwiches will be served) 

12.45 State of The Art of Secure Vehicular Communication and Design Thomas Rosenstatter, Chalmers 
Alojscha Lautenbach, Chalmers 
Nasser Nowdehi, Volvo Cars 

13.30 Evolving Threat Analysis Techniques to Catch What Matters Katja Tuma, Gothenburg University 
Mathias Widman, Volvo Group 

14.15 Interplay Between Safety and Security Peter Folkesson, RISE 

15.00 Bug Bounties In the Automotive Domain – The Past and the Road 
Ahead 

Ana Magazinius, RISE 
Jonas Magazinius, Assured 
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– Where Are We Heading?  

Daniel Karlsson, Volvo Group 

09.30 Intrusion Detection for In-vehicle Networks: Reflection on Practical 
Challenges and the Road Ahead 

Nasser Nowdehi, Volvo Cars 
David Thiringer, Chalmers 
Sebastian Kvarnström, Chalmers 

10.15 ESCAR 2018 recap Tomas Olovsson, Chalmers 

11.00 AUTOSAR Secured On-Board Communication: Introduction to 
AUTOSAR’S SecOC Module, and Key Management Techniques Proposal 

Bashar Dawood, Arccore 

11.15 AUTOSAR Secure Onboard Communication: Goals and Reasoning 
Behind the Freshness Design 

Christian Sandberg, Volvo Group 

11.30 AUTOSAR Secured On-Board Communication: Testing SecOC with 
Various Communication Methodology 

Kaushik Naik, Volvo Group 
Brian Katumba, Volvo Group 

11.45 Lunch break and Demos (coffee and sandwiches will be served) 

12.45 State of The Art of Secure Vehicular Communication and Design Thomas Rosenstatter, Chalmers 
Alojscha Lautenbach, Chalmers 
Nasser Nowdehi, Volvo Cars 

13.30 Evolving Threat Analysis Techniques to Catch What Matters Katja Tuma, Gothenburg University 
Mathias Widman, Volvo Group 

14.15 Interplay Between Safety and Security Peter Folkesson, RISE 

15.00 Bug Bounties In the Automotive Domain – The Past and the Road 
Ahead 

Ana Magazinius, RISE 
Jonas Magazinius, Assured 
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