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Executive Summary

This deliverable (D1.2 A State-of-the-Art Report on Vehicular Security) presents the
results and achievements of sub-work package WP1.2 (State of the art) of the HoliSec
project. The goal of this deliverable is to provide insight into the state of current research
frontiers in vehicular security. It also serves as an introduction to the issues related to
vehicular security with an extensive reference list for more detailed studies. Finally, it
can be used as background on which to base further investigations. The FFI HEAling
Vulnerabilities to ENhance Software Security and Safety (HEAVENS) project produced
the deliverable “D1.2 State of the art”, HoliSec uses this deliverable as a baseline and
reflects the current state of the art.

The report includes discussions about hardware and operating system level security,
privacy and authentication issues, internal and external communication security, secure
software development processes, security evaluations and certifications, standardization
organizations and related research projects. Many topics are discussed very briefly, since
an exhaustive treatment would certainly be out of the scope of this deliverable.
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Chapter 1

Introduction

The internet has now reached our vehicles and many new services will be introduced in
the coming years. Some services target drivers and passengers such as navigation and
driver assistance systems, and other focus on the vehicle itself such as remote diagnostics
and remote software updates. Most vehicle manufacturers have plans to offer a fairly
large number of services and we now face the challenge to implement new functionality
without sacrificing traffic safety. The vehicle is a complex safety-critical system with
components that must function at all times, and security problems should never result in
safety problems or in an immediate halt of all systems. Instead the vehicle must operate
in a degraded and fail-safe mode when under attack and when security problems have
been detected.

Today’s vehicles have an internal network consisting of 30 to 100 computers or
Electronic Control Units (ECUs). The internal network is of the size of a small company
and internal security is currently largely missing. The software in a modern vehicle
contains tens of millions of lines of code with a total size of more than 100 MBytes [1].
This vehicle will now be connected to the infrastructure around it, i.e. to Road-side Units
(RSUs), to other vehicles and to the internet. Therefore, it is imperative that security is
properly addressed before these new services are introduced.

1.1 The connected Vehicle

Communication between vehicles and the outside world will in almost all cases be
wireless. Exceptions may be found in repair shops and when vehicles are parked. It is
possible to access the internal network by connecting a device directly to the internal
busses of a vehicle, for example in a repair shop to diagnose problems and to update the
software, but also by vehicle owners and other people in order to “enhance” or change
the vehicle’s functionality. With a sound security design, it should not matter whether
the communication is wired or wireless. However, physical modification of ECUs and
the possibility to physically attach devices to the internal network must be paid special

1
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attention to, as it can not be ruled out that the vehicle owner modifies or adds equipment
to the vehicle that interferes with its normal functionality.

Vehicular Communication is divided into two or sometimes three categories, collect-
ively called Vehicle-to-X (V2X):

• Vehicle-to-Infrastructure (V2I) communication: New services will be implemented
that communicate with roadside equipment (i.e. new technical infrastructure).
Most of those serices are related to safety, for example to alert drivers about traffic
lights, speed limits or to inform about road works ahead.

• Vehicle-to-Vehicle (V2V) communication: This is the area most researchers and
application developers focus on. Typical services are anti-collision systems such as
early break warnings from other vehicles, information about emergency vehicles
approaching, synchronized lane change support, traffic jam ahead warnings, and
services facilitating the driving experience such as vehicle platooning.

• Vehicle-to-Mobile (V2M) communication: Communication with a mobile device,
for example via Bluetooth or Near Field Communication (NFC). In the rest of this
document, we will not include V2M communication in the V2X concept unless
explicitly stated.

Different communication technologies are used for vehicular communication: Wire-
less LAN (WLAN) (IEEE 802.11a,b,g or n) can be used to connect vehicles to conventional
access points, for example to download multimedia contents when parked at home.
Mobile phones offering Bluetooth connectivity for hands-free operation is already imple-
mented, often without considering that telephones also have a GPRS/3G data connection
to the internet and therefore may bridge the vehicle with the internet. A new standard
for Dedicated Short Range Communication (DSRC) has been developed. It is based on
the new IEEE 802.11p standard which is intended to be used for communication with
the infrastructure around the vehicle and with other vehicles. There are also many other
devices communicating with the vehicle, for example wireless keys, Radio-frequency Iden-
tification (RFID) cards identifying drivers, radio communication for traffic information
(RDS) and navigation (GPS).

Communication patterns and the actual technology used depend highly on the ap-
plication, some are classical client-server applications where the vehicle connects to a
server or a portal for provisioning of a specific service. Other services communicate with
RSUs or are based on ad-hoc communication between different parties where short-lived
Vehicle ad-hoc Networks (VANETs) are formed.

For some of the services it is essential that the parties are fully authenticated and
their identities are known by all participants, and for other services privacy can be more
important than being able to identify each other. A compromise may sometimes be
acceptable, for example where vehicles can be anonymous to each other but RSUs are
able to do proper authentication. Protection against non-repudiation and Sybil attacks
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(multiple identities) is important for some services. Even if the parties do not want to
reveal their identities to each other, there should be some limitations to what damage
they may cause, and it should always be possible for an authorized party or authority to
reveal their identities.

1.2 New Applications and Services

There is a high demand for applications and services around the connected vehicle, and
vehicle manufacturers have long lists of applications they would like to offer to their
customers. There will likely be something similar to an “AppStore” in the vehicle where
the owner, driver and passengers can choose to install both free applications and subscribe
to different services. In addition, mobile phones and other hand-held devices will be
seamlessly integrated into the vehicles, enhancing the driving experience.

Applications will be offered by many parties such as the vehicle manufacturer, gov-
ernment organizations, trusted third parties (cooperating with the manufacturers), and
independent third-party application developers. Some applications may be mandatory
and offer services from legal authorities, others are safety improving services (e.g. driver
assistance/autopilot and accident reporting systems) and yet other are services the owner,
driver and passengers would like to install.

It yet remains to define an architecture that allows third party applications to run in
the vehicle environment in a safe and secure way. Many solutions such as certification,
sandboxing and isolation have been proposed, but it will take many years before vehicle
manufacturers can allow third parties to freely develop software for the vehicles and still
be able to guarantee the safety of the vehicle.

The services can roughly be categorized as:

• Services improving the driving experience and safety: They give advice and notify
drivers about events. Examples include vehicle platooning (cooperative driving) and
collision avoidance systems that give early warnings and notifications to drivers.
Vehicles talk to each other and are fully aware of other vehicles’ plans and act
accordingly, for example by notifying drivers to give way to emergency vehicles
approaching at high speed.

• Critical safety services: For example emergency actions from the vehicle when a
crash is impossible to avoid and to call for help when sensors detect that an accident
has occurred [2]. Many of these services are active and the vehicle will take action
and help the driver in difficult situations.

• Traffic optimization: Information is spread among vehicles about road conditions,
congestion problems, accidents and overall traffic throughput.

• Commercial services: For instance automatic payments of parking, road tolls and
taxes based on when and where a vehicle has been driven.
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• Subscriptions to improved vehicle functionality: The vehicle may have more function-
ality than the owner has initially purchased; it may be possible to use the internet
to purchase or for a limited time rent functionality such as automatic parking sup-
port without having to visit the vehicle dealership. Vehicles may also be remotely
diagnosed and the vehicle manufacturers can offer updated services and patch
software in the field, not only in the repair shops.

• Services unique to the driver, not to the vehicle: Insurances may in the future follow
the driver and not necessarily be tied to a particular vehicle, as is already the case
in the U.K. Drivers may subscribe to services that are available to them regardless
of what vehicle they are driving.

The proposal of the U.S. Department of Transportation (DoT) highlights that national
departments also see this promising technology (V2V communication) as an enhancement
for traffic safety. On the 13th December 2016 the DoT proposed a rule that all light-duty
vehicles are required to have an active V2V and V2I communication module in order to
increase traffic safety and prevent accidents due to the exchange of information between
the vehicles and infrastructure [3].

1.3 Summary

The use of many different communication technologies, different types of communication
requirements, real-time requirements, authentication services mixed with anonymity, etc.,
makes security work very challenging. In addition we will soon have a large number of
applications in our vehicles and several of them will be third party applications.

It is obvious that all communicating systems must be protected against external threats
(attackers), but there are also many different parties involved with the vehicle that do
not necessarily trust each other. The driver may not always have the same interests as
the owner of the vehicle, for example with respect to sharing information about where
and how aggressively the vehicle has been driven. Furthermore, owners and drivers may
not always be trusted by the vehicle manufacturers, since there may be optional services
offered by the manufacturers that the owner must purchase or subscribe to, to be able to
use. If there is an easy way to obtain such services for free, e.g. to patch the software in
the vehicle, many owners will probably use this opportunity.

The remaining structure of the report is as follows. Chapter 2 presents the complexity
of modern/future vehicles and the challenges in securing future vehicles, which are
discussed in more detail in later chapters. Chapter 3 highlights the necessity of securing
the vehicle. Several cases are shown where the vehicle could be hacked from a wide range
(the internet), or a closer range. Privacy models that are applicable for the automotive
sector are discussed in Chapter 4. With the increased communication to the internet or
with other vehicles, new threats are likely to appear and also threats known from other
areas will emerge. Threats known from other areas are listed and discussed in Chapter 5.
Chapter 6 addresses the communication technologies used for external communication,
e.g. with other vehicles, infrastructure, or internet services. Furthermore, this Chapter
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discusses methods that are needed when communicating with other parties. Securing
the internal network is necessary to identify falsified messages and ensure the safety
of the passengers. Chapter 7 discusses these issues. Security mechanisms provided by
microcontroller or known from operating systems are shown in Chapter 8. Developing a
secure software starts in the design phase, threats need to be identified in early stages
in order to create a holistic software architecture that considers security right from the
beginning. Chapter 9 describes different techniques for threat modeling. The activities
during the design stage for developing secure software solutions can be taken from
Chapter 10. Chapter 11 presents current best practices and methodologies with regards
to the secure software development lifecycle. Chapter 12 is about the certification and
evaluation of security functionality. Chapters 13 and 14 present standards and research
projects related to the issues raised in this report. Finally, Chapter 15 closes with some
final remarks.
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Chapter 2

Complexity and Security Challenges

This chapter contains a discussion of the specific challenges we face when working with
security in the vehicular domain.

Security researchers and analysts often face the problem to reach the market in time,
not only in the vehicular domain. This often leads to service implementations which solve
security problems one at a time, while waiting for standards and established methods to
emerge. For obvious reasons this approach will not be successful in the long run.

More general methods that can be applied to a large number of applications and use
cases must be considered. One such example is the framework developed by the European
EVITA project [4]. Standardization work to specify security frameworks for V2X services is
also in progress. The European Telecommunications Standards Institute (ETSI) Intelligent
Transportation System (ITS) station is an attempt to standardize V2X communication
nodes [5] and the IEEE standardized protocols for wireless communications (IEEE 1609
and IEEE 802.11p). Standardization and certification are discussed in more detail in
chapter 13.

Since vehicle manufacturers act on multinational markets where they have to comply
with different legal requirements, there may also be conflicting requirements, e.g. the
trade-off between privacy and traceability. General security solutions are needed which
provide the possibility to adapt the functionality of a vehicle model depending on the
target country.

Further security complications arise from the vast number of services, communication
technologies and protocols that must be supported. There are also real-time requirements
and safety aspects that affect security and the functionality of the systems. In the
following, we will show the complexity of the problem and highlight the challenges we
face in each area.
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2.1 Trust and Privacy Problems

Many parties are involved during the lifetime of a vehicle, which leads to several trust
and privacy issues. It is obvious that people with no legitimate access to a vehicle (i.e
traditional attackers) must be considered in a threat model. However, serious security
problems may also be caused by authorized people with access to the vehicle.

Trust is generally problematic in the vehicular environment. For example, the owner
of a vehicle is not necessarily trusted by the vehicle manufacturer, the driver may not be
fully trusted by the owner, and repair shops may not be fully authorized or trusted by the
vehicle manufacturer or the vehicle owner (i.e. they should not have full access to all
data and programs in the vehicle). There are also third party program developers who
want to offer services which none of these parties can fully trust. All involved parties
have different notions of what is important to address, complicating the security work
even further.

The complexity of security problems can be seen in Figure 2.1 in which different
parties, communication technologies, and security attributes that must be considered are
listed [6]. A security assessment of the vehicle must consider all possible combinations of
actors, communication technologies, paths and security attributes, a quite complex task.
This is discussed in more detail in Section 12.1.

Many parties such as the owner have physical access to the vehicle and its internal
network. It is not unlikely to assume that if it is easy to enhance the vehicle’s functionality,
this will become popular. The internal vehicle architecture must therefore have a certain
degree of protection against “attackers” and insiders with physical access to the vehicles.

Privacy issues are important. Most vehicle owners and drivers do not want to reveal
their identities to everyone. However, being completely anonymous opens up for attacks
against many services. Sybil attacks, i.e. to be able to use multiple identities could be
useful for example by an attacker to spread false information about congestion in order
to have the road for him/herself. To mitigate this problem, the use of pseudonyms has
been suggested. When needed, for example for legal reasons, a trusted party will be able
to reveal the real identity behind a pseudonym.

Privacy issues related to different applications must also be addressed. The owner
may want to track the vehicle and how it is driven, something the driver may not always
want. Some external services such as automatic payment of road tolls may also need to
access private information. These and other privacy problems are further discussed in
Chapter 4.

2.2 External Communication

Communication with the outside world can be done using many different technologies. Ex-
amples include DSRC (e.g. IEEE 802.11p), normal WLAN communication (802.11a,b,g,n),
and cellular communication (GSM, GPRS, 3G, 4G). These technologies are often used by
traditional client-server applications which possibly connect to the internet, Bluetooth

©2016 The HoliSec Consortium 8



HoliSec (Dnr 2015-06894) Deliverable D1.2 - A State-of-the-Art Report on Vehicular Security
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Figure 2.1: Security Assessment Tree

devices, or NFC devices. The large number of technologies complicates security work
since several communication stacks necessarily lead to a bigger attack surface. It may
also be hard to know which traffic should be allowed on what interface.

Through gateway ECUs which connect several busses, external devices are also able
to send messages to the internal network, for that reason gateway ECUs need to be
especially well secured against intrusions.

Chapter 6 provides a more detailed description. The different communication tech-
nologies and related protocols for external communication are briefly described in Sec-
tion 6.1, and a discussion about their security properties can be found in Section 6.4.

2.3 Hardware and OS Security

Due to cost and power constraints, the ECUs in a vehicle are limited in terms of processing
power and memory capacity, and all security measures must take this into account.
Usually cheap “off-the-shelf” hardware is preferred for this reason, which may not
have hardware support for cryptographic functions. As security is becoming even more
important in the embedded domain, units with cryptographic hardware support will
probably be deployed increasingly.

Modern Central Processing Units (CPUs) have the ability to distinguish between
executable and non-executable memory spaces, which makes certain kinds of attacks
harder to perform (e.g. the traditional buffer overflow attack).

Another CPU feature that is generally seen to be beneficial for security is hardware
virtualization support. Virtualization can be used to create process instances which
are isolated from one another, and which also have no direct access to real hardware
resources. This is also an upcoming trend in embedded systems, but it is currently not
used.

Physically securing ECUs against tampering is another challenge. This is called tamper
resistance and is further discussed in Chapter 8. An attacker might for instance try to
directly read the memory of an ECU to retrieve encryption keys. One approach could
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be to erase the keys permanently if the physical case is opened, which presents both
technical and practical problems.

Also related to physical attributes are side channel attacks, which aim to break a
cryptosystem based on information related to its physical implementation, e.g. timing
information or power consumption.

Much ECU software currently runs directly on the microprocessors, without an Op-
erating System (OS). This means that security mechanisms commonly found in many
operating systems are missing. However, it is anticipated that AUTOSAR will be extens-
ively used in the automotive industry in the future. AUTOSAR is essentially a specification
for a OS, but the concrete implementations of different vendors can vary greatly. It’s
security meachnisms need to be examined and tested, and it is worth to investigate if
there are security mechanisms from more powerful OSs that should also be implemented
in AUTOSAR.

Chapter 8 contains a more detailed discussion of all the issues mentioned above.

2.4 Authentication, Interoperability and Mobility

Vehicles are highly mobile and can travel long distances in a short period of time. In
Europe commercial vehicles can easily cross the borders of several countries in one day.
The high mobility of vehicles requires unified key management for authentication to
infrastructures, even beyond country borders. For instance, vehicles should at any time be
able to stop for maintenance at a repair shop and connect to their network using wireless
communications. These issues are also discussed to a minor extend in Section 6.3.

2.5 The In-vehicle Network

The in-vehicle network spans the whole vehicle and consists of networks of different
bus-system technologies, depending on brand and vehicle type: Controller Area Network
(CAN), Local Interconnect Network (LIN), Media Oriented Systems Transport (MOST),
FlexRay and Automotive Ethernet. These networks are connected to each other through
special gateway ECUs, although the internal architecture and number of gateways also
vary depending on brand and vehicle type. The Evita project [4] has defined a “use-case”
architecture model that describes a possible configuration of a vehicular network.

Traditional security mechanisms cannot directly be used to secure in-vehicle networks
due to limitations and constraints specific to vehicles and the vehicle industry:

• Resource constraints of the ECUs, i.e. limited memory and processing power.
Complex cryptographic operations or storage of large amounts of data are not
possible.

• Cost efficiency. The cost of a typical ECU is in the order of C1 and even a marginal
increase of costs is problematic. If the cost of each ECU in a vehicle with 100
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ECUs increases by C1, the additional costs for a vehicle manufacturer producing
1,000,000 vehicles per year would be C100,000,000.

• Vehicle Lifetime. It may be in use for at least 10-15 years, preferably even longer. A
complicating factor is that the design phase of vehicles is usually very long; vehicles
to be released in 10 years are already on the drawing board and many design
decisions are already made. Security designs must therefore be modular and sound
to survive for such a long time.

Some specialized ECUs, like gateway ECUs, may be equipped with additional func-
tionality such as hardware support for encryption, but due to cost constraints most ECUs
should preferably consist of standard hardware. This places many constraints on the
security solutions that can be implemented in a vehicle.

The use of the EVITA model and how to separate traffic by forming multiple internal
networks is further discussed in Section 7.3.

Some vendors are also considering to replace some of the internal wired networks
with wireless networks, more specifically Wireless Sensor Networks (WSNs). The main
reasons for this consideration are cost and weight savings, which can also translate to
less fuel consumption. WSNs present a whole new range of potential security problems.
In 2011, SysSec published a state of the art report on sensor network security, which
provides a good overview of the topic [7]. Lee, Tsai and Tonguz also provide a good
overview of WSNs in vehicle networks [8].

2.6 Product Development and Life Cycle Issues

In this Section issues are highlighted which are related to the product development phase
or the relatively long life cycle of a vehicle.

2.6.1 Interplay of Security and Safety

Vehicles should be both safe and secure. A vehicle which is not secure can not be safe,
since security vulnerabilities can have a higly detrimental effect on safety. However, this
relationship is not necessarily clear cut, standard mechanisms which increase the safety
of a vehicle such as redundancy can have a negative impact on security. For instance, a
specific hot-standby ECU might increase the attack surface for hackers, since the extra
communication and synchronization with the rest of the system can open new security
holes. The more complex the vehicle is and the more services are implemented, the more
vulnerable the system becomes.

Security functionality must focus on preventing accidents. The functions must be
designed to support all safety-critical functionality at the expense of other functions if
needed. The system must continue to operate even after a security problem, possibly
with some limitations or with degraded service for the driver and passengers.
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If drivers start to rely on collision avoidance systems, a silent failure of that system
may result in an accident. At the same time, a system that gives too many warnings or
behaves erroneously may give bad reputation to the vehicle brand.

Mechanisms implemented for safety, e.g. fault detection mechanisms must be im-
plemented in such a way that they cannot be used by an attacker and result in security
problems or evade protection mechanisms. Intrusion Detection Systems (IDSs) and Intru-
sion Prevention Systems (IPSs) may be used to detect malicious activities and dangerous
scenarios. IDSs are discussed more in detail in Section 7.5. But since IPSs also react to
what they see, they may be used by attackers to spawn other types of attacks. IPSs may
also pose legal problems if they are able to take over the control of a vehicle and bypass
the driver’s instructions.

2.6.2 Real-time Requirements

Real-time requirements define boundaries on security functionality, both for internal
and external communication. In addition, many applications require hard real-time, or
near real-time responses to work. Applications, such as collision avoidance systems need
to make decisions in a fairly short time to be useful (real-time but not hard real-time
requirement), and to make a decision they have to communicate with other vehicles and
also be able to verify the correctness of all the messages they receive.

Security functionality must be designed in such a way that real-time requirements
can be fulfilled and that it does not disturb other real-time functions in the vehicle. In
addition, it is important to protect against misbehaving nodes which try Denial of Service
(DoS) attacks, for example by flooding the internal network with traffic so that essential
functions fail.

2.6.3 ECU Origins

Vehicle manufacturers often buy finished ECUs from third parties, which comprises both
hardware and software. This can make it hard for the vehicle manufacturer to influence
the security architecture of specific ECUs. Since a security architecture is only as good as
its weakest link, a badly implemented ECU from a third party poses a serious security
risk, so vehicle manufacturers need to make sure that the security architecture is well
defined and that the security requirements are clearly communicated to the suppliers.

2.6.4 Software Updates and Maintenance

Vehicles have a comparatively long expected lifetime, it is not unreasonable to assume
that many vehicles will be in use for 15 to 20 years. The lifetime of security solutions and
implemented mechanisms must be equally long. It is worthy to note that this is about the
same amount of time that cryptographic solutions have been in use to secure internet
communication. Within that time frame, many of those security mechanisms have been
broken (e.g., secure hash functions [9]). Since it is not possible to foresee future threats
and risks, security mechanisms must be dynamic and adaptable.
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The vehicle architecture must allow security functionalities such as cryptographic
algorithms, keys, firewalls, etc., to be updated without major software and hardware
changes. The SeVeCOM project has therefore suggested an architecture, where security
functionality is isolated from the rest of the software and implemented as plug-ins into
the network stack to allow easy modification. This approach is described in Section 6.5.

Since it will be necessary to patch vulnerabilities as soon as they are discovered,
support for secure remote software updates is needed. This is already common practice
in the computer domain (e.g. Microsoft’s patch Tuesday), but in the vehicular domain
this is still lacking. Vehicles have to be patched not only when they return for scheduled
service once every few years, but an internet-based secure software update mechanism is
needed immediately.

Different vendors will also have different implementations of similar services, even
though they need to communicate with the same devices. Coordination, design, testing
and compatibility of such systems will be a major challenge in the future.

2.6.5 Legal Requirements

The software developed for the automotive industry must follow country-specific legis-
lation and requirements. This puts constraints on functionalities and the development
processes. It is likely that different countries will have different requirements on security
and privacy issues. Law enforcement agencies in different countries may have differing
views on what information they need to access. There will also be different organizations
handling vehicle identities and issuing certificates, yet all vehicles should be able to
participate in future communications and authenticate each other in a safe and secure
way. This will be discussed further in Chapter 4.
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Chapter 3

Demonstrated Security Threats

The lack of security in today’s vehicles has recently been demonstrated by several research
groups. By connecting a device to the in-vehicle network, for example through the On-
Board Diagnostics II (OBD-II) port, it is possible to send arbitrary commands to the vehicle.
Many of the practically demonstrated attacks are performed through this diagnostic
interface, which until today has required physical access to the vehicle. However, in the
near future, the same attacks will be possible to perform through a wireless connection,
with similar results.

3.1 Compromised ECUs can send arbitrary Messages

A team of researchers from University of Washington and University of California have
practically shown that infiltrated ECUs in a vehicle can be used to send arbitrary messages
to the CAN bus [1]. They have demonstrated this functionality both in the lab and in
road tests.

They started by listening (sniffing) the CAN bus to determine how units communicated
and what messages were sent. Replay attacks were then trivial to perform. To enhance
the functionality in an ECU, they performed reverse engineering by dumping the ECU
code over the bus using a third-party debugger. This enabled an attacker to silently
“enhance” the functionality of ECUs but still keep its original functionality. They have
demonstrated several different attacks: taking total control of the radio (user could not
turn it off), produce various sounds in the vehicle (the audio component is used for
warning sounds), display arbitrary messages on the instrument panel, open and close
doors, honk the horn, disturb engine functions, lock individual brakes, control the A/C,
etc.

They also demonstrated that the breaks could be released while driving, making the
driver unable to break. These attacks were done locally, i.e. with physical access to the
vehicle, but with the correct software, remote attacks with similar results are possible to
perform (see below). The team was also able to get access to the high-speed CAN bus by
only having a physical connection to the low-speed bus. They identified a system that is
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connected to both busses, in their case the telematics unit, and reprogrammed this unit
so that it acted as a bridge.

The results are interesting but maybe not surprising since the internal networks and
protocols lack all kinds of security, but they clearly show what the outcome could be if
a node in a vehicle becomes compromised. Based on these results, Charly Miller and
Chris Valasek did similar work for different car brands (see Section 3.4.3), and unlike the
previous group, published all engineering details of their hacks.

3.2 Attacks via the Media Player

The same team of researchers from University of Washington and University of California
recently also showed that serious attacks can be performed without physical access to the
vehicle [10].

A weakness in the media player was used to gain access to the local CAN bus. The
media player they tested came from a large third party supplier and it plays CDs and also
accepts MP3 and WMA files. Media players in vehicles normally have access to the CAN
bus, for example to be able to change the sound level when the vehicle’s speed changes.
Using reverse engineering, they discovered that it was possible to do a buffer overflow
attack when playing WMA music. The weakness allowed the attackers to create a CD
which contained specially crafted music that the player plays perfectly, but also silently
performed a buffer overflow attack which can send arbitrary commands on the CAN
bus. It is not hard to imagine that music containing such viruses would be popular to
distribute on the internet. The telematics unit also contained vulnerabilities in its cellular
communication protocols opening it up for remote internet attacks.

The attacks show the necessity to have good security practices in place when designing
software for ECUs and other equipment connected to the internal networks. In this case,
the media player and the telematics unit in the vehicle had traditional buffer overrun
bugs, allowing arbitrary messages to be sent on the internal CAN bus. In the future, we
can expect that many ECUs and subsystems like these contain software implemented
by third parties, about which the vehicle manufacturer have limited knowledge and no
possibility to know all design details or to be able to evaluate the implementation.

3.3 Attacks via Wireless Tire Pressure System

All vehicles manufactured in the U.S. after 2007 are required to have a Tire Pressure
Monitoring System (TPMS) installed. Rouf et al. [11] have demonstrated an attack where
the wireless communication (RF transmitter) between the vehicle and the sensors in the
tires are compromised.

Each tire sensor has a unique 32 bit identifier to prevent vehicles from displaying
messages from other vehicles. The radio communication between the tires and the vehicle
turned out to be unprotected and reached around 40 meters with low-cost antennas and
amplifiers. They also showed that remote spoofing of messages was possible, and all
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messages with correct IDs were unconditionally accepted, triggering warning messages
for the driver. The equipment used was available on the market for around $1,500.

During their tests with spoofed messages, they also managed to completely crash the
ECU receiving the tire-pressure messages, and the only recovery possible was to return
the vehicle to the repair shop and have the ECU replaced.

They also concluded that the 32 bit identifiers used to uniquely identify each tire
pressure sensor, can be used to track vehicles and therefore creating privacy problems for
the owners.

3.4 The Car as part of the Internet of Things

Since 2009 many vehicles have a built-in sim card module to offer customers new services,
such as real time traffic information, automated emergency call in case of an accident,
remote diagnostics, or control via smartphone application (unlocking the vehicle, or
turning on the pre-heating). The vehicle as part of the internet introduces new security
flaws, as it provides remote accessibility.

3.4.1 100 Cars disabled Remotely

In March 2010 media, including wired.com, reported that more than 100 cars were
disabled remotely. Until the cars were fully paid for, the cars were controlled by the car
dealer and contained functionality to be remotely disabled if the customer slipped with
the monthly payments. 1,100 cars were reported to have this functionality.

This day, a former disgruntled 20 year old employee used a fellow employee’s account
to log in to the dealership’s computer system and disabled more than 100 vehicles for
their customers. The ignition system was disabled and he managed to honk the horns
in the middle of the night. The only way the customer could turn off the horn was to
remove the battery.

This security problem again shows the risk of installing third party applications in
vehicles. There may have been limitations to what the system could have done, but we
have also seen that the vehicles lack protection if an ECU or a connected system wants to
send arbitrary messages.

3.4.2 Unlock of a vehicle remotely

In 2015 a vulnerability has been found that allowed an attacker to unlock a vehicle
remotely. The car manufacturer offered a remote service to perform certain control and
infotainment commands via a smartphone. An analysis has shown that a man-in-the-
middle attack can be used to gather the unencrypted unlock message from the mobile
phone by mimicking a cellular base station and replaying this message. In this particular
case, the car manufacturer was able to patch 2.2 million vehicles having this security flaw
with an over the air software update, as this vulnerability didn’t involve the hardware
modules [12].
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3.4.3 Remote Compromise of a Jeep Cherokee

In 2012 Miller and Valasek started their research, which was funded by the Defense
Advanced Research Projects Agency (DARPA), to root out vulnerabilities in vehicles. Their
first hack required a physical connection and allowed them to control the vehicle and
even disable the brakes. The demonstration was performed on a Toyota Prius and a Ford
Escape. Miller and Valasek focussed on attacking the system via a physical connection,
because of the already published hacks to access a vehicle remotely. Their findings have
been published in 2013 [13].

In 2015 Miller and Valasek presented their results in remotely hacking a Jeep Cherokee
at blackhat USA 2015. They started their investigation on possible vulnerabilities with a
2014 Jeep Cherokee. Their first discovery was that the radio was connected to both of
the vehicles CAN busses. The head unit (radio) has not been developed by FIAT Chrysler
Automotive, it was produced by one of the company’s supplier [14].

Further investigation showed that the WiFi password of the vehicle was generated
automatically based on the time when the head-unit of the vehicle was started the very
first time. The knowledge of the production year and the month can narrow down
the number of combinations to 15 Millions. By taking also the fact into account that
the vehicle was likely started the first time during the day, one is able to reduce the
possible combinations to about 7 millions. Nevertheless, the researchers found out,
that the WiFi password is set before the system has set the correct time. In their case
it was the 1st January 2013 at 00:00:32. This fact reduces the possible number of
combinations dramatically and allows a nearly instantaneous access to the vehicle’s
WiFi. The implemented password generator would have forced the attacker to follow the
target for about one hour to have a steady WiFi connection when performing the brute
force attack. However, knowing that the generated password uses an incorrect system
time reduces the time for the attack tremendously. This vulnerability emphasizes the
importance of security tests in third-party devices [14].

The access to the vehicle’s WLAN network allowed the researchers to further in-
vestigate the D-BUS interface, which has shown that no authentication was necessary.
Changing the volume, fans and even the display was possible with lua scripts due to the
open D-BUS interface of the Uconnect system [14].

Miller and Valasek were also able to jailbreak the Uconnect system by switching the
pendrive while the vehicle reboots. Moreover, the authors highlight, that the jailbreak of
the system was not required to access the vehicle’s D-BUS. The use of a femtocell allowed
the researchers to access the vehicle from even farther away. Thus, vehicles that do not
have enabled the vehicle’s WiFi service are vulnerable as well. Surprisingly it turned out,
that the D-Bus port was not only opened to the WiFi and the closest cell, it was opened
to the entire Sprint network. This has the result, that all vehicles were accessible by
any device connected to the Sprint network. A scan of certain IP ranges, that are used
by Sprint for vehicles, with an open D-Bus port (in this case port 6667) and a certain
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reaction via telnet revealed that 16 car models across the United States of America have
been effected by this vulnerability [14].

To perform cyber physical actions remotely, it was necessary to flash the firmware
of the V850 chip that communicates with the ECUs via CAN bus. Reverse engineering
the firmware of the Uconnect system’s chip and the V850 chip in order to find a way to
remotely upgrade the firmware of the V850 chip took the researchers several weeks [14].

Nevertheless, Miller and Valasek were not able to perform steering or braking while
the vehicle was driving more than 10 mph. This restriction was caused by the ABS
and Parking Assist Module (PAM) ECU that turn off some of their functionality in case
they receive contradicting messages (the valid/correct and malicious messages). For
example, the ABS ECU disables the collision prevention entirely when receiving conflicting
messages. The researchers had to put the ECUs which are sending the correct messages
into the diagnostic mode, what is only possible below 10 mph, to be the only one sending
a certain message type. A discussion about the correctness in terms of safety and security
of this mechanism encountered in the Jeep Cherokee is left open. This model is not a
self-driving vehicle and thus the driver has to be alert at any time, such as in the case
when the collision prevention is suddenly disabled. However, the higher the level of
automation of the vehicle, the more robust and fail-safe in terms of safety and security
the vehicles have to be.

This research has caused a recall of 1.4 million vehicles for updating the software of
the vehicle. Moreover, it is shown that the vehicle as part of the internet of things involves
also network providers. The security of the vehicle depends also on the devices/modules
from the suppliers. In this case, the vulnerability of the head unit (Uconnect system)
allowed the attacker to access the vehicle’s system from all across the US [14].

In 2016 Miller and Valasek have revealed a vulnerability of the in-vehicle network of
a Jeep Cherokee that was patched against the vulnerability they have published the year
before. The focus of this hack was the full control over the vehicle, thus they connected a
notebook directly on the ODB-II port. The researchers were able to bypass safeguards that
prevented the full control over the vehicle. Their approach was to not only compromise
one ECU in order to send control commands, they attacked those ECUs that were sending
the correct messages the researchers were sending. This causes the system to only receive
their "wrong" messages sent over the CAN bus. Disabling the safeguards was achieved by
paralyzing these ECUs by putting them into "bootrom" mode. Miller and Valasek claim
that this attack is still possible and that it is only a matter of time that attackers find a
new vulnerability to access the vehicle over the internet [15].

3.4.4 Web Portal as Target

In the mid of 2016 the security researcher Benjamin Kunz Mejri of Vulnerability Labor-
atory has found two vulnerabilities in the web interface of a car OEM that allowed
the attacker to access the configuration of other vehicles. Accessing and manipulating
the configuration of another vehicle was possible due to a vulnerability in the session
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management that allowed to bypass the secure validation [16]. This attack allows the
attacker to access and manipulate the playlists, e-mail accounts, travel routes, and to
unlock or lock the vehicle. The second security flaw is a client-side cross site scripting
web vulnerability, that allowed the attackers to inject malicious code [17].

3.4.5 Accessing the CAN bus via WiFi

Researchers from Tencent’s KeenLab security team have successfully hacked a Tesla car in
2016. The researchers created a WiFi network that is typical for Tesla stores and exploited
a vulnerability of the web browser, which is based on the WebKit framework. This bug
allowed the researchers to run malicious code, reprogram the firmware of the gateway
that has access to the CAN bus, and in the end to control the vehicle. Tesla not only
patched the WebKit framework, the company also introduced code signing in order to
avoid the firmware installation of unsigned code [18]. This example also demonstrates
that third-party software or libraries might lead to new vulnerabilities that need to be
tested beforehand or patched in a timely fashion.

3.4.6 Smartphone vulnerabilities

Promon, a security company based in Norway, has shown that it is possible to hack a
Tesla car with a smartphone as entry point. They created a WiFi hotspot of a popular
burger restaurant and trick the user into installing an application in order to get discount.
The installed application is used to control the Tesla application, so that it sends the
attacker the user credentials when logging in. With the username and password of the
Tesla owner, one was able to track the car, unlock it and drive it [19].

The researchers highlight, that Tesla didn’t consider best practice examples for security
in their smartphone application, which lead to an easy and fast extraction of the user
credentials. Furthermore, it is important to clarify that it is also possible to trick the user
into installing a custom keyboard to get the necessary information. The users need to
realize that the smartphone contains important information, such as information from
banking apps, and that they have to use it more carefully.
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Chapter 4

Privacy and Legal Implications

Privacy has many different definitions, and the notion of privacy can therefore be am-
biguously interpreted. To avoid such problems, we will first discuss different privacy
definitions. Two well-known definitions are “privacy as secrecy” by Posner [20] and
“privacy as control” by Westin [21]. Privacy as secrecy concerns an individuals’ right
to conceal certain things about themselves, whereas privacy as control is the right to
control what information about oneself is communicated to others. In this chapter we will
consider privacy as control as our notion of privacy, meaning that any information that
was not intended to be publicly released will be deemed sensitive personal information.

Another recurring disagreement within the area of privacy is whether or not encryp-
tion should be considered a privacy-preserving technique or not. Li et. al [22] summarize
the differences between privacy and confidentiality nicely, by pointing out that confid-
entiality just requires secrecy, whereas privacy requires both secrecy and utility of data.
Consequently, Li et. al call attention to order-preserving encryption (OPE) as being the
encryption technique that is most similar to privacy, as it allows the order of records to be
inferred even in the encrypted form, thus also providing utility. As a result, confidentiality
achieved by encryption will not be considered a privacy-preserving technique in this
chapter.

4.1 Privacy Challenges

A major challenge with privacy is being able to determine under what conditions data can
be considered private. One reason for this is the inference problem, where the presence of
auxiliary data allows additional data to be inferred. The inference problem is commonly
occurring in the wild, and next we will provide some notable examples.

One famous example is when the governor of Massachusetts decided to release
anonymized medical records, where names and social security numbers of patients had
been removed. It later turned out that users could be re-identified by cross-referencing
people from another source of information, in this case a voter registration list [23]. In a
similar manner, users from Netflix, an online video and tv streaming service, could be

21



HoliSec (Dnr 2015-06894) Deliverable D1.2 - A State-of-the-Art Report on Vehicular Security

re-identified even though their data had supposedly been anonymized, by for example
cross-referencing the anonymized data with public data from the internet movie database
(IMDb) [24]. Another notable example is the AOL debacle, where a journalist managed
to re-identify and interview an AOL user, who was supposed to be anonymized in a public
data set containing search queries [25].

Related to the vehicular domain, a similar re-identification was possible when insur-
ance companies promoted privacy-preserving insurances for cars. In this case, privacy-
preservation was achieved by removing GPS data and only collect a time series of the
car’s speed. While this might at first seem harmless, Gao et al. [26] showed that the
combination of driving speed, timestamp and home address, which the companies also
had access to, of the drivers was enough to deduce the location of a vehicle by comparing
driving patterns to road maps. Comparably, Lee et. al [27] showed that more information
that intended can be obtained from seemingly harmless data by demonstrating that the
RPM together with the throttle position sensor (TPS) can be used to deduce the fuel
consumption of a car.

All the aforementioned cases have one thing in common, they naively release data
without considering what can be deduced from it in the presence of auxiliary data.
Identifying what attributes lead to information disclosure through inference is difficult.
Therefore, anonymization of data is a promising approach to being able to store and
process data without violating users’ privacy by falling victim to the inference problem.
However, guaranteeing anonymization is difficult, especially if data is high dimensional
and high frequency, as is the case for car data. Thus, for connected cars, choosing what
privacy-preserving technique to be applied to the data is not trivial. What technique it
suitable for what type of data is further investigated in the ongoing BAuD II project1.

4.2 Privacy Models

Privacy models are used for providing privacy after or as it is being gathered, which
enables privacy-preserving analyses to be run. There are two main approaches of privacy
models, those that are designed for privacy-preserving data publishing (PPDP) and
those that are made for privacy-preserving data mining (PPDM). The PPDP models
focus on releasing whole sets of data, often in the form of high-dimensional tables, and
PPDM models, represented by differential privacy in this chapter, that typically release
anonymized query answers.

4.2.1 Differential Privacy

Differential privacy [28] is a definition that provides strong, provable, privacy guarantees.
The idea behind differential privacy is that the contribution of one single record to a
database query should be negligible, meaning that the presence or absence of that record
will be unnoticeable. In other words, the privacy risk to an individual participating in

1http://www.vinnova.se/sv/Resultat/Projekt/Effekta/2009-02186/BAuD-II-Storskalig-insamling-och-
analys-av-data-for-kunskapsdriven-produktutveckling/ (2017-02-28)
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a database will be indistinguishable from that individual not participating. In practice,
differential privacy is often enforced by applying Laplacian noise to a numerical query
answers, but there are other privacy mechanisms that can be used.

The main selling point of differential privacy is that its guarantees holds in the pres-
ence of auxiliary data, including data that will be released in the future. Consequently,
differential privacy is both forward and backward proof against auxiliary data. Further-
more, differential privacy is also composable, which means that queries can be constructed
in such a way that their results can be combined while still keeping the privacy guarantees
intact.

While differential privacy is promising, it is challenging to apply correctly, which
results in either incorrect assumptions that violate differential privacy, or results with too
low utility.

4.2.2 Syntactic Privacy Models

The syntactic privacy models all stem from k-anonymity, which was invented by Samar-
ati and Sweeney in 1998 [29]. k-anonymity provides privacy by grouping together
k records whose quasi-identifiers, a chosen set of non-sensitive attributes, are all the
same. Thus, each record is hidden among k − 1 records with the same quasi-identifiers.
k-anonymity does not dictate how each group of k records is created, which means
generalization and suppression can be performed before the grouping is carried out.

For example, Table 4.1 shows a table with raw data, that then is turned into a table
satisfying 2-anonymity in Table 4.2. Notice that one attribute, license plate, is suppressed
in this example, as it is a unique identifier. The quasi-identifier in this case is the attributes
manufacturer and model.

License plate Manufacturer Model Speeding
ABC123 VCC V70 Yes
CBA123 VCC V70 No
ABC321 VCC XC90 Yes
CBA321 VCC XC90 No

Table 4.1: Raw table, where the sensitive information is if a car has been speeding or not

Manufacturer Model Speeding
VCC V70 Yes
VCC V70 No
VCC XC90 Yes
VCC XC90 No

Table 4.2: Table that enforces 2-anonymity

Since k-anonymity provides no privacy guarantees, the model has been subject to
attacks. One of these attacks, the similarity attack, where all sensitive attributes share
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the same value, led to the invention of a successor called l-diversity [30]. An example of
the similarity attack is shown in Table 4.3.

Manufacturer Model Speeding
VCC V70 Yes
VCC V70 No
VCC XC90 Yes
VCC XC90 Yes

Table 4.3: Table that enforces 2-anonymity, but which has the same value for the sensitive
attribute in one of the groups

Most recently invented is t-closeness [31] that solves some of the problems with
l-diversity.

While the syntactic privacy models are easier to apply than differential privacy, none of
them provide any formal privacy guarantees. They also do not support composability, so
any release of a data set is one-shot, meaning that in case the result does not prove to be
satisfactory, no more information can be retrieved from the raw data without violating the
privacy model. Another problem is that the implementer must choose the quasi-identifier,
which means the implementer decides what attributes are sensitive. To successfully do
so, the implementer must also be aware of what information can be inferred from the
other published attributes.

4.3 Private Communication

While communicating with other cars or infrastructure, privacy might also be desir-
able. Since privacy models are not applicable here, we explore grouping through group
signatures and obfuscation through pseudonyms.

4.3.1 Group Signatures

When using group signature, messages are being signed with a group identity. Any
member of the group is able to sign messages, and any other entity can verify the
authenticity of the signature. The authentication is limited to the proof that the message
has been signed by a member of the group, not by whom it was signed. With this
method one is not able to identify the particular individual which has sent the message.
Group signatures may be promising but more work is needed before they can be used in
practice [32].

A possible attack on this scheme is if all entities but one in the group are colluding,
which makes it possible to deduce who the signature came from. In other words, this
scheme is private under the assumption that adversaries are non-colluding.
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4.3.2 Pseudonyms

With pseudonyms, the real identity of the object is hidden from, for example, other
vehicles and road-side objects. Pseudonyms require that the system supports short-
lived public key certificates. These pseudonym certificates must be issued by Certificate
Authorities (CAs) and are therefore not trivial to introduce [33]. One possibility is to
equip vehicles with a number of pseudonyms when it is in contact with the CA and give it
certificates that can be used for a short while.

The pseudonyms must be signed by a CA to allow an authorized entity (an authority)
to track the real identity of a vehicle, if needed. The system must support non-repudiation
to make it impossible for an entity to deny having sent a message, for example if a vehicle
fabricates warning messages to other vehicles. The use of many pseudonyms makes
caching of certificates in vehicles less effective.

A similar privacy issue is that the communicating vehicle’s MAC address (and IP
address, if used) can be used for identification since it is unique for the vehicle. When
a vehicle decides to use another pseudonym certificate for identification, the addresses
need to change as well. The solution can be to use random addresses from a pool earlier
given to the vehicle, similar to how pseudonym certificates are generated and used.

The main problem with pseudonyms is that they do not hide communication patterns,
which in themselves might reveal additional information. This problem increases with
time, as patterns become more visible with more data, and changing pseudonyms is
therefore recommended. Another problem is that the mapping between the true identifier
and the pseudonym must be stored somewhere secure, or else privacy will be breached.

4.4 General Data Protection Regulation (GDPR)

The General Data Protection Regulation (GDPR) is a new European law that applies from
the 25th of May 2018 [34]. The GDPR grants individuals more control, as well as easier
access to their data. Since the GDPR covers “personally identifiable data”, anonymized
data is not included in the GDPR. Until a real case is brought up in court however, the
legal interpretation of “anonymized data” is unknown.

Following is a list of some of the new rules from the GDPR [35]:

• “Right to be forgotten”

• Easier access to one’s data

• Data portability

• The right to know when one’s data has been hacked

• Data protection by design and by default

• Stronger enforcement of the rules
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GDPR especially promotes privacy-preserving techniques such as anonymization,
pseudonymization and encryption of data.
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Chapter 5

Common Network Security Threats

The internet is a constant source for malicious traffic [36], and since the internet-
connected car will have a public IP address, it will like any other internet-connected
computer system be a target for such malicious traffic. Security mechanisms similar to
what we use to protect traditional computer systems and networks are needed. They
must be adapted to the specific requirements and limitations vehicles have and still be
able to meet the high security demands of safety-critical systems.

Most research in the area has focused on algorithms and what messages need to
be exchanged for various applications, such as for control systems for platooning, how
to implement cooperative lane-change support, display messages about approaching
dangers, etc., but security is often treated as a future issue [37, 38]. Standards for
external V2X communication are emerging. IEEE just recently published the security
architecture used in WAVE; the IEEE 1609.2 [39]. To conclude, we can easily identify a
plethora of threats, but available and usable security mechanisms are to a large extent
missing and, as we will see, much more work is needed in this area.

5.1 Communication Threats and Problems

All protocols, at all levels, must ensure they have proper protection against several types
of attacks.

• Eavesdropping: attacker reads (copies) data from the network. For wireless com-
munications, sensitive and confidential data needs to be encrypted. An example of
confidential data can be the software (firmware) for the ECUs.

• Deletion and modification: data is dropped or modified during transmission. Application-
level protocols must either have their own detection mechanisms or ensure that
the underlying network protects the data. Modification of traffic can be done by a
man-in-the-middle attack, for example by abusing link-level protocols and changing
the traffic routing.
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• Injection and data origin spoofing: new traffic is injected into an ongoing session
either by a man-in-the-middle or by a remote attacker. In a repair shop, an attacker
may insert additional diagnostics messages into an existing session in order to steal
data, change settings or the configuration of a vehicle, or possibly even update the
firmware with new “enhanced” functionality.

• Impersonation, also called identity spoofing. The identity of other trusted users or
devices may be spoofed with similar results as for traffic injection.

• Recording, replay and delay: data from older sessions are reused. It could contain
old authentication information or the attacker could resend information that was
intended to be used during other circumstances, at other locations or reuse data
that should have been valid only during a short time period. Even authentic data
which is immediately relayed over the internet to another location and replayed,
could cause confusion and problems.

• Denial of Service attacks: often done by flooding networks or by using known
vulnerabilities that cause nodes to crash or exhaust their resources.

• Malicious traffic: Malformed packets that should not normally be seen on networks
but can cause systems to malfunction, crash or execute arbitrary code.

5.2 Protocol Vulnerabilities

There are many protocol stacks implementing link, network, and transport services in a
modern vehicle which can potentially be exploited. In addition, not only attacks against
the low-level network stack are possible, but all application level protocols that are
introduced into the vehicle are potential targets for attacks.

Manipulation of data from application layer protocols may also result in severe
security problems, for example enable modification of the functionality of an ECU.

There will be many application-level protocols, some based on TCP/IP and commu-
nicating in traditional client-server manner, and other use broadcast communicating to
reach only objects around the car (V2X). Some applications will take care of security
themselves, others will rely on security offered by the communication technology itself,
for example for encryption and authentication. ETSI has been mandated to standardize
V2V communications within the European Union [40]. Future standards such as their
ITS Station architecture [5, 41, 42] will therefore likely dictate security requirements
for nodes participating in V2X communications, but it will not help developers with
how security functionality should be handled within the vehicle and how it may be
implemented in various applications.

Unauthorized manipulation of traffic to vehicles may also result in unwanted behavior,
for example to enforce non-existing speed limits, to avoid empty but seemingly congested
roads, announce lane-changes without the driver having any such plans, cause problems
with car platooning and in general disturb functions in and around the car. A more
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dangerous scenario is an attack that sends spoofed messages to ECUs, for example that
orders full speed ahead and disabling the break ECUs when the sensors in the car detect
pedestrians in the way.

5.2.1 Attacks against Core Protocols

All protocols in the network stack can be attacked. The internet-connected car uses the IP
protocol and therefore all Core protocols (DHCP, ARP, ICMP, DNS, TCP, UDP) as well as
link-level protocols (802.11p, WLAN, cellular 3G/4G, etc.) face similar threats as other
systems do. Application level protocols are unique for this domain and will be obvious
targets for attacks and must be designed to be both secure and robust.

The V2X communication protocols (WAVE, IEEE 802.11p, WSMP) can also be targets
for attacks, as well as Bluetooth, DSRC and RFID communications.

Attacks against core protocols have existed for decades and many tools exist that
can be used by attackers but also by developers to perform their own penetration tests
to make sure that at least all old and well-known vulnerabilities are handled properly.
Historically, there are many well-known core protocol attacks, for example the Land attack
(victim’s address present in both source and destination fields), Ping-of-death (oversized
IP datagrams), and header exploits (e.g. the length specified in protocol headers differ
from the actual length) which may cause various problems from crashes to execution of
arbitrary code.

This list of known problems is short enough to allow developers to test their im-
plementations against almost all of them. However, history has shown that many new
implementations do not take these known attacks into consideration, thus they re-appear
in new implementations and cause systems to fail. Examples include Microsoft’s network
stack in the beta version of Windows Vista where they failed to perform such tests [43],
and in Smartphone operating systems where a single link-level datagram can make the
device freeze completely and only a removal of the battery makes it functional again [44].
These attacks mainly target the communications unit of the vehicle, although a failure
in it may result in a denial of service, or worse, that malware is installed that can send
messages fabricated remotely by attackers, on the internal busses.

Many of the threats to vehicles can be analyzed using the same methods and tools as
are used to secure other internet-connected systems, and they should be used also in this
environment to test the robustness of the implementations. Lang et al. [45] provide an
interesting discussion of the security implications when the vehicle is connected using an
IP-based network. Nine “hypothetical attack scenarios” are suggested based on attacks
known from ordinary IT systems, i.e. attacks on the communication protocols, malicious
code, and social engineering. Each scenario was analyzed with respect to confidentiality,
integrity, availability, authenticity, and non-repudiation. Also, an attempt to quantitatively
estimate the impact on safety was conducted and for each of the scenarios, a SIL value
(see Section 13.2) was proposed.
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Chapter 6

External Communication

Vehicles already provide many interfaces to external devices. A service technician is
able to connect a diagnostics device to the vehicle to check the internal status and to
update the firmware of the ECUs. Connectivities, such as Bluetooth, used to connect
to the vehicle’s infotainment system are also present. Exchanging information via V2X
communication is a promising technology to increase the road safety and efficiency of
the vehicles. Other use cases that require external communication are the automated
payment of road tolls, and diagnostics over the internet.

6.1 Communication Technologies

Many different communication technologies are likely to be used for various communica-
tion services. Some technologies, like DSRC and Bluetooth are very local and the objects
need to be located closely to the vehicles. Other techniques, such as 3G and similar
technologies are used for accessing the internet to and from the vehicles.

6.1.1 Technologies and related Standards

DSRC, Dedicated Short Range Communications is a general term often seen in V2X
documents but the meaning of the term DSRC has changed over time and may today
mean RFID communication, WLAN communication or any other of several different short
range communication techniques. In the vehicular domain, DSRC is synonymous with
the use of the 5.9 GHz frequency band which is dedicated for V2X communications.
Standardization is going on in this domain and in United States the IEEE 1609 WAVE
(Wireless Access in Vehicular Environments) protocol which uses the IEEE 802.11p link-
layer protocol will be used. In Europe the ITS-G5 which is also on the basis of 802.11p,
but with some amendments towards European requirements is being standardized to be
used for vehicular ad-hoc communications.

IEEE 802.11p is a technology based on 802.11a but has some special functions
making it more suitable to short-lived ad-hoc communication. Higher layers are expected
to follow the IEEE 1609 WAVE standard, which covers layer 3 to 7, where both short

31



HoliSec (Dnr 2015-06894) Deliverable D1.2 - A State-of-the-Art Report on Vehicular Security

broadcast communication as well as TCP/IP is supported. These protocols and their
security features are further discussed in Section 6.1.2. The 802.11p standard supports
up to 27 Mbps using 7 dedicated channels in half duplex mode and communication range
is in the order of 300 meters. 802.11p does not explicitly address security and encryption
(like WPA and WPA2 which is present in 802.11a) and it must therefore be addressed by
upper layer protocols. Security was omitted because of the short-lived communication
patterns and problems with authentication of users on lower protocol layers. Instead of
spending valuable time computing crypto-keys and exchanging messages with a base
station, vehicles should be able to quickly create ad-hoc networks and exchange signed
messages directly with as little overhead as possible.

ITS-G5 is the name of a collection of European standards for communication in the
5 GHz band, based on IEEE 802.11p. They specify the functionality of the physical
and data-link layer used in the ETSI ITS communication (ITSC) architecture to ensure
cross-border interoperability. More details are provided in section 6.1.2.

WLAN technology, i.e. traditional IEEE 802.11a,b,g,n communication can also be
used and offer internet access to traditional client-server applications, for example by car
owners who want to connect the car’s multimedia system to their home network. The car
manufacturers and third party software vendors may also want to use WLAN technology
for remote diagnostics and software updates while the vehicle is parked.

Cellular networks will primarily be used for client-server based applications and
used where no WLAN networks are present. It will also be used for safety-related services,
such as calling for help if internal sensors have detected a crash and by many other types
of applications when road-side devices cannot be used. Cellular communication can also
be the communications method used to check the validity of certificates by consulting
on-line revocation (CRL) lists.

Bluetooth technology is used today to connect mobile phones to the multimedia
system, primarily for hands-free operation. This may seem harmless, but the multimedia
system is connected to the internal CAN bus, and if compromised, arbitrary messages
may be sent. Most mobile phones are at the same time connected to the internet and
may function as bridges between the internet and the internal vehicle network. In the
future, Smartphones can also use Bluetooth communication to offer many other services
to vehicles.

NFC, Near Field Communication, such as RFID cards are today used for driver
identification and can in the future offer more functionality. Vehicles communicating
with other devices using Bluetooth, NFC, etc., are often called V2M (vehicle to mobile
communication) and are sometimes, but not always, included in the V2X concept.

Global Positioning System (GPS) and RDS radio communication. RDS information
is used to receive broadcast messages about traffic conditions and road work. GPS and
RDS technology is in place today, but security problems may arise if ECUs within the car
always trust the transmissions and services offered to vehicles depend on the correctness
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of the data. A driver may, for example, change his GPS position in order to avoid road
tolls and other fees.

6.1.2 Broadcast V2V and V2I Communication

Many V2V and V2I services will use broadcast DSRC communication. Messages can
contain information such as a vehicle’s location, speed, directions, maneuvers such as
intention to brake, change lane or pass an intersection, etc. These broadcasted messages
are used to spread awareness between vehicles close to each other.

Wireless access in vehicular environments has recently been standardized by both
the IEEE to be used in United States and the ETSI to be used in Europe. In the U.S.,
the IEEE 1609 WAVE standard supports V2V and V2I communications using the DSRC
5.9 GHz band dedicated for the intelligent transport system (ITS). WAVE standardizes
both V2V and V2I communications and describe data exchange, security,and service
advertisement between communicating parties and is intended to be a framework for
application developers when implementing services. The IEEE 1609.2 standard which
describes the security for the WAVE communications is an active standard now. Figure
6.1 shows an overview of the protocol hierarchy and the different protocols used at the
different communication layers.

Figure 6.1: WAVE = IEEE 1609 + IEEE 802.11p

The WAVE standard relies on the IEEE 802.11p protocol for the physical (PHY)
and link (MAC) layers and covers layer 3 to 7. The WAVE standard governs modes of
operation in the DSRC band including architecture and resource management (1609.1),
management, security services and message formats (1609.2), and network services
(1609.3). A new protocol, the WAVE short message protocol (WSMP) has also been
specially designed for broadcast V2X communications. In addition, two special service
channels allocated for safety-critical applications also support IPv6.

The ETSI ITSC architecture standardizes the functionality contained in ITS stations
and it follows the principles of the OSI layered architecture extended by amendments to-
wards European ITS applications. Figure 6.2 shows the ETSI ITSC reference architecture.
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Figure 6.2: ETSI ITSC reference architecture

The ETSI ITSC architecture is specified in ETSI EN 302 665. The Table 6.1 shows
some details about the ETSI ITSC architecture and the related publications.

6.1.3 Vehicular ad-hoc Networks, VANETs

VANETs are often considered to be a subset of MANETs, Mobile ad-hoc networks. The
most important differences are the short-lived communication patterns in VANETs and
that it is unlikely that the same nodes forming a VANET will ever meet again. Thus,
vehicles will frequently participate in new dynamic ad-hoc networks with participants
they have never seen before, and it is therefore not that meaningful to store or cache
any credentials or information to speed up reconnection to the same VANET again.
Many VANET applications such as collision avoidance systems also have hard real-time
requirements for the communication.

The lifetime of a VANET can be very short. Consider a vehicle approaching a road-
side object in 100 km/h. If we assume that communication can take place in a 100m
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Layer Description Related ETSI Publication

Access Corresponds to the Physical and
Data Link layers of the OSI model

EN 302 663 | ES 202 663
TR 102 960 | TS 102 917
TS 102 916 | TS 102 862
TS 102 861 | TS 102 792
TS 102 724 | TS 102 708-2

Networking
and Trans-
port

Corresponds to the Network and
Transport layers of the OSI model

TS 102 636 | EN 636-2
TS 102 985 | TS 102 870
TS 102 871 | TS 102 859
TR 103 061

Facilities Corresponds to the Session, Present-
ation and Application layers in the
OSI model. It provides Application
support, information support and
communication/session support

TS 102 894 | 102 637
TS 102 869 | TS 102 868
TS 102 863 | TR 103 061

Management Manages the installation and con-
figuration of ITS-S applications, re-
sponsible for regulatory manage-
ment, cross-layer management, etc.

TS 102 723 | EN 302 665

Security Providing security services, such as
certificate management authentic-
ation/authorization, cryptographic
functionalities, etc.

TS 102 731 | TS 102 943
TS 102 942 | TS 102 941
TS 102 940 | TS 103 097

Application Road safety, Traffic efficiency and
other applications

TR 102 638

Table 6.1: ETSI ITSC architecture layers and related publications

radius from the object, they can only communicate during 7 seconds which includes
time for network discovery and possible authentication procedures take. The lifetime
of communications between cars driving in opposite directions may be even shorter,
and it may therefore be necessary for other vehicles to forward messages to extend the
communication range.

Some messages need to be repeated or forwarded by the nodes in the network to
reach all participants, possibly with a delay to allow vehicles to move to increase the
communication range. Some messages like emergency messages should be spread rapidly
and reach as many recipients as possible in a short time, but this can result in network
flooding if lots of nodes begin to repeat the same message. Therefore, new routing
protocols are needed that are adopted to this situation.
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One interesting technique is to allow vehicles (nodes in the communication network)
to store information and at a later time and position, retransmit the data, i.e. data is
carried from one location to another by vehicles. This will increase communication range
for messages, but it also results in new routing problems. Several methods for how this
can be done have been suggested, for example using group communication techniques.
All these requirements and restrictions make many algorithms developed for MANETs
less useful and new methods for communication are therefore under development.

6.2 The ITS Station

ETSI has standardized an “ITS station” which is a standardized communications node
intended to be used by all V2X communication systems [41]. The use of such a standard-
ized platform is to make it possible to certify highly specialized communication nodes and
make them highly resistant against failures, including security-inflicted problems. The
ETSI ITS station reference architecture describes the functionality and tries to standardize
how V2X communications should be performed. The standard specifies the architecture
for hosts, gateways, routers and border routers. The (ITS-S) gateway is a bridge (or
protocol converter) connecting two protocol stacks at layers 5 to 7 and in order to achieve
this, it requires two full protocol stack implementations. It covers functionality like classi-
fication, prioritization and channel assignment and maintenance which can be requested
by applications.

Some protection against DoS attacks originating from vehicles can also be part of
the functionality of the ITS station, if the hardware has some means to filter what can
be transmitted by individual ECUs. For example, there could be hardware-enforced
limitations to what can be transmitted and how many messages can be transmitted
during a certain time period. For such functionality to be fully trusted, it is essential that
it cannot be modified through software updates or by any type of failure of the ECU, i.e.
that (at least parts of) the communications module is fully isolated from the rest of the
ECU.

Hamida et al. described in [46] a list of threats to an ITS station. These threats
are: the availability, identification and authenticity, confidentiality and privacy, integrity
and data trust, and non-repudiation and accountability. The following Sections cover a
discussion about these threats. Moreover, privacy in vehicular systems is discussed in
Chapter 4.

6.3 Vehicle Authentication, Message Integrity and Confidenti-
ality

There are many situations where proper authentication of the communicating parties is
needed. In cooperative driving the vehicles aim to solve a problem by interacting with
each other. Thus, the verification of the other entity’s identity is the base for further
message exchange and interaction.
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Authentication is an important security function needed in most types of communica-
tion and the use of public key signatures has been proposed to simplify deployment of a
large authentication system. Several organizations can help in distributing certificates in
their local region. However, the deployment is still far from trivial and vehicles may have
to be constantly connected to a central system to be updated about revoked certificates,
e.g. to check or download Certificate Revocation Lists (CRLs).

Although certificates have been proposed and are believed to be the way to implement
authentication [47], there are still problems to be solved with this technology [48].
There will be lots of issuers of certificates and vehicles are not limited to country borders.
Traditionally each country has had their own national organization issuing license plates,
but it is not clear if these organizations are willing to take over the role of issuing digital
certificates and work with key generation and distributing CRLs. In the US each state is
responsible for its vehicles and vehicles are frequently crossing the borders. The frequency
for replacing keys and what (limited) lifetime they should have is still open for debate.
Similar problems exist with CRL distribution lists and their scope.

Message Integrity & Proof of data correctness is often more important than identifying
the sender. Data can be forwarded by many devices. Some data can be trusted based on
its contents given the conditions for when and how it is sent, even if it is sent by a node
whose identity cannot be properly verified.

Some applications, as mentioned in Section 6.3.3, may want to communicate in closed
groups. Traffic should be encrypted and only certain vehicles are allowed to participate,
for example those subscribing to a particular service or those of a specific vehicle brand.
Group communication can be accomplished by getting a temporary symmetric key by an
RSU when entering a region. Only authenticated vehicles get the key and are able to
communicate. Techniques like this may lessen the burden on vehicles to authenticate all
other vehicles, something that can be important when reaching highly populated areas.

Authentication is an important building block when implementing security, and
there are many situations where proper authentication and identification of traffic and
communicating parties is needed:

• Identification of V2X traffic and/or entities: to be able to identify RSUs and other
entities. In many situations it may be desirable to be able to verify the correctness
of a message and at the same time, for privacy reasons, not reveal the true identity
of the party transmitting the message. Examples include transmission of warning
and informational messages to other vehicles and when exchanging information
with road-side units.

• Authentication and integrity check of external messages exchanged between ECUs
and external systems such as diagnostics equipment in repair shops, external
servers when performing remote software updates, when changing configurations
of vehicles, etc.
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• Confidentiality protection of both in-vehicle and external communication. Closed
communication V2X-groups may for example require encryption to maintain mes-
sage confidentiality and integrity.

• Identification of remote traffic to and from servers and services that the vehicle, the
driver or a passengers is using. Traffic from third parties, for example requests
from agencies tracking vehicles for automatic road toll payments, also need to be
properly authenticated.

• Authorization of persons such as owners, drivers, passengers and service technicians
interacting with the vehicle. Examples include to control who can update a vehicle’s
software, drive the vehicle and/or order new functionality to it. In addition, some
services may be based on the driver’s identity such as insurance coverage and
payment of parking fees, and not on the owner of the vehicle.

• Diagnostic devices should also function in an offline environment given that the au-
thorized workshop may not have a internet connection. Additionally, it is important
to be able to revoke a diagnostic device in case of theft.

6.3.1 Involved Parties

Trust is a complicated matter in the vehicular domain. As previously described, different
entities involved may have different views of trust and privacy. It also depends on what
application is being used, as some applications can be more trusted than other.

We have identified many different entities that need to interact with the vehicle during
its lifetime. All of them have some interest in the functionality and can affect the safety
of the vehicle, but the entities do not necessarily trust each other and even have similar
interests:

• The manufacturer of the vehicle. They will continue to offer services to the vehicle
during its full lifetime, not only in repair shops. Critical software updates have to
be applied more or less immediately, not two or three years after a vulnerability
has been discovered and the vehicle eventually visits an authorized repair shop.

• The owner of the vehicle. He/she should have access to most, but not all, functions
in the vehicle. It should also be possible to delegate privileges to other users to
configure some settings in the vehicle. The owner may change over time and
transfers of ownership must be handled.

• The driver(s) of the vehicle. Many services will in the future be based on who is
driving the vehicle.

• Passengers and authentication of passengers to access various applications and
(remote) services, for example from e-commerce servers. Some services may be
available in the vehicle based on a passenger’s identity, for example multimedia
contents or navigational software.
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• Authorized technicians/repair shops should have access to most of the vehicle’s data,
but not necessarily to private information related to the owner, driver or passengers.
The technicians should not be able to use their identities in, for example commercial
activities, nor to access personal information such as driver’s behavior, GPS logs
containing vehicle location history, or to install non-authorized software.

• Third party application suppliers may be granted access to certain parts of the vehicle
network, but not to all. This may be a rather complex issue to solve, similar to
privilege levels offered for example for Android devices.

• Trusted authorities who may need access to certain data, for example after an
accident or a crash or in real-time to track vehicles for various reasons; road tolls,
parking fees, etc.

6.3.2 Certificate-based Authentication

Certificates are proposed to be used in all V2X applications that require authentication.
Certificates can be distributed in some, but not all, broadcast messages or when new
vehicles are identified by the sending node (see below). Despite the complexity with
generating and distributing certificates, it is currently the only investigated alternative
for authentication of vehicles and road-side units.

Certificate Revocation

Even if the identities of vehicles and road-side units are verified using certificates, they
do not guarantee the correctness of the device. A road-side unit may be manipulated
to send false information even though its identity can be verified by the vehicles. To
limit the problem, certification revocation lists (CRLs) must in some way be distributed
and be available to all vehicles. However, such lists can be extremely large and must be
kept updated. Researchers are therefore investigating ways to implement more efficient
distribution of large revocation lists and methods to reduce their size. Whether they will
be efficient enough to work in reality even in densely populated environments remains to
be seen.

Certification revocation lists are problematic to deal with since many organizations
in different countries need to be involved. It also requires vehicles to either check all
certificates on-line or to download huge lists of revoked certificates and keys. To make
the list of revoked certificates shorter, the lifetime of certificates could be made shorter.
The drawback is that vehicles then would have to connect to the CA more frequently
to get new certificates. In some countries it may not be a problem, in other it may be.
Vehicles lacking proper keys will therefore not be able to participate in communications
with other vehicles, but they can still receive information from its surroundings. CAs
may also have the possibility to tell vehicles to erase keys from its tamper-proof memory
if they believe keys are compromised or misused. CRLs may also be distributed locally
when a malicious vehicle has been detected.
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Implementation Issues for Certificates

ECUs have limited cryptographic capabilities and the cost for performing such operations
can be substantial. Most researchers agree that conventional X.509v3 certificates are too
large for efficient and fast communication and the certificates to be used should be a
subset of this standard.

Instead of using RSA/DSA signatures, Elliptic Curve Cryptography (ECC) is likely
to be used which is substantially faster, although it is not unreasonable to believe that
vehicles still need dedicated hardware to be able to verify signatures in real-time. The
advantage of using Elliptic Curve Digital Signature Algorithm (ECDSA) instead of RSA
signatures is that the time for signing the messages is much faster compared to RSA,
however the verification is slower than using RSA [49]. ETSI defines in ETSI TS 103 097
security messages and certificates for ITS. A brief description of SecuredMessage and the
certificate can be taken from the section Secure Communication with the ETSI Security
Layer below.

Vehicle beaconing may be used for some services such as broadcast of information
to neighbours about a vehicle’s location and speed, for example every 100 ms. On a
crowded road, a vehicle may receive, and be required to verify hundreds of messages
per second. And for each vehicle, the corresponding certificate is also needed in order
to verify its origin. It has been suggested [50] that certificates are attached not to every
beacon transmission, but to a fraction of them in order to minimize overhead. Nodes, e.g.
road-side units may also delay certificate delivery in their messages until a new node is
detected, a scheme that would work quite well in smaller networks, which is a situation
that is likely to exist for some time until all vehicles are equipped with this technology.

There are also other situations and applications where checking the signature can be
omitted. It may be informational messages that are not essential for the vehicle, or it can
be situations where on-board sensors and other systems can verify whether the message
is authentic.

Private keys must be properly protected, and a Hardware Security Module (HSM) is
a proposed solution to be used that offers tamper-resistance and makes it hard to steal
other vehicles’ identities, see Chapter 8.1.4.

ETSI ITS Certificate Authority Hierarchy

As shown in Figure 6.3, ETSI has introduced a hierarchy of CAs that aim to provide secur-
ity services such as authentication and authorization for cooperative ITS communications.
The ETSI CA hierarchy enables ITS stations to prove their identity to use ITS services and
yet stay anonymous. Each CA entity issues/revokes digital certificates for ITS entities.

The ETSI ITS Security Trust and Privacy Management document [51] specifies the
role of each certificate authority as follows:
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Figure 6.3: ETSI ITSC certificate hierarchy

Enrolment Authority (EA) issues Long Term Digital Certificate (LTC) to be used for
authentication of the ITS stations. In order to participate in ITS communications and
gain authorization tickets, it is necessary to have an LTC. To receive an LTC, first the ITS
station uses its initialization credentials to request the enrolment credentials (long term
certificate) from the EA. The process of gaining initialization credentials is performed in
conjunction with the manufacturer of the vehicle or the ITS device [52]. According to
the ETSI ITS [52] the initialization credentials are

• A canonical identity for the ITS station

• A public private key pair for the ITS station

• A generic profile of the properties of the ITS station

• A cryptographic certificate linking the canonical identity with its public key and
generic profile

Next, the EA authenticates the sender of the request and issues a long term certificate
for it. The issued LTC is then used by the Authorization Authority to authorize the ITS
station [51].

Authorization Authority (AA) is responsible for granting specific permissions to the
ITS stations. In order to authorize an ITS station, first it will be asked to provide its long
term certificate to prove that it has been authenticated by an EA. Next, the AA checks
the validity of the received LTC and finally issues authorization tickets (Pseudonym
certificates). The pseudonym certificates shall be changed periodically according to the
predefined time periods defined by the standard [51].

Root CA is the root of trust for all CAs and each ITS station should have access to at
least one root certificate. A root certificate address might have been either installed by
the manufacturer or broadcasted over the air [51].
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Secure Communication with the ETSI Security Layer

ETSI defines in the ETSI TS 103 097 a security layer. This vertical layer is also shown
in the ETSI reference architecture illustrated in Figure 6.2. The main security header
described in [53] is encapsulated within the GeoNetworking stack and illustrated in
Figure 6.4 [46]. The GeoNetworking protocol has been proposed by ETSI to provide
Geo-Dissemination for vehicular communication.

Figure 6.4: Structure of a secured Geonetworking packet (taken from [46]).

The structure of a secured message is shown in Listing 6.1. The protocol_version
highlights the current version, version 2. The header_fields is of variable length and
contains information required by the security layer, e.g. generation time, expiration,
signer info. Each message can only contain one payload, sending multiple payloads in one
message is thus not possible. The length of this field is variable and contains the messages
like Cooperative Awareness Message (CAM) or Decentralized Environmental Notification
Message (DENM). Furthermore, the payload_fields contains information about the payload
type, such as unsecured, encrypted, signed_external, or signed_and_encrypted. The
trailer_fields consists of information needed to verify the integrity and authenticity of a
message using a signature. As the fields are going to be encoded or signed depending on
the security_profile, each field has a numerical value assigned that specifies the encoding
order (ascending) [46, 53].

Listing 6.1: Secured Message Structure (from [53])
struct {

uint8 protocol_version ;
HeaderField header_fields <var >;
Payload payload_fields <var >;
TrailerField trailer_fields <var >;

} Secured Message

ETSI TS 103 097 [53] defines the security profile for CAMs, DENMs, generic messages
and certificates. CAMs are V2V messages sent by vehicles in a high frequency (10 Hz)
to inform the surrounding vehicles about their position, velocity, acceleration, etc..
DENM are commonly sent by RSUs or forwarded by other traffic participants containing
warning messages about slippery roads, traffic jams, or road works. Further, the standard
recommends the use of ecdsa_nistp256_with_sha256, an ECDSA, for signing and verifying
messages and certificates. The standard also defines that DENMs always need to contain
the certificate, while the CAMs must contain the certificate_digest_with_sha256 element.
Additionally, the certificate that is sent in the CAM messages should be sent periodically
(1 Hz) or when a request_unrecognized_certificate message is received [46, 53].
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The ETSI TS 103 097 [53] defines also the certificate structure for a V2X environment.
The content of the certificate is shown in Listing 6.2. The version field contains the current
version, version 2. Signer_info provides information about the signer of the certificate,
such as self(0), certificate_digest_with_sha256 (1), certificate (2), certificate_chain (3),
or certificate_digest_with_other_algorithm (4). The subject_info gives information about
the subject name and type, for instance root_ca. validity restrictions can the taken from
the field subject_attributes. The encoding for the signature is performed over all fields and
in case a field has a variable length, the fields have to be ordered ascending according to
their specified ID [46, 53].

Listing 6.2: Structure of an ETSI ITS certificate (from [53])
struct {

uint8 version ;
SignerInfo signer_info ;
SubjectInfo subect_info ;
SubjectAttribute subject_attributes <var >;
ValidityRestriction validity_restrictions <var >;
Signature signature ;

} Certificate

Hamida et al. perform in [46] also an experiment on an ARMv7 1 Ghz and a
general-purpose 3 GHz Intel CPU. The results show that the system using the 3 GHz
CPU is capable of performing 3831 signature generation operations per second and 817
signature verifications per second by using the ECDSA, ecdsa_nistp256_with_sha256,
recommended by ETSI. The authors point out, that this performance might be enough for
several tens of vehicles, but that the system would not be suitable for dense urban traffic
(200 to 400 vehicles/km2) without violating the critical-latency of around 100 ms for
road safety applications. By being able to verify 817 signatures per seconds, one is able
to verify messages from about 80 different vehicles and RSUs in case that the messages
are sent in a frequency of 10 Hz. This rate does not seem to be sufficient, considering the
radius in which the vehicle is able to communicate with other ITS stations and the fact
that the vehicle receives many messages from stations driving the opposite direction [46].

6.3.3 Group Communication

Vehicles may also be participants of several VANETs at the same time, where groups are
formed based on different properties. Group communication can, at least to some degree,
solve the problem of network flooding when forwarding messages. By introducing group
leaders, communication within the group can be more efficient, and group to group
communication is done via group leaders only. However, the creation of groups is not
trivial and algorithms for selection of group leaders are still being discussed. Traffic
within a group should be signed with keys handed out by the group leader. When vehicles
leave the group, keys can either be changed or the group can continue to live for some
time.

Since IEEE 802.11p lacks security and does not support a Basic Service Set (BSS)
mode like traditional WLANs using an access point, this has to be taken care of at higher
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levels. The WAVE architecture addresses this issue and allows groups to be formed in
a “software-implemented BSS mode” on higher levels. This allows closed groups to be
formed where only participating members can exchange messages.

6.4 Threats to the Vehicle

With external communication, we mean all V2X connectivity as well as internet connectiv-
ity offered to vehicles. As described in Chapter 5, there are many protocols and potential
weaknesses that need to be addressed. External traffic can be subject to traditional
network attacks such as described by the Computer Emergency Response Team (CERT)
at Carnegie Mellon University and many other sources.

6.4.1 Identity Theft

A vehicle’s or a person’s identity may be stolen. A Trojan planted in a vehicle may be used
by a remote attacker to read, modify and even send data to a third entity pretending to be
the (compromised) owner for example. It may be possible to use the victim’s identity in
real-time transactions to sign messages for the benefit of the attacker. One example could
be when a message about a road toll is sent to the attacker’s vehicle, it is immediately
forwarded over the internet to a compromised vehicle to be signed, and then sent back to
the attacker to be forwarded to the road-toll system. The consequences may be that the
victim, i.e. the owner of the compromised vehicle is fined for traffic violations, parking
tickets and road tolls. An attacker with access to many compromised vehicles may easily
perform all kinds of Sybil attacks.

Information from earlier drivers may also be present in the vehicle and may potentially
be reused or stolen. Different approaches have been suggested for how to maintain privacy
of the vehicle and still be able to solve the problem of non-repudiation requirements. In
short, all solutions conclude that keys used to sign messages should be short lived and
changed regularly. This prevents stolen identities from being long-lived, although they do
not solve the problem with real-time access to vehicles.

6.4.2 Access to the OBD-II Port

Since the internal networks lack protection, people and devices with access to the vehicle
can perform all kinds of actions against the ECUs. The vehicle network is easily accessed
through the standardized OBD-II port present in all vehicles. This port is used, for
example by mechanics in repair shops to check vehicle configurations, change settings,
update software and to read diagnostic error messages. The port interface is standardized
and easy to connect to, although the internal messages are brand specific and some
knowledge is needed to decode them. Some documented attacks have used reverse
engineering approaches to figure out the meaning of these messages.

Computers, notebooks or even System on a Chip (SoC) devices can be connected to the
OBD-II port which opens up for attacks “enhancing” the functionality in the vehicle. The
port can be used by car owners who want to change some functionality, or by attackers

©2016 The HoliSec Consortium 44



HoliSec (Dnr 2015-06894) Deliverable D1.2 - A State-of-the-Art Report on Vehicular Security

using an internet-connected PC as a gateway to the vehicular network. All traditional
attack methods may be used by the attacker and must be addressed, for example in
workshops and other environments where such devices are used. It is not unlikely to
expect that many other third parties, for example official agencies performing yearly
inspections of vehicles, will use this functionality to check configuration and diagnostic
messages, and they all contribute to the complex problem of securing the vehicle.

There are devices available to be purchased such as the “ELM327 Bluetooth OBD-II”,
see Figure 6.5, that interfaces to the OBD-II port and offers Bluetooth connectivity to the
CAN bus. The owner who installs the adapter can read, display and clear engine fault
codes, view live engine sensors, etc. When installed, the safety of the vehicle depends on
the driver’s smartphone or PC and whether or not it is compromised. It may make the
vehicle’s network publicly available on the internet.

ECUs can also be reprogrammed through the OBD-II interface, although there is a
security access code needed. The Unified Diagnostic Services Protocol (UDS) does not
specify the length of the key nor the algorithm and thus it is a vehicle specific property.
An evaluation of vehicle diagnostic security performed by Ring et al. in [54] shows that a
16 bit key is not sufficient, for the reason that it can be cracked with a brute-force attack,
provided one has physical access to the interface, within approximately 110 hours. The
protection with a 16 bit key is not very strong, although it prevents ECUs from being
reprogrammed immediately by a malicious message. Increasing the key length or adding
a delay between the authentication request and the response with a seed are two possible
countermeasures.

Figure 6.5: OBD-II to Bluetooth adapter unit

6.4.3 Other external Communication Threats

In the vehicular domain, Jenkins and Mahmud [55] have discussed security problems
and attacks against the vehicle and they look at both inter-vehicle and in-vehicle commu-
nications, and also at software and hardware attacks. Traditional methods derived from
the CERT Taxonomy can be used, where we assume that the attacker can read, spoof,
drop, modify, flood, steal, and replay traffic to the vehicle.
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First, traditional attacks such as DoS attacks, like buffer overflow attacks, exhaustion of
resources (memory, CPU computation power, network bandwidth) etc., must be addressed.
Mechanisms similar to what is used in traditional computer-security (firewalls, MACs,
encryption, etc.) can also be used to protect vehicles against external threats, at least to
some extent. DoS attacks as well as jamming, broadcast tampering, and spamming have
the availability of the wireless communication service as target. For instance, jamming
attacks can be used to disturb the physical communication channel [46].

External network traffic can also be attacked or misused in ways that are more specific
to vehicle communications. It may be possible to replay correctly signed transmissions for
example at other locations, or to modify one’s own messages and alter information such
as position, speed and direction to get better service or cause confusion. Such attacks
may be hard to detect since the messages can be properly signed by the vehicle sending
out the information.

Certificates can be stolen/duplicated and illegitimate use of them may be hard to
discover. Another vehicle’s identity may be used, for example to obtain new firmware
versions with enhanced functionality, to debit it for road tolls, parking fees, etc. Other
attacks include impersonation such as identity theft and Sybil attacks where multiple
identities are used for example to spread false congestion information.

Confidentiality is not a major issue for VANETs even though (signed) clear-text
messages are broadcasted. Except for the identity of the vehicle, the information is in
most cases intended to be public and to be used by whoever may feel affected. The
exception is closed group communication where messages from some applications may
use encryption. Clear-text communication has many advantages. It reduces cost of
devices and may help to meet real-time requirements.

The real identities of vehicles should in most situations be considered as confidential.
The use of pseudonyms may solve this problem, where a trusted third party can, if
needed, identify the real vehicle behind the identity. If it is possible to always identify
vehicles from their broadcast signatures, is it also possible to collect messages and vehicle
identities, and by cooperating over the internet, to follow vehicle motions and publish
their locations and movements in real-time on web sites. This is done today for ships
through the AIS system at marinetraffic.com.

6.5 The SeVeCOM Project

The goals of the SeVeCOM project have been to create a component based security ar-
chitecture that can have a very long lifetime and easily be extended and changed when
new and unforeseen threats emerge [32]. They have concentrated security function-
ality into a Security Manager which is responsible for all security in all modules in the
vehicle. It has hooks to the communication stacks (possibly created by different vendors)
and can request to inspect and modify traffic at all layers. The security manager can
implement services like firewalling, identity management and inspection of signatures in
incoming messages. It is also the interface to a hardware security module (HSM or TPM)
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which is physically protected (tamper resistant) and stores private keys and can perform
cryptographic operations using these keys.

The idea with a separate security manager is that it is relatively easy to change
functionality like cryptographic algorithms, keys, firewall and IDS functionality, in all
communication stacks. Application programmers may, at least to some degree, therefore
be relieved of considering all aspects of security and how to implement security services.
It should, by using this kind of architecture, be possible to implement security into an
existing network stack with minimal changes.

The security manager contains components for identification, trust management and
privacy management. These components may subscribe to certain events from the hooks,
for example to special types of messages.

The ideas presented are interesting and, as the authors point out, the use of hooks is
similar to how Linux interfaces with its network stacks for similar tasks.

6.6 Remote Diagnostics and Software Download

Most of the work within securing remote diagnostics and software download has been dir-
ected towards the software download process and very little towards remote diagnostics.

Both unicast and multicast approaches have been proposed for secure remote software
download. In [56], Mahmud, Shanker and Hossain describe a protocol by means of
which software download is performed using an ITS infrastructure. The automotive
company issues symmetric keys to encrypt the software transmitted between the software
supplier and the vehicle. To increase the security in the transmission, they propose that
the software should be sent twice and possibly also in random order to avoid attackers
from predicting the message order. To authenticate the vehicle, a set of authentication
keys are installed in the vehicle and also stored in a central server and transmitted to the
appropriate Access Point (AP) within the ITS during authentication. The protocol was
analysed in [57].

In the multicast approach proposed by Hossain and Mahmud [58], a special device
denoted Network Device Monitor (NDM) is installed in the AP within an ITS infrastructure.
The purpose of the NDM is to authenticate vehicles, manage the session keys for the
multicast group, and to send software to the vehicles therein. A set of authentication keys
are installed in the vehicle and also stored in a central server. These keys are transmitted
and used by the NDM to authenticate the vehicle. Furthermore, digital certificates were
used as authentication keys for authentication between the automotive company, the
software supplier, and the NDM.

In [59], Nilsson and Larson propose a firmware update process where the firmware
is split into smaller fragments and transmitted to the vehicle. Each fragment is hashed
and the hash is concatenated to the previous fragment. Thus, all fragments needs to
be hashed before any of them can be transmitted. The hash of the first fragment is
used as an initial fragment containing a digital signature over the first hash, thereby
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ensuring that all following hashes cannot be modified without detection. Encryption is
also applied to the transmission. This protocol ensures data integrity, data authentication,
data confidentiality, and data freshness.

Idrees et al. [60] give a detailed presentation of a remote software download pro-
cedure including some remote diagnostics, which utilises the HSM designed within the
EVITA project.

Efforts are also made by ISO to create a standardized diagnostics protocol, Diagnostics
over IP (DoIP) [61]. DoIP fulfils several use cases, such as reading ECU states, firmware
upgrade and multi-purpose data transfers. This protocol is designed to use IP, which has
the benefit of offering wireless and wired communication solutions. In [62], the authors
have proposed a DoIP TCP protocol that allows performing remote diagnostic operations
over the internet, for the reason that the DoIP vehicle announcement and discovery is
depending on subnet broadcasts. The authors have performed initial tests, but did not
implement a solution for firmware upgrades over the internet. However, appropriate
security mechanisms are still missing in the DoIP-protocol.

A service used by Tesla to regularly update the vehicle’s software is VMware AirWatch1.
This product supports centralised management for multi-os deployments, such as TIZEN,
QNX, Android, and Windows. ISO will extend its work in the diagnostics area by
introducing security mechanisms in the electronic Periodical Technical Inspection (ePTI)
standard to ensure data authenticity and integrity. The progress of this work will be
further observed and evaluated during this project.

Finally, as the firmware has reached the ECU, reprogramming of the ECU needs to be
performed securely. Methods for ensuring that the firmware is flashed correctly have also
been proposed in [63, 64, 65].

To conclude, research in the area of secure remote diagnostics is still in progress.
Solutions, such as the DoIP TCP in [62], look promising, but still need to be further
investigated. Since there are great benefits of a remote diagnostics service, an architecture
for secure remote diagnostics, including software download, should be defined.

1https://www.air-watch.com/ (2016-11-23)
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Chapter 7

Internal Communication

In this Chapter we focus on the in-vehicle network, and architectures proposed to
implement security into these networks are discussed. The CAN, LIN, MOST, and FlexRay
protocols lack security functionality and were not designed with security in mind. All
traffic is sent in clear-text and no protection against altered, spoofed or injected messages
exists. When external communication is forwarded to these networks, appropriate
security mechanisms must be in place. Border protection of vehicular networks can, and
should, be done by the communication unit (CU) that handles external communication,
but internal protection mechanisms must be present as well. Ideally, each ECU should
be able to protect itself against malicious traffic and be able to identify the origin of all
messages. However, there is a long way to go before these goals are fulfilled.

7.1 Communication Technologies

Vehicular systems use a number of different communication technologies with very
specific characteristics. In the following, we discuss the bus technologies that are most
prevalent in current automotive systems.

In-vehicle networks usually consist of several domains connected through a backbone,
and each domain has one or more busses for different purposes. The most prevalent
busses are CAN, LIN, MOST and FlexRay. There are also new technologies which are
making their way into automotive systems: Ethernet has already seen its debut in the
industry and is currently being standardized for use in automotive systems, and Controller
Area Network flexible data-rate (CAN-FD) is also a prime candidate for future adoption.
Each communication technology has particular speed and timing characteristics which
makes it well-suited for a specific domain.

7.1.1 CAN

The Controller Area Network bus is the most common automotive bus: it is well estab-
lished and well understood, and provides sufficient performance for most applications.
CAN is a Carrier Sense Multiple Access/Collision Detection bus with Arbitration on Mes-

49



HoliSec (Dnr 2015-06894) Deliverable D1.2 - A State-of-the-Art Report on Vehicular Security

sage Priority (CSMA/CD+AMP). A node on a CAN bus can only transmit when it senses
the transmission channel to be free. When two or more CAN frames are transmitted
simultaneously, bit arbitration takes effect. As a result, the highest priority frame will be
transmitted successfully while all other frames will be dropped. Thanks to this prioritiza-
tion, CAN can be analyzed for its worst-case real-time properties, which is important for
safety-critical systems. The typical speed of a CAN bus is 500 Kbit/s, with a maximum
speed of 1 Mbit/s. A single CAN frame can carry a maximum of 8 data bytes. CAN busses
are used for standard operational functions, but also for many safety-critical functions.
In many vehicles, CAN is still used for the backbone network, although new backbones
are gradually being implemented using FlexRay or Ethernet busses. A typical CAN frame
is depicted in Figure 7.1. The arbitration field consists of a 11 bit ID, which is used for
prioritizing the messages in decreasing order and to filter the messages. The data field has
a variable length between 0 and 8 Bytes, where the length of the data field is transmitted
in the control field. The Cyclic Redundancy Check (CRC) field is used to detect errors
during a transmission. A valid CAN packet is confirmed with the acknowledgement
field [66].

1 bit 12 bits 6 bits 0~8 Bytes 16 bits 2 bits 7 bits

Start
of

frame

Arbitration
Field

Control
Field Data Field CRC Field ACK

Field
End of
Frame

Figure 7.1: CAN frame format

7.1.2 LIN

The Local Interconnect Network bus was invented as a cheaper alternative to the CAN
bus. LIN follows a star-topology with one master node and at least one slave node.
Communication on the bus is controlled exclusively by the master node, so Collision
Detection (CD) is unnecessary, and latencies are guaranteed. The master can itself acts as
a slave. The maximum speed of the LIN bus is 19.2 Kbit/s, and a single frame can carry a
maximum of 8 data bytes. It is mostly used to control vehicle body electronics, such as
windows or windshield wipers.

7.1.3 MOST

MOST1 is a network that is specially designed for transmitting multimedia and infotain-
ment content. This synchronous network is realized with a ring topology and offers a
total bandwidth of approximately 23 MBaud, which is divided into 60 channels. The
maximum number of nodes in a MOST network is 64. Synchronization is achieved

1http://www.mostcooperation.com/technology/most-network/ (2016-11-22)
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with a TimingMaster that transmits the system clock with a continuous signal. All other
devices/nodes are named TimingSlaves. The network is synchronous, but it allows both,
asynchronous and synchronous data transfer. Moreover, MOST defines all layers of the
OSI Reference Model. Advantages of MOST are its efficiency in transmitting multimedia
content and that it offers electrical and optical solutions [67].

7.1.4 FlexRay

FlexRay was designed to be faster and more predictable than CAN. It achieves the
higher predictability by using Time Division Multiple Access (TDMA) instead of Carrier
Sense Multiple Access (CSMA). FlexRay works in cycles, and there are two main types
of cycle segments: static and dynamic. Static segments are divided into a number of
fixed-length slots, each with a specific ID, and only nodes with the corresponding ID
are allowed to transmit in that time slot. This allows predictable communication and
supports applications with hard real-time requirements. Dynamic segments allow for
event-triggered communication by following the same time slot arrangement as static
segments, but if a node needs to transmit more data than fits into its time slot, it can
“take over” time slots of nodes with lower IDs, forcing the nodes with lower IDs to wait
for a free slot. In order to work correctly, FlexRay requires synchronized clocks, and
clock synchronization is built into the protocol to guarantee the required accuracy. The
maximum bus speed is 10 Mbit/s, and a single frame can carry a maximum of 254 bytes
of data. FlexRay allows for a fault-tolerant dual channel approach, and supports different
types of topologies. Its main drawbacks are that it is more expensive and more complex
than CAN.

7.1.5 CAN-FD

CAN’s bandwidth limitations have given rise to a new CAN-based technology called
Controller Area Network flexible data-rate, which is also backward compatible. As the
name suggests, CAN-FD is CAN with a flexible and higher data rate: CAN-FD has a
maximum speed of 2 - 5 MBit/s, depending on the bus topology. A single CAN-FD frame
can carry a maximum of 64 data bytes. It achieves its backward compatibility with CAN
by differentiating between the arbitration phase and the data transmission phase. During
the arbitration phase, it uses the same bit rate as classical CAN, but during the data phase
CAN-FD can switch to higher bit rates. The stand out advantage of CAN-FD over FlexRay
or Ethernet is that it is backward compatible to CAN and thus cheaper to implement.

7.1.6 SAE J1709

The SAE J1709 allows the serial communication between ECUs and is specially designed
for the use in heavy duty vehicles. This standard recommends twisted pair cables
to achieve a bandwidth is 9600 bits per second. Simplicity and low cost were the key
benefits for using this standard. Messages consist of three fields: the Message Identification
Character (MID), Data Characters, and the Checksum. The MID ranges from 0 to 255,
where 0 to 68 is defined by the standard, 69 to 111 and 128 to 255 is assigned by other
committees, and 112 to 127 is available for general use [68].
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7.1.7 SAE J1939

The SAE J1939 [69] is a common communication architecture that has been defined
by SAE due to the need of a communication standard between ECUs from different
manufacturers for heavy duty vehicles. It defines the message timeouts, the network
speed, and vehicle body control. The physical layer in SAE J1939 is the CAN bus. Junger
lists in [70] the following as particular characteristics of J1939:

• Extended CAN identifier (29 bit)

• Bit rate 250 kbit/s

• Peer-to-peer and broadcast communication

• Transport protocols for up to 1785 data types

• Network management

• Definition of parameter groups for commercial vehicles and others

• Manufacturer specific parameter groups are supported

• Diagnostics features

SAE J1939 splits the CAN identifier into several fields that indicate among others the
priority, parameter group number, and source address. Parameter group numbers (PGNs)
define the content of the messages. For example, PGN 65262 Engine Temperature contains
8 Bytes of data representing the Engine Coolant Temperature, Fuel Temperature, Engine
Oil Temperature, Turbocharger Oil Temperature, Engine Intercooler Temperature, and
the Engine Intercooler Thermostat Opening. Additionally to the defined content of this
PGN, J1939 also defines the transmission rate which is in this example 1 second [69, 71].

For the reason that this standard defines the structure of the transmitted frames, it
is not possible to add security measures, such as Message Authentication Codes, in the
same frame. A possible method can be sending this information as an additional frame
for specific data frames belonging to the general use group, which has the disadvantage
that the ECU would have to wait until the second frame arrives.

7.1.8 Automotive Ethernet

Ethernet can be the solution for the need of a higher bandwidth. It causes a paradigm
shift in the design of the vehicle’s internal network, for instance subnets can be used for
segmentation. As Hank et al. state in their paper [72], the TCP/IP stack is already in use
when charging the vehicle to allow a communication with the vehicle’s charge control
module. This charging process is defined by the ISO 15118. Moreover, DoIP (briefly
described in Section 6.6) takes also advantage of the existing IP stack.
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Important aspects of using Ethernet in the vehicle are the costs for the wiring and
the chipset, the bandwidth, and the Electromagnetic compatibility (EMC). The electro-
magnetic emission profile is critical for the reason that the FM radio band must not be
disturbed by cabling. The BroadR-Reach2 technology offers a bi-directional communica-
tion that operates on an unshielded twisted-pair cable, has a symbol rate of up to 66.6
MBaud and a bandwidth of 100 Mbit/s [72].

7.1.9 Audio Video Bridging (AVB)

Audio Video Bridging (AVB) is designed for the standard ethernet network technology
and has the benefit of providing well synchronised streams in realtime by using a simple
cabling. AVB is a solution for the need of synchronised video and audio streams due to
the increased presence of camera devices to provide a surround view. This technology is
also intend for the use as a backbone for control data. The real-time requirements are
achieved with a time synchronization and quality of service.

The following IEEE specifications are part of the IEEE AVB (taken from [73]):

• IEEE 802.1BA [74] - Audio Video Bridging Systems Overview
Introduction and Overview

• IEEE 802.1AS [75] - Timing and Synchronization for Time-Sensitive Applications
Time synchronization of the nodes by using a reference time with an accuracy that
is better than 1 micro second.

• IEEE 802.1Qav [76] - Forwarding and Queueing Enhancements for Time-Sensitive
Streams (FQTSS)
FQTSS - Traffic Shaping, separation of time critical and not time critical traffic.

• IEEE 802.1Qat [77] - Stream reservation Protocol
Reservation of resources done by using buffers and queues within the bridges.

Jesse concludes in his presentation [78] that AVB can be used in parallel with IP since
the frames are already separated on driver level and this ensures the high availability of
AVB. This technology is also designed to allow a maximum hardware support, e.g. use of
FPGAs [78].

7.1.10 Time-Triggered Ethernet (TTE)

The TTTech Computertechnik AG3 offers a solution called Time-Triggered Ethernet (TTE).
This technology is based on Ethernet and provides a "fully deterministic communica-
tion, fault-tolerant synchronisation services, guaranteed constant latency for multi-hop
communication routes in the network, and partitioning/protection of network traffic" [79,
p.1].

2https://www.broadcom.com/application/connected_car.php (2016-11-29)
3https://www.tttech.com/ (2016-12-16)
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TTE categorizes traffic in three different groups: time-triggered (TT), rate-constrained
(RC) traffic, and best-effort (BE) traffic. The sender and the TTE switches have a transmit
or forward schedule, when sending TT traffic. This traffic class requires a clock synchron-
ization among all devices. RC traffic is ensured to provide lossless communication with
a bounded latency and jitter. Moreover, the sending node gets a reserved bandwidth.
The BE traffic class is compatible with the IEEE 802.3 standard and provides no timing
guarantees [79].

7.2 Threats to the internal Network

Most work with security has focused on identifying and showing the lack of security
in vehicular systems and the need for protection mechanisms, rather than specifying
how the problems should be solved given the special requirements and restrictions that
vehicular communication has.

Many researchers have shown that there is a significant lack of security mechanisms
in in-vehicle networks. Koscher et al. [1] conducted experiments on two vehicles and by
using techniques such as packet sniffing, packet fuzzing, and reverse-engineering, they
found a number of attacks that could be performed against the in-vehicle network. Wolf
et al. [80] did some early investigations of possible attacks against different busses in the
in-vehicle network and demonstrated the lack of security. The results from these studies
may not be very surprising since security is not designed into the protocols being used
(CAN, LIN, MOST) and any device, an internal ECU or an external device, that is able to
send messages can forge arbitrary legal messages.

Hoppe and Dittmann [81] used simulations for evaluating security. They investigated
the possibility of performing sniffing and replay attacks on the CAN-bus by simulation of
an electronic window lift system. To classify their attacks, an adapted version of the CERT
Taxonomy proposed by [82] was used. This taxonomy classifies the vulnerabilities into
three classes: design, implementation and configuration. In a later study, they performed
attacks against the electronic window system using real hardware as well as attacks
against the warning lights of the anti-theft system and the air-bag control system [83].

Nilsson and Larson [84] introduced the concept of a vehicle virus. The virus was
listening for the message on the CAN-bus that locks the doors remotely, and when that
message was captured, the virus would soon afterwards unlock the doors and start the
engine.

There are several types of security problems that have been, and still can be, exploited
that must be addressed:

• lack of sufficient bus protection. The CAN-bus lacks necessary protection to ensure
confidentiality, integrity, availability, message authenticity, and non-repudiation [83].
Messages on the CAN-bus can be read by other nodes, they have no sender or
receiver address (only message types that ECUs can subscribe to), and are not
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protected by any MAC or digital signature and lack necessary protection of data
authentication, data confidentiality and data freshness.

• weak authentication. It is possible to illicitly reprogram ECUs with new firmware [1].
The reason is weak authentication and sometimes no authentication at all, see
Section 6.4.2.

• misuse of protocols. Attacks against the in-vehicle network can be performed by
misusing well-chosen mechanisms in the protocols [80]. On the LIN-bus, sending
malicious sleep frames could disable the whole network, and on the CAN bus,
a DoS attack may be carried out by misusing the bus arbitration mechanism by
continuously sending messages with the highest priority, resulting in that no one
else can access the bus. Furthermore, well-formed malicious error messages can
be used to attack the fault detection mechanism implemented in CAN and FlexRay
and cause ECUs to disconnect from the network.

• poor protocol implementation. In some cases the protocol implementation is such
that it does not properly reflect the protocol standard. For example, for safety
reasons the standard specifies that it should not be possible to put the vehicle or
its ECUs into programming mode while the vehicle is moving. However, in some
implementations it is indeed possible to launch a command that would disable the
CAN communication and put ECUs into programming mode despite the fact that
the vehicle is moving [1].

• information leakage. Information leakage from the vehicle can be triggered by
manipulating the diagnostic protocol, creating a potential privacy violation. Hoppe
et al. [85] have demonstrated this by sniffing an ordinary diagnostic session, and
then replayed it with slightly modified commands. Since the gateway ECUs are
unable to distinguish between ordinary traffic and diagnostics traffic, both types of
traffic will be forwarded and processed.

7.3 Need for a planned Architecture

By having a proper internal architecture similar to what is proposed by the Evita project
[4], some threats can be eliminated or at least the consequences, from a security point,
can be limited to the subnet (bus) from where it originated, see Figure 7.2. There
are several attempts to deal with this problem, but the main constraint that limits the
applicability of solutions is the cost of the solutions, especially if it requires more powerful
ECUs. Without these limitations, conventional security mechanisms used to protect
corporate networks from malicious internet traffic could be used directly.

A defense-in-depth approach for securing the vehicle is discussed by Larson and
Nilsson [86]. They discuss how to prevent unauthorized access, use IDSs and logging
mechanisms for detection, IPSs as a countermeasure, use honeypots for information
retrieval and detection of new attack methods, and the necessity of traceability to
perform recovery. In [87], Nilsson and Larson extend this discussion.
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A well-planned architecture with traffic separation, internal firewall functionality
preferably in all ECUs with possibility to detect malformed, spoofed and incorrect mes-
sages is the overall goal. This can be accomplished in different ways. Some approaches
take just a few steps in this direction, other try to solve the overall problem but with
higher complexity and cost as a result. In the following paragraphs we investigate some
proposed solutions.

7.3.1 Leave Access Control to higher Layers

Chavez et al. suggest the use of the security services of the OSI Reference Model (ISO
7498-2) for securing the CAN-protocol [88]. The OSI model describes five security
services, confidentiality, integrity, authentication, non-repudiation, and access control.
According to this, they propose that access control should be taken care of at higher
layers in the protocol, that integrity should be enforced by using hash algorithms, and
that confidentiality should be enforced by using RC4 encryption of the CAN-frames. The
remaining two OSI services, authentication and non-repudiation were not considered to
be useful in this context. Apart from resource constraints with encrypting all messages,
key distribution between internal nodes is a major problem.

7.3.2 The EVITA Use Case Architecture

The EVITA project has designed a reference architecture that is useful when discussing
vehicular networks. The vehicle network is divided into sub-networks controlled by
Gateway ECUs. These gateways can have some firewall functionality built-in to protect
their network from unwanted communications to and from the other networks. They can
make sure that most messages on the local network remain local and that only selected
messages are sent to other networks. Similarly, they can restrict what messages may be
forwarded to the local network.

External communication is mainly done through the Communication unit (CU) but
with some exceptions (as shown in Figure 7.2): USB and Bluetooth communication is
performed by the multimedia subsystem.

This model is not entirely new. Car manufacturers (e.g. Volvo, BMW and Volkswagen)
already use multiple internal busses for separation of traffic, although they use their own
proprietary designs. If such a standard will emerge or whether each manufacturer will
use their own, remains to be seen. The model is still very useful and can be used in
discussions of separation, firewalls, IDS functionality, etc., and it is used as a basis for
discussion in this deliverable.

7.4 Possible Security Mechanisms

To secure internal communications, several traditional mechanisms have also been pro-
posed. These include message authentication codes (MAC) for traffic integrity, firewalls
both for external traffic and for internal traffic implemented in gateway ECUs, use of
IDSs to detect unusual activities on the networks, certificates for identification of various
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Figure 7.2: Evita project use-case architecture

devices (vehicles, road-side objects, drivers and ECUs). These and many other mech-
anisms are described in the following text. Figure 7.3 provides a summary of papers
describing protection mechanisms in different areas.

Securing
the In-
Vehicle
Network

Problems
[1, 45, 80, 81,
83, 84, 85, 89]

Architecture
[80, 88, 90, 91,
92, 93, 94, 95]

Intrusion
Detection
Systems
[86, 96,

97, 98, 99]

Threats
and Attacks
[81, 100]

Figure 7.3: Protection mechanisms for in-vehicle networks

Message Authentication Codes (MACs) can be used to provide integrity of the messages.
However, since internal security is not standardized, this means that in order to imple-
ment MACs, it is necessary to modify the existing protocols (see Section 7.4.2)! Other
approaches that have been proposed is to create new security architectures, for example
with gateways limiting cross-traffic between different parts of the vehicle. However, these
approaches still have to be evaluated considering the limited resources of the in-vehicle
network. In addition, they do not explain to application writers how security should be
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implemented, what traffic needs to be filtered in ECUs and gateway nodes, and what
subnets should be implemented in their particular vehicles and models.

Firewalls can be used to protect both in-vehicular traffic and traffic from external
sources. For example, Wolf et al. [80] briefly discuss the concept of an internal firewall
in each ECU, but we know of no attempts to really introduce a firewall where traffic
is filtered by ECUs. We also note that out of the four protocols used for the in-vehicle
network (CAN, LIN, MOST, and FlexRay), almost all research have addressed CAN and
very little work with the other protocols have been done.

Intrusion Detection Systems have been studied to some degree, and both anomaly-
based and specification-based IDS have been suggested for the CAN protocol. However,
no approaches have been found for other protocols, and since FlexRay also lacks ap-
propriate security mechanisms and eventually will replace the CAN-protocol, an IDS for
FlexRay should also be investigated. A longer description of IDS systems can be found in
Section 7.5.

7.4.1 Trusted Communication Groups

Groll and Ruland [91] propose an architecture where they divide the in-vehicle communic-
ation into trusted groups. All ECUs within a trusted group share the same symmetric key
to encrypt and decrypt the communication. A Key Distribution Center (KDC) within the
vehicle is used to create and distribute the symmetric keys for these trusted groups. The
trusted groups are defined by access control lists, ACLs, and are signed by the automotive
company. One ACL is stored in each ECU and defines the trusted groups that the ECU
belongs to.

To distribute the symmetric keys for communication within the trusted groups to an
ECU, the ECU sends its ACL to a Key Distribution Center, KDC. After the KDC has verified
the signature on the ACL, the KDC sends back the symmetric keys for those trusted groups
defined by the ACL. To protect the distribution of the trusted group keys, asymmetric
encryption is used between the ECU and the KDC. The asymmetric keys needed must also
be signed by the automotive company.

A key exchange protocol based on EVITA’s HSM to establish trusted group commu-
nication between ECUs are proposed by Schweppe et al. [95]. By using two symmetric
keys and tag them with special flags the keys can be used for encryption and signing
comparable to an asymmetric encryption approach. Keys are managed by a key master
and a detailed protocol on how keys are distributed between the involved ECUs are
given. Encrypted messages can then be transmitted over CAN using the enhanced com-
mon tranport protocol (CTP) based on ISO 15765-2. Both direct and group encrypted
communication are supported.

An extended version of HSM functionality has been suggested by Oguma et al. [92].
They propose an architecture where only ECUs with successfully validated software will
be able to exchange symmetric keys for further encrypted communication. It uses three
component types:
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• a center outside the vehicle,

• a master ECU within the vehicle, and

• all other ECUs within the vehicle.

The center stores the information about all vehicles, and the master ECU in the vehicle
is used to do local validation since the center might not always be reachable. The master
ECU holds a list of hash values that are valid for the software running on each ECU in the
vehicle. Instead of using asymmetric encryption within the vehicle, a Key Predistribution
System, KPS, is used. After the validation process has been performed and the software
in the ECUs are authentic, keys are generated in the KPS for each pair of validated ECUs,
keys to be used to encrypt and/or sign messages. When the keys are distributed, the
messages also contain information which can prove that the ECU has been validated and,
among other things, a counter to protect against replay attacks. Lee et al. [101] further
discuss the attestation-based security architecture. By using ProVerif, they propose a way
to formally verify the protocol used to distribute these keys.

A different approach to the problem has been suggested by [94]. This is accomplished
by the introduction of a data management system, DMS. Instead of letting all ECUs
exchange data with each other, data is stored in specific nodes within the vehicle. By
using a DMS for storing data, security mechanisms such as access control could be
enforced on access of data and to ensure data integrity. The method also opens for the
possibility to store a global state to a protective storage in the case of an accident. Three
different approaches to deploying the DMS were investigated: a centralized approach,
a distributed approach, and a hybrid approach, in which a DMS is deployed for each
sub-network. The hybrid DMS approach was found to be the most attractive.

7.4.2 Authentication of ECUs

Wolf et al. [80] suggest ways to improve the security of the communication by requiring
authentication of the ECUs and by encrypting the communication. First, each ECU has to
be authenticated by the gateway by means of a certificate. After authentication, the ECU
will receive a symmetric encryption key that is shared with other authenticated ECUs on
that local network to make secret data exchange possible. When using this method, it is
inevitable to secure the gateway against unsigned firmware updates and other attacks, as
a compromised gateway would lead to an entirely compromised system.

7.4.3 Authentication of multiple Destinations

An approach to provide authentication of messages to multiple destinations for time-
triggered applications is proposed by Szilagyi and Koopman [93]. A protocol was designed
to be able to authenticate multiple destinations at the same time, which requires that
each pair of communicating nodes share a symmetric encryption key. These keys are used
for calculating the MAC over the messages for each destination. Each MAC is further
stripped down to a few bits and concatenated to the end of the message. Since it is easier
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to forge a message with only a few bits of the MAC available, the authors propose that
authentication is provided by successfully verifying the MAC over a set of messages. For
the two types of messages investigated, state-changing messages and reactive control
messages, an upper boundary of the probability of performing a successful attack is
discussed.

The proposed protocol also has protection against replay attacks. The protocol is
further discussed in [102], where an analysis with the help of simulated attacks is
provided.

7.4.4 Message Authentication

Nilsson et al. [90] propose the use of a MAC for providing data integrity and data
authentication in the CAN communication. To achieve this, a 128 bit key is shared
between the two communicating ECUs. The MAC is calculated over four consecutive
CAN-messages and the resulting MAC is divided into four 16 bit blocks and transmitted
in the CRC-field of the next four CAN-messages. The protocol introduces a delay before
the data integrity and data authentication can be verified. In total, eight messages are
needed for the verification to be completed. Two of the remaining challenges with the
protocol were that if the MAC calculation fails, the actual individual message that was
wrong can not be identified, and that there is no protection against replay attacks.

7.5 Intrusion Detection and Prevention Systems

IDSs has been suggested for all types of systems and environments, including inside
vehicles, for some time but have for various reasons not yet really been that successful.
The main problem is how to handle both false positives (false alarms) and false negatives
(failure to detect a problem). There is usually a strong relationship between the two: a
high detection rate also results in a high rate of false alarms. In the vehicular domain, it
is not clear what should be done when a potential problem is detected. False alarms may
cause more problems than the problem itself would have done. Both specification-based
and anomaly-based detection methods exist, as described in the following paragraphs.

Kang et al. provide in [66] a novel approach for an IDS using a Deep Neural Network
(DNN) to secure the in-vehicle network. The learning was achieved with an unsupervised
pre-training method and following stochastic gradient descent method. The authors
evaluated their proposed technique within a simulation environment (OCTANE [103]).
The results show an accuracy of 98% on average [66].

7.5.1 Specification-based Detection

Larson et al. [86] propose and evaluate a specification-based IDS for the CAN 2.0 and
CANopen 3.01 protocols. They conclude that, since these protocols lack information
about the producer and consumer of messages, there is not enough information available
for using network-based intrusion detection. Instead, they propose host-based detection,
i.e. one detector is placed in each ECU. Incoming and outgoing traffic can then be
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investigated based on information from the protocol stack and the object directory of the
CAN-protocol at the specific ECU. For the detector in the ECU, security specifications for
the communication protocol and the ECU behavior can be developed.

The authors conclude that the gateway ECU is the most important ECU to protect. If
the gateway ECU is compromised, all types of attacks can be performed. Unfortunately,
performing detection in the gateway ECU is harder than in ordinary ECUs since the
detectors for the different interfaces at the gateway have to cooperate to detect certain
attacks, e.g. to detect lost or modified messages.

7.5.2 Anomaly-based Detection

Anomaly-based detection has been studied in ordinary desktop environments, but a
problem faced in this environment is how to define a normal network behaviour; The
desktop network is provided for arbitrary network communication. In contrast, for in-
vehicle networks researchers argue that the expected payload is more well defined as the
messages transmitted in the is specified during the design and anomaly-based detection
should be easier to implement.

Hoppe et al. [97] demonstrate an anomaly-based IDS for the CAN protocol. In contrast
to the specification-based approach by Larson et al. [86], where the IDS is placed in
the ECU, they listen to the network traffic on the CAN-bus. By looking at the rate of
how often specific messages are transmitted on the bus, and comparing that to what is
considered to be normal, deviations from the expected number of transmitted messages
can be detected. This was exemplified by investigating the system that detects physical
vehicle break-ins. When the anti-theft alarm is activated, the system sends messages to
the lights of the vehicle to turn them on and off, so that they are flashing. An attacker
does not want these lights to be activated, but since the CAN-bus is a broadcast network,
messages sent by the alarm system can not be deleted (except possibly in gateways).
Instead the attacker have to create new messages to turn the light off as soon as it is lit.
These new messages will be a deviation from the normal messages sent, and detected by
the anomaly-based IDS.

Another method proposed by Hoppe et al. in [104] is the identification of misuse
of messages. ECUs send their messages with a message ID on the CAN bus. Thus, the
sending ECU is able to check if messages with its exclusive message IDs are sent from
another source on the same CAN bus. This approach can be applied to gateway ECUs
as well, as they know from which subnet which message IDs are sent. Matsumoto et al.
present in [105] a similar approach with the extension, that the ECU detecting anomaly
is sending an error frame immediately in order to override the malicious frame.

Core building blocks for implementing an anomaly-based in-vehicle IDS are described
by Müter, Groll and Freiling [98]. They define eight types of sensor to detect different
anomalies in the in-vehicle network and six criteria on sensor operations. For each of
the criterion they evaluate how the different sensors will perform. The eight sensors are
defined with respect to:
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1. formality and correctness of the messages transmitted, i.e., the correctness of packet
headers, checksums, etc.,

2. the location of the message, i.e., in which sub-network the message is transmitted,

3. the range of values in the payload of the message, i.e., within what boundaries a
value need to be in,

4. the frequency of the given message,

5. correlation of message occurrence between different sub-networks,

6. different aspects of the inspected protocol, e.g., challenge-response behaviour,

7. plausibility of the transmitted payload, e.g., vehicle speed is increased instantly
from 0 km/h to 100 km/h, and

8. the consistency of the over all system, by help of other sources in the vehicle.

The six criteria describes how the different sensors can detect anomalies: (1) based only
on deviation from the message specification such as given by the CAN-Matrix, (2) the
number of messages needed to detect an anomaly, (3) the number of sub-networks
needed to perform detection, (4) how many different types of messages are needed to
identify the anomaly, (5) wherever the payload needs to be inspected, and (6) wherever
the semantics of the message needs to be considered. A classification of the sensors are
also presented, based on how many messages are needed for detection and whether
the payload needs to be inspected. Finally, they present a model of how the severity of
the sensor alerts are mapped to the three levels of alert (to get the driver’s attention)
proposed by Hoppe, Kiltz and Dittmann [96].

An information-theory approach by analysing the entropy of transmitted messages
are proposed by [99]. They were able to detect a set of anomalies in their test-setup by
identifying a deviation in the entropy of the transmitted messages. Among these were
the detection of increased frequency of messages and message flooding.

The SeVeCOM project [32] recommends vehicles to use an anomaly-based IDS system
internally. However, they do not address in detail how and what the IDS system should do
except that “appropriate reactions should be taken to get the system back to a secure and
safe state”. As we see from the proposals above, some approaches have been suggested.

Ling and Feng propose in [106] an IDS that is listening to the CAN messages, and
creates and updates a table of counters that indicate whether the message ID is from a
known input set or unknown to the system. This approach requires the specification of
all known message IDs that are sent via CAN and thresholds for known and unknown
messages. With the use of flags and the threshold values, the system performs an alarm
operation in case the counter exceeds the threshold. The algorithm was evaluated in a
simulation environment using CANoe [106].
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Cho and Shin propose in [107] an anomaly-based IDS called Clock-based IDS (CIDS)
that measures the intervals of periodic in-vehicle messages and creates a fingerprint of
the ECU. With this method, one is able to distinguish between several source ECUs due
to each ECU’s individual offset and skew. Thus, this approach is able to identify the ECU
that is sending the malicious messages.

7.5.3 Handling Intrusion Alerts

One crucial issue with intrusion detection is to decide what to do with an alarm. It may
be possible to send the alarm to a central portal where a security officer takes care of it.
However, it may not be realistic to assume that the portal should have such resources for
the large number of cars connected. Further, the car may not be continuously connected
to the portal. Thus, it seems more realistic to inform the driver of the alarms. Such an
approach is proposed by Hoppe et al. [96] where various security-related events can
be presented to the driver. Depending on the severity of the event, different methods
are used: visual for non-critical events, acoustic for critical events, and haptic for severe
events.

They also propose an “adaptive dynamic decision model”. By using the sensors in the
vehicle, the environment of the vehicle can be evaluated at the time of the alert. If the
currently used ways of alerting the driver is not considered to be enough, the alert-level
can be increased.

Since the communication within the vehicle is safety-critical, discarding the wrong
message may have catastrophic effects. An IPS system is essentially an IDS system that
can take some action, for example to stop a certain behavior. However, an attacker use
the fact that an IPS system is present and force it to make incorrect decisions. Hoppe et
al. discuss the problem of intrusion response and point out that an active response system
might not be allowed to actively make decisions in the vehicle due to legal requirements
for safety-critical systems [97].

7.5.4 Honeypots

A honeypot is a faked target that is intended to attract attacks in order to collect inform-
ation and to analyze the attacks. To our knowledge, only one such approach has been
described so far, by Verendel et al. [108]. It is suggested that the honeypot is attached to
the gateway node in the vehicle and simulates the in-vehicle network. The data collected
from the honeypot can then be sent to a common portal and analyzed in detail. The
purpose of this is to learn about new attacks and distribute solutions as early as possible.

A very important property of the honeypot is how realistic the simulation of the
target is. If the simulation is not realistic enough, the attacker will realize that he is not
attacking a real vehicle. However, making a realistic honeypot may be very hard since it
is not likely that a real vehicle is used for this purpose.
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Chapter 8

Hardware and OS-level Security

This Chapter contains a description of available security mechanisms for hardware and
operating systems and examines how they can be used in the automotive domain.

8.1 Hardware Security

Hardware for embedded systems traditionally deals with many more restrictions than
general-purpose hardware. Therefore, advances in embedded hardware are often the
result of reducing power consumption or costs of already known solutions. Since even in
general-purpose hardware has been a shift towards more power efficient solutions, this
trend will probably continue or accelerate.

There are a number of issues that are interesting with regard to hardware security,
such as supported security features, known attacks that need to be mitigated and the
current state-of-the-art in automotive microcontrollers. We will discuss these issues in the
following Subsections.

8.1.1 Security related Microcontroller Features

As shortly discussed in Section 2.3, there are a number of security features that are
supported by modern CPUs and microcontrollers.

One very obvious feature are hardware implemented cryptographic modules, e.g.
hardware support for common algorithms such as AES, RSA or SHA-1, which can greatly
speed up encryption or decryption routines.

Moreover, many microcontrollers can distinguish between executable and non-executable
memory spaces, which makes certain kinds of attacks harder to perform (e.g. the tradi-
tional buffer overflow attack).

Virtualization known from the server and computer environment has moved to
embedded systems as well. However, embedded hypervisors have compared to traditional
hypervisors different attributes and requirements. Efficient memory management and
usage is important in the area of embedded systems, as the memory resources are limited.
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The memory limitation requires also small hypervisors, which have the advantages that
their code is easier to validate and the code can be proven to be bugfree. In the automotive
domain it is also highly important that the hypervisor provides a strong separation of the
applications, since a safety critical application may be executed on the same SoC as the
infotainment application. Furthermore, an embedded microcontroller must be capable of
handling the real time requirements [109].

8.1.2 Side Channel Attacks

Side channel attacks are one of the main types of attacks that hardware needs to guard
against. They are generally very time consuming and costly, and an attacker needs to be
quite skilled to pull it off. Common side channel attacks are differential power analysis or
differential electromagnetic analysis (DEMA) [110].

8.1.3 Tamper Detection Modules, TDMs

Tamper detection modules need to detect attempts to directly tamper with the hardware
and trigger appropriate counter measures. For instance when the lid of an ECU is removed
by unauthorized people, it may be appropriate to delete stored keys in order to prevent
that they are stolen. However, it this is far from trivial.

8.1.4 Hardware Security Modules, HSMs

A hardware security module (or a Trusted platform module, TPM) contains security-
critical functionality needed by other components of the vehicle, such as to protect private
keys (used in asymmetric encryption), to distribute session keys, and to sign messages. It
contains memory, a processor and software capable of performing basic cryptographic
operations and preferably also a good random number generator. It should ideally be
a tamper-proof device and be protected against physical access, i.e. that all attempts to
access its content should make it useless.

A valid and reliable clock is needed by many services to avoid replays of messages
and to detect reuse of older messages in other environments. The HSM module is a good
place for such functionality and a timestamp can be applied to the message at the same
time as it is digitally signed. This prevents individual ECUs which are compromised from
sending and reusing old messages.

HSM functionality is implemented in special hardware similar to the well-known
IBM 4578 cryptographic processor with tamper-resistant protection. It should have a
well-defined API that can be used by ECUs to perform crypto-related operations such
as to sign and verify signatures. Smart-cards have been proposed for some situations,
but one problem with them is that they lack functionality such as offering a trusted
time source. In situations where this is not needed, smart cards and RFID cards offering
crypto-operations can be used, for example when identifying owners, drivers and service
technicians.
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HSMs have also been suggested to be used by internal ECUs in order to guarantee
execution of authentic code. The functionality can be similar to Windows notebooks,
where a TPM chip together with the first boot-loader (BIOS) verifies the integrity of the
software before storing it and only authentic (genuine) software will be executed. This
can be done in steps and even include signed applications from third party developers.
All non-trusted and modified software, including malware, will be rejected by this system.
There are many advantages with this solution, although the drawback is the increased
complexity of the ECUs.

8.1.4.1 EVITA HSMs

Three different types of hardware security modules have been defined within the EVITA
project: full, medium, and light in order to offer different levels of security functionality
and performance.

• The full module is deployed in one or two high-performance communication ECUs
in the vehicle, and has hardware for asymmetric cryptographic operations needed
by more demanding external communications such as V2X communication. It is
proposed to be used only in central communication gateways.

• The medium module is used in two to four central multi-purpose ECUs, such as
Gateway ECUs isolating traffic between internal networks (see Section 7.3.2). It
supports asymmetric cryptographic operations, but lacks hardware support and is
less powerful than the full module.

• The light module is used in less powerful but still security-critical ECUs. It only
has a hardware accelerated symmetric cryptographic engine, a hardware random
number generator and a UTC clock. Its typical use is in sensors and actuators.

8.1.4.2 Event Data Recorders

Event data recorders (EDR) are devices that record important events and stores them
in tamper-proof storage, similar to the black boxes used in aircrafts. It is reasonable to
assume that government agencies and vehicle manufacturers will require devices like this
to be present in all vehicles, when more advanced applications are introduced. The data
recorded in the EDR makes it possible to investigate reasons behind crashes and other
safety-critical events.

8.1.5 State-of-the-art Automotive Microcontrollers

An example of a microcontroller for automotive applications is the Freescale MPC5777M
Quad-core. Other microcontrollers generally used are from the MPC55XX or MPC56XX
series. A detailed list of the Freescale MPC5777M’s features taken from its datasheet is
shown below:
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• Main features:

– Two independent e200z7 cores operating up to 300 MHz
– Single 300 MHz e200z7 core for delayed lockstep
– Single e200z4 I/O core operating up to 200 MHz
– On-chip DSP and floating point unit (on I/O core)
– Built to support functional safety (ISO 26262 /ASIL-D)
– 248-channel general timer module (GTM104)
– Up to 128-channel eDMA
– Up to 84-channel analog-to-digital converters (ADC)
– Includes 10 x Σ∆ ADC converters
– High-speed Nexus Aurora debug and trace support
– 416-pin PBGA package
– 512-pin PBGA package

• Communication Protocols:

– Ethernet controller (FEC)
– 4 x M-CAN and 1 x TT-CAN
– 6 x LINFlex
– 8 x dSPI and 2 x IIC
– 5 x PSI-5 and 15 x SENT
– Zipwire support
– 2 x dual-channel FlexRay controller

• Additional features:

– Hardware Security Module (HSM)
– Tamper Detection Module (TDM)

Figure 8.1 shows a table of current Infineon microcontrollers of the Aurix™series that
are suitable for security applications in the automotive sector. Moreover, the Infineon
Aurix™microcontrollers fulfil the Evita medium requirements [111].

8.2 OS-level Security

Many current ECUs do not have an OS, due to computational and cost demands. A first
step to a common security architecture will be the introduction of a common platform.
Automotive Open System Architecture (AUTOSAR) is the solution which is supposed to
achieve this unification.

In this Section we will first consider common security mechanisms found in modern
operating systems, and then we will compare this to the security features envisioned in
the latest AUTOSAR standard.
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Figure 8.1: Infineon microcontrollers designed for security solutions in the automotive
sector (taken from [111]).

8.2.1 Common OS Security Mechanisms

A standard approach to security in operating systems is to use hierarchical protection
domains, also known as ring protection. The idea is that outer layers of the ring have a
lower privilege level than inner layers. A traditional example of this is the splitting into
kernel mode and user mode as in UNIX systems.

Also highly intrinsic to modern operating systems is the separation of process memory.
Each process is allocated a specific region in memory, and no process is allowed to access
any other region in memory by default.

A more recent approach is to have executable space protection, i.e. to split programs
into data and executable portions such that only the executable space is allowed to
execute. This is usually accomplished together with hardware support.

Address Space Layout Randomization (ASLR) is another technique that was developed
to prevent or at least hinder buffer overflow attacks. This is achieved by randomly
arranging the positions of the stack, heap and libraries in the process address space.

Virtualization is already described in Section 8.1.1. A more efficient way of gaining
isolation between applications is container-based virtualization. This technique differs
from virtualization in the way, that the containers access a single kernel, which results in a
more efficient resource usage. Nevertheless this method is not as strong as virtualization
with a hypervisor in terms of security for the reason that it is easier to access the
entire system. A method to deploy hot updates in a container-based environment on an
embedded system is described in [112].

Finally, OS loaders are often signed in order to prevent the execution of untrusted
code (see Section 8.1.4). This is known as “secure boot”, and is highly pervasive in game
consoles and computer operating systems.
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8.2.2 AUTOSAR Security

AUTOSAR’s security features, such as the “Specification of Module Secure Onboard
Communication” [113] describes the functional specifications for the authentication,
verification, and error detection. Moreover this document provides the specification of
the API and sequence diagrams of the processes.

AUTOSAR supports the basic process memory protection so that processes can only
access their own address space. A Cryptographic Service Manager (CSM) is also supported
by AUTOSAR, in order to facilitate the use of different cryptographic algorithms. The
diagnostic communication manager (DCM) also knows different security access levels, in
order to allow authorized diagnostic procedures.

8.3 Summary

This chapter listed several security mechanisms on hardware and software/OS level.
HSMs securely store the private keys, offer cryptographic operations, and have a good
random number generator. Additionally, HSMs have to be tamper-proof to ensure that
the private keys cannot be stolen or accessed. The three different types of HSMs of the
EVITA architecture describe how HSMs can be classified according to their functionality
and purpose in the vehicle’s system - do they provide hardware accelerated symmetric
and asymmetric encryption? Microcontroller that have a built-in HSM are available and
some manufacturers even rank their products according to the EVITA project. The use
of signature verification of new firmware increases the complexity of the ECUs, but it is
necessary for preventing attackers to upgrade an ECU to a modified firmware version.

More complex operating systems have multiple security mechanisms such as a ring
layer around the kernel functions, separation of process memory, separation of execut-
able and non-executable storage, booting of only signed firmware, and ASLR. The last
mentioned technique hinders the attacker to predict target addresses. However, this
method involves also the re-design of diagnostic devices, since they are reading system
states from fixed address spaces of an ECU. Virtualization, which is common in the server
environment, is approaching also the embedded systems. The OS PikeOS1, is specially
designed for virtualization on microcontroller and supports AUTOSAR. Prospective micro-
controllers used in the automotive domain may also include multi-core support to allow
running several OSs.

1http://www.opensynergy.com/en/products/pikeos/
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Chapter 9

Threat Modeling

Threat modeling is a process which helps to identify, enumerate and prioritize potential
threats to a software system. It is a systematic analysis of the attacker’s profile, attacker’s
vectors and assets with impact to the organization. This process is often recommended
to take place in the early stages of the software development life-cycle and may be
repeated several times if necessary. Standards and guidelines, such as ISO 26262 [114]
in the automotive safety and SAE J3061 [115] in automotive security domain, have been
established to provide guidance during the development of dependable systems. Macher
et al. [116] have recently performed a review of threat analysis and risk assessment
(TARA) methods in the automotive context. Their main findings identify four most
applicable TARA methods (EVITA, HEAVENS, SAHARA and BRA) for early development
phase analysis of the system.

The purpose of this chapter is to introduce a categorized list of threat modeling
methodologies and techniques. We categorize them below and motivate our choice,
respectively. Furthermore, we present characteristics of several threat modeling methodo-
logies in Table 9.1 and TARA methods in Table 9.2. A more complete and systematic list
of threat modeling and assessment methodologies will be provided in our future work as
part of a systematic literature review.

9.1 Asset-driven threat modeling

Asset-driven threat modeling paradigm involves identifying and analyzing threats to
organization’s assets. If the threats to core assets are not identified and mitigated,
the exploitation of potential vulnerabilities may cause a great loss of resources for the
organization. Therefore, determining the threats to core assets goes hand in hand with
risk analysis. We continue to list several methodologies as asset-driven and pinpoint the
asset-driven threat modeling aspects.

The CORAS methodology [117] for risk analysis consists of a language, a tool and
a method. The methodology employs CORAS threat diagrams that describe the threats,
vulnerabilities, scenarios and incidents of relevance for the risk in question.
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Similarly to the aforementioned CORAS methodology, PASTA [118] is a risk-centric
threat modeling methodology. In PASTA threats are analyzed with the help of use cases
and Data Flow Diagrams (DFDs). Note that further steps are taken for detailed analysis,
namely the use of attack trees and abuse cases, which may suggest commonalities with
the attack-centric threat modeling methodologies.

OCTAVE [119] is a risk-based strategic assessment and planning methodology for
security with asset-driven characteristics. The first phase of OCTAVE aims towards
building asset-based threat profiles, which mainly consists of identification and analysis
of core assets and corresponding threats.

SREP [120] is an asset-based and risk-driven method for security requirements
elicitation during the development of Information Systems. It is based on the integration
of the Common Criteria (CC) into the software development life-cycle. In contrast to the
visual CORAS methodology, SREP is a textual method. Centered around critical assets
and security objectives, this method retrieves threats in a textual or tabular form.

The AEGIS [121] secure software engineering method elicits security requirements
by identifying the assets and analyzing risk and threats in relation to the context of use.
This method proposes modeling assets to gather security requirements from stakeholders
through abuse cases.

A framework for assessing the security of the connected car infrastructure was intro-
duced by Kleberger et al. in [6]. The framework includes a model of the infrastructure
and a security assessment tree, according to which the security issues are identified for
two scenarios: remote diagnostics performed by repair shop and remote diagnostics
performed by the automotive company applications’ centre.

Unlike the methodologies mentioned above, data-centric approaches for threat mod-
eling may revolve around data that is not considered a core asset. Such is the case for the
approach developed by Mathews et al. [122], which models user access patterns, upon
which statistical learning algorithms are trained for insider attack detection in database
systems.

9.2 Attack-centric threat modeling

Attack-centric threat modeling paradigm involves identifying and analyzing threats to a
system from the attacker’s perspective. It includes profiling attacker’s characteristics, level
of skillfulness and motivation to exploit vulnerabilities. A mitigation strategy is adopted
based on the knowledge gained by threat modeling with misuse cases (MUC), abuse
cases, MUC maps, misuse sequence diagrams, attack trees and scenarios, etc. Below we
continue to categorize several methodologies as attack-centric.

Secure Tropos [123] is an extension to the agent-oriented Tropos methodology.
Instead of treating security requirements as non-functional requirements and modeling
them as soft-goals, Secure Tropos includes the concept of constraints with respect to
security.
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Similarly to Secure Tropos, KAOS is a goal-oriented requirements engineering method-
ology. It allows requirements to be elicited from goal diagrams. Moreover, KAOS allows
obstacle threat analysis using threat trees [124].

Problem frames were introduced by Jackson [125] as a kind of patterns that intuitively
identify a class of problems in terms of its context and the characteristics of its domains,
interfaces and requirements. In particular, Hatebur and Heisel [126] presented four
security frames together with corresponding architectural patterns. Security frames are
a complementary approach to eliciting anti requirements and the corresponding abuse
frames, presented in [127].

9.3 Software oriented threat modeling

We categorize threat modeling methodologies that are not attack-centric or asset-driven
as software oriented. We have identified STRIDE and TRIKE as software oriented threat
modeling methodologies. The later offers an open source tool which has seen several im-
provements, yet in this document we refer to the initially developed and well documented
methodology.

STRIDE introduces a set of methods centered around DFDs and a threat enumeration
technique called “STRIDE per element”.

©2016 The HoliSec Consortium 73



HoliSec (Dnr 2015-06894) Deliverable D1.2 - A State-of-the-Art Report on Vehicular Security

Verification Modeling
technique

Information
analysis

Tool sup-
port

Validation Domain Source

Asset-driven approaches
CORAS - threat,

risk dia-
grams

expert-
based

yes IE, ICS,
ACS

non
restrictive

[117,
128]

PASTA - UC, DFD,
attack
trees,
abuse
cases

expert-
based

- IE non
restrictive

[118]

OCTAVE - threat pro-
files

expert-
based

- IE, ICS,
ACS

non
restrictive

[119,
129]

SREP - text-
based

knowledge-
based

- ACS, ICS non
restrictive

[120]

AEGIS - abuse
cases

expert-
based

- ICS non
restrictive

[121]

Framework
by Kle-
berger et
al.

- assessment
tree

expert-
based

- ICS automotive [6, 130,
131]

Attack-centric approaches
Secure
Tropos

yes attack
scenarios

expert-
based

yes ICS agent-
oriented
develop-
ment

[124,
123]

KAOS yes goals, anti
goals, anti
require-
ments,
obstacle
threat
analysis

expert-
based

yes ACS, ICS non
restrictive

[124, 132,
133]

Abuse
frames

- anti
require-
ments,
abuse
frame
diagrams

expert-
based

- ACS non
restrictive

[127,
134]

Security
frames

- SPF, CSPF knowledge-
based

- ACS non
restrictive

[126]

Software oriented approaches
STRIDE - DFD,

STRIDE
model

expert-
based

yes IE, ICS,
ACS

non
restrictive

[135]

TRIKE - attack
trees,
graphs

partly
knowledge-
based

yes - non
restrictive

[136]

Table 9.1: Main characteristics of threat modeling methodologies (1)
Note: ACS = academic case studies, ICS = industrial case studies, IE = illustrative example
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Verification Modeling
technique

Information
analysis

Tool sup-
port

Validation Domain Source

TARA approaches
EVITA - attack

trees
expert-
based

- ICS automotive [4]

TVRA - threat
agents,
trees

expert-
based

yes ICS, ACS telecom
networks

[137]

HEAVENS - STRIDE
model

expert-
based

- ICS automotive [138]

FMEA - threat
agents,
STRIDE
model

expert-
based

yes IE, ICS,
ACS

non
restrictive

[139]

SAHARA - STRIDE
model

expert-
based

- ICS automotive [140]

Table 9.2: Main characteristics of TARA methods (2)
Note: ACS = academic case studies, ICS = industrial case studies, IE = illustrative example
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Chapter 10

Secure Design

Building secure software solutions requires careful consideration of security related
activities throughout the software development life-cycle (SDLC). In this chapter, we
focus on activities in the design stage that aim to improve the security of the software
solution. We consider 3 publications that thoroughly review secure design methodologies
from different perspectives.

Uzunov et al. [141] performed a survey where they analyzed the secure design meth-
odologies applicable to distributed systems. Their work provides detailed descriptions and
discussions of selected methodologies, followed by an evaluation. The set of criteria used
for evaluating the methodologies comprises of 12 criterion accompanied by corresponding
descriptions. The criteria were further categorized into: essential criteria for industry
projects, criteria related to qualifying risk associated with adopting a methodology and
criteria representing desirable features of a methodology. Based on the detailed reviews,
the authors analyzed the conformance of individual methodology to the criteria. However,
the authors mention that their analysis may reflect a subjective assessment.

In comparison to the survey mentioned above, Nguyen et al. [142] narrow the scope
of secure design methodologies by focusing only on model-driven development of secure
systems. In this work, the authors systematically review the literature and identify a set
of primary model-driven security studies. The selected studies are evaluated according to
the following set of criteria: security concerns, modeling approaches, model-to-model
transformations (MMTs), model-to-text transformations (MTTs), application domains
and evaluation methods.

Design notations allow the design of a system to be precisely described. Van Berghe
at al. [143] have made an extensive systematic literature review on design notations
for secure software in the past 10 years. The authors created a structured assessment
criteria, where the primary focus was set on assessing the applicability, support for
security, purpose, usage and validation of the identified design notations.
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As previously mentioned, the publications above review different methodologies. Our
aim is to answer the following question for each publication: What does publication A
reveal about methodology X, that other two publications don’t? Hence, an overlapping
set of secure design methodologies was identified. For the purpose of presenting what the
individual publications reveal about each methodology, we focus on the satisfied criterion
(e.g. methodology X provides tool support). Furthermore, we only take into account the
fundamentally different criteria, in order to avoid duplicated table entries. For instance,
if publication A evaluated methodology X based on the criterion of tool support, and
publication B evaluated methodology X on the same criterion, we do not consider it. We
only mention the criterion if there is inconsistency in the results of publications.

Tables 10.1 and 10.2 present either noted inconsistencies or additional information
about individual methodologies. Some inconsistencies occur due to the use of a different
taxonomy. For example, Nguyen et al. consider non-repudiation also a security concern,
whereas Van Berghe at al. consider cryptography as one of the security concerns. Several
differences were also identified in the presented results regarding validation of SECTET,
SecureUML and SecureSOA. This might be due to the fact that Nguyen et al. refer to a
larger amount of publications while analyzing these methodologies. Another possible
explanation might be that Van Berghe et al. focus on reviewing specific design notations,
while Nguyen et al. review Model-driven security approaches. Finally, several criteria
were observed to be fundamentally different. The information obtained by observing the
values of such criteria provides additional information about the studied methodologies.
A good example of such information is the type of Model-to-model transformations
supported by UMLSec, which was only explicitly observed by Nguyen et al.

We also provide a more complete list of methodologies identified by the aforemen-
tioned publications in Tables 10.3, 10.4, 10.5 and 10.6. In the presented tables we
group the methodologies into significant Model-driven security approaches, Pattern-based
approaches, Security at runtime, Secure SOA and Aspect-oriented approaches. A set of
useful characteristic are extracted for each methodology, such as verification, level of
automation, modeling language, tool support, sources for further reading, etc. Note that
these tables do not represent the complete union of all studied approaches.
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Survey by Uzunov et al. SLR by Nguyen et al. SLR by Van Berghe at al.

UMLSec partly satisfies criterion
that a full spectrum of
security related activ-
ities are in all SDLC
stages

security concerns:
C, I, authentication,
authorization, non-
repudiation; MMT:
endogenous; MTT:
yes; application do-
main: web applications,
embedded systems,
distributed systems

security concerns: C, I,
access control, authen-
tication, cryptography;
representation support
of all security concerns
by construction; annota-
tion of design mod-
els; verification includes
model checking and the-
orem proving

SECTET - security concerns: C,
I, authorization, non-
repudiation; MMT: exo-
genous; MTT: yes; ap-
plication domain: e-
government, e-health, e-
education, web services;
validation: ACS

security concerns:
auditability, access
control, cryptography;
representation support
of security concerns by
construction; annota-
tion of design models
or providing separate
models; validation:
illustrations

SecureUML not included in the
study

partly supports AOM
and SOC: MMT: endo-
genous; MTT: yes; veri-
fication: SecureMora
model-checker; valida-
tion: illustrations, ACS,
ICS; main limitation is
sole focus on access con-
trol

representation support
of security concerns
by construction; an-
notation of system
design models; verific-
ation: OCL; validation:
illustrations

ModelSec - security concerns: C,
I, A, authentication,
authorization; MMT:
exogenous, MTT:
partly; application
domain: non-restricted;
validation: ACS

not included in the
study

Table 10.1: Comparison of overlapping methodologies (1)
Note: MMT = Model-to-model transformations, MTT = Model-to-text transformations, endogenous =
transformations within one metamodel, exogenous = transformations between different metamodels, C =
confidentiality, I = integrity, A = availability, ACS = academic case studies, ICS = industrial case studies, AOM
= Aspect-Oriented modeling, SOC = Service-Oriented computing, OCL = Object Constraint Language
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Survey by Uzunov et al. SLR by Nguyen et al. SLR by Van Berghe at al.

Aspect-Oriented
(Georg)

provides guidelines to
balance security with
other qualitative attrib-
utes

security concerns: C,
I, A, authorization, au-
thentication; supports
AOM and SOC; MMT:
endogenous; MTT: not
provided;

security concerns: au-
thentication; support
of security concerns by
documentation; verific-
ation: OCL and Alloy

Aspect-Oriented
(Mouheb)

- security concerns: C,
authorization; MMT:
endogenous; MTT:
provided; verification:
none; non-restricted
domain of application;
validation: ACS

not included in the
study

SecureSOA not included in the
study

security concerns: C, I,
A, authorization; valida-
tion: ACS

security concerns: C, I,
A, cryptography; sup-
port of security con-
cerns by documenta-
tion; annotation of sys-
tem design models; val-
idation: illustrations

Table 10.2: Comparison of overlapping methodologies (2)
Note: MMT = Model-to-model transformations, MTT = Model-to-text transformations, endogenous =
transformations within one metamodel, exogenous = transformations between different metamodels, C =
confidentiality, I = integrity, A = availability, ACS = academic case studies, ICS = industrial case studies, AOM
= Aspect-Oriented modeling, SOC = Service-Oriented computing, OCL = Object Constraint Language
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Verification Automation Modeling
language

Tool sup-
port

Validation Domain Source

Significant MDS approaches
SECTET - MMT UML yes ACS e-

government,
e-health,
e-
education,
web ser-
vices,
SOA

[144, 145,
146, 147,
148, 149,
150]

Secure-
DWs

- MMT UML prototype
tool

IE, ACS web ap-
plications,
databases

[151, 152,
153, 154,
155, 156,
155, 157,
158, 159,
160, 161]

Secure-
MDD

KIV the-
orem
prover,
test cases
from UML
specifica-
tions

MMT and
MTT

UML - IE, ACS,
ICS

smart
card and
service
platforms

[162, 163,
164, 165]

Secure-
UML

Secure-
Mova
model-
checker

MMT,
partly
MTT

UML yes IE, ACS,
ICS

web ap-
plications,
embed-
ded
systems,
distrib-
uted
systems

[166, 167,
168, 169,
170, 171,
172, 173]

UMLsec AICALL
theorem
prover

MMT UML yes IE, ACS,
ICS

web ap-
plications,
embed-
ded
systems,
distrib-
uted
systems

[174, 175,
176, 177,
178]

Table 10.3: Main characteristics of secure design methodologies (1)
Note: MMT = Model-to-model transformations, MTT = Model-to-text transformations, endogenous =
transformations within one metamodel, exogenous = transformations between different metamodels, C =
confidentiality, I = integrity, A = availability, IE = illustrative example, CE = controlled experiment ACS =
academic case studies, ICS = industrial case studies, AOM = Aspect-Oriented modeling, SOC = Service-Oriented
computing, OCL = Object Constraint Language
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Verification Automation Modeling
language

Tool sup-
port

Validation Domain Source

Pattern-based
Abramov
et al.

yes MMT and
MTT

UML yes ACS, CE database [179,
180]

Bouaziz et
al.

- MMT and
MTT

UML - ACS component-
based ar-
chitecture

[181]

Kim et al. yes MMT UML - ACS non
restrictive

[182,
183]

Schnjakin
et al.

- MMT BPMN yes IE service-
oriented
architec-
tures

[184]

Moral et
al.

- MMT DSL - IE secure
cloud
comput-
ing

[185]

PSecGCM/
SecMob-
Grid

yes - UML yes ICS mobile
grid
systems

[186,
187]

SEPP yes - partly
UML

yes ACS non
restricted

[188, 189,
190, 191,
192, 193]

SERENITY yes - UML yes ICS non
restrictive

[194,
195]

PWSSec yes - UML partly ICS web
services

[196,
197]

Table 10.4: Main characteristics of secure design methodologies (2)
Note: MMT = Model-to-model transformations, MTT = Model-to-text transformations, endogenous =
transformations within one metamodel, exogenous = transformations between different metamodels, C =
confidentiality, I = integrity, A = availability, IE = illustrative example, CE = controlled experiment ACS =
academic case studies, ICS = industrial case studies, AOM = Aspect-Oriented modeling, SOC = Service-Oriented
computing, OCL = Object Constraint Language
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Verification Automation Modeling
language

Tool sup-
port

Validation Domain Source

Sec@runtime
SecDSVL,
MDSE@R

testing MMT,
partly
MTT

UML yes ACS, CE cloud-
based
applica-
tions

[198,
199]

Elkrakaiby
et al.

- MMT UML prototype
tool

ACS non
restrictive

[200]

Morin et
al.

- MMT,
partly
MTT

DSL - ACS component-
based ar-
chitecture

[201]

SecureSOA
Gilmore et
al.

yes MMT and
MTT

UML - ACS distributed
systems

[202]

Menzel et
al.

- MMT,
partly
MTT

DSL yes ACS SOA [203,
204]

Wolter et
al.

- MMT,
partly
MTT

DSL yes IE SOA [205]

Nakamura
et al.

- MMT,
partly
MTT

UML - IE SOA [206]

Aspect-oriented security
Georg et
al.

yes MMT UML prototype
tool

IE non
restrictive

[207]

Mouheb
et al.

- MMT and
MTT

UML yes ACS non
restrictive

[208]

Ray et al. - MMT UML - IE non
restrictive

[209]

Sanchez
et al.,
ModelSec

- MMT,
partly
MTT

UML yes ACS non
restrictive

[210]

Table 10.5: Main characteristics of secure design methodologies (3)
Note: MMT = Model-to-model transformations, MTT = Model-to-text transformations, endogenous =
transformations within one metamodel, exogenous = transformations between different metamodels, C =
confidentiality, I = integrity, A = availability, IE = illustrative example, CE = controlled experiment ACS =
academic case studies, ICS = industrial case studies, AOM = Aspect-Oriented modeling, SOC = Service-Oriented
computing, OCL = Object Constraint Language
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Verification Automation Modeling
Language

Tool sup-
port

Validation Domain Source

Access control oriented
Ahn et al. - partly

MTT
UML prototype

tool
CE non

restrictive
[211]

Kim et al. partly MMT and
MTT

UML prototype
tool

ACS non
restrictive

[212]

Sohr et al. - not
provided

UML prototype
tool

ACS distributed
systems

[213]

Koch et al. graph ana-
lysis

- UML - IE non
restrictive

[214,
215]

Mariscal
et al.

- - UML prototype
tool

IE non
restrictive

[216]

Yu et al. yes - UML - IE non
restrictive

[217]

Burt et al. - MMT DSL - IE non
restrictive

[218]

Fink et al. - MMT DSL - ACS non
restrictive

[219]

Mouelhi
et al.

yes MMT,
partly
MTT

DSL - ACS non
restrictive

[220]

Kaddani
et al.

- MMT,
partly
MTT

UML - IE Electrical
grid

[221]

Bertolino
et al.

Model-
based
testing

MMT,
partly
MTT

DSL yes ACS non
restrictive

[222]

Eby et al. - MMT DSL yes ACS embedded
systems

[223]

ADM-
RBAC

- - non UML
diagrams

prototype
tool

IE, CE web
services

[224]

Table 10.6: Main characteristics of secure design methodologies (4)
Note: MMT = Model-to-model transformations, MTT = Model-to-text transformations, endogenous =
transformations within one metamodel, exogenous = transformations between different metamodels, C =
confidentiality, I = integrity, A = availability, IE = illustrative example, CE = controlled experiment ACS =
academic case studies, ICS = industrial case studies, AOM = Aspect-Oriented modeling, SOC = Service-Oriented
computing, OCL = Object Constraint Language
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Chapter 11

Secure Software Development
Lifecycle (SDL) and Processes

In this chapter, we briefly present state-of-the-art in the area of Security Development
Lifecycle (SDL) and processes with focus on software development. Although most SDLs
and processes are not specific to the automotive Electrical and/or Electronic (E/E) systems,
those can potentially be adapted to meet the needs and requirements of the automotive
industry in future. SDL is a security assurance process that is focused on software
development. Combining a holistic and practical approach, the SDL introduces security
and privacy throughout all phases of the development process to reduce the number
and severity of software vulnerabilities [225]. In the past, application development, and
more specifically the coding associated with software development, was a somewhat
separate function; functional requirements were presented to developers and a finished
application was then turned out that satisfied those business requirements. Today, it is
much more complex and sophisticated for a myriad of reasons. This increased complexity
makes the need for a practical approach to developing software in a secure manner even
more necessary [225].

11.1 ISO 27034

ISO recently published a new standard as part of its information security-focused 27000
series that focuses on application security. ISO/IEC 27034 provides guidance to assist or-
ganizations in integrating security into the processes used for managing their applications.
It introduces definitions, concepts, principles and processes involved in application secur-
ity [226]. The purpose of ISO/IEC 27034 [226] is to assist organizations in integrating
security seamlessly throughout the life cycle of their applications by:

1. providing concepts, principles, frameworks, components and processes;
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Figure 11.1: ISO Application Security Management Process

2. providing process-oriented mechanisms for establishing security requirements,
assessing security risks, assigning a Targeted Level of Trust and selecting corres-
ponding security controls and verification measures;

3. providing guidelines for establishing acceptance criteria to organizations out-
sourcing the development or operation of applications, and for organizations
purchasing from third-party applications;

4. providing process-oriented mechanisms for determining, generating and collecting
the evidence needed to demonstrate that their applications can be used securely
under a defined environment;

5. supporting the general concepts specified in ISO/IEC 27001 and assisting with the
satisfactory implementation of information security based on a risk management
approach; and
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6. providing a framework that helps to implement the security controls specified in
ISO/IEC 27002 and other standards.

Figure 11.1 is extracted from ISO/IEC 27034-1 and shows the processes associated
with application security management.

11.2 CISCO Secure Development Lifecycle (CSDL)

Figure 11.2: CISCO Secure Development Lifecycle

The Cisco Secure Development Lifecycle (CSDL) is a repeatable and measurable
process to increase the resiliency and trustworthiness of CISCO products [227]. CSDL:

• Uses industry-leading technology and practices

• Applies across multiple operating systems

• Adapts to Agile and Waterfall development methods

• Is part of Cisco Product Development Methodology (PDM) and ISO9000 compliance
requirements

• Benefits customers who deploy high-quality products they can trust

While each Cisco SDL element helps maximize protection against a specific set of
critical exploits, no single element can ensure a product is “safe.” The combination of
tools and processes introduced in all phases of the development lifecycle helps to ensure
in-depth defense and provides a holistic approach to product resiliency. Figure 11.2
shows the CSDL developed and deployed by CISCO.
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11.3 McAfee Security Development Lifecycle

Integrating security early into the application development lifecycle produces more
secure, robust applications at a lower cost [228]. Figure 11.3 shows the secure software
development lifecycle as proposed by Foundstone.

Figure 11.3: McAfee Secure Development Lifecycle

11.4 Microsoft

Figure 11.4: Microsoft Secure Development Lifecycle

Developed by Microsoft, the SDL is a software development security assurance process
consisting of security practices grouped by seven phases: training, requirements, design,
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implementation, verification, release and response [229]. Microsoft provides a large
number of SDL templates, tools and other resources at no cost to assist other companies
wishing to improve the security of the software they develop. Figure 11.4 shows the SDL
developed and used by Microsoft.

Figure 11.5: Microsoft Optimized Secure Development Lifecycle Model

The quantitative and qualitative benefits of using the Microsoft SDL range from
reduced development costs and time, to more secure applications that leverage the
critical training and knowledge across the entire development organization [225]. No
longer is it necessary to teach each developer the entire realm of knowledge to be
able to manually develop secure applications. Also, it reduces the need to depend on
each programmer to purposely program using secure coding practices. Instead, the
infrastructure and the overall development system enforces secure coding through the
development methodology and confirms it through both manual and automated testing
[225]. Many industries have adopted the SDL proposed by Microsoft. For example,
Microsoft SDL has been integrated into the Software Design Life Cycle (SDLC) of financial
services companies. Based on Microsoft SDL, BITS, the technology policy division of the
Financial Services Roundtable, published a Software Assurance Framework to provide
an overview of the components of a mature, strategic software development program
for financial institutions [229]. Also, it has been demonstrated how the Microsoft SDL
can help meet some of the requirements of the Payment Card Industry Data Security
Standard (PCI DSS) and the Payment Application Data Security Standard (PA-DSS) [229].
Furthermore, it has been shown how the Microsoft SDL can help organizations comply
with some requirements of the administrative simplification provision of the Health

©2016 The HoliSec Consortium 89



HoliSec (Dnr 2015-06894) Deliverable D1.2 - A State-of-the-Art Report on Vehicular Security

Insurance Portability and Accountability Act and its implementing regulations (HIPAA),
including the Security Standards for Protecting Electronic Protected Health Information
(HIPAA Security Rule) and the Standards for Privacy of Individually Identifiable Health
Information (Privacy Rule), as well as the American Recovery and Reinvestment Act of
2009 (ARRA), particularly Title XIII of ARRA, called the Health Information Technology
(HIT) for Economic and Clinical Health (HITECH) Act [229]. It has been shown how SDL
practices and HIPAA requirements intersect in very practical ways by using two common
scenarios in the healthcare software ecosystem: Developing new software and Integrating
new software modules or interfaces for a medical environment [229]. Subsequently,
Microsoft proposes an optimized SDL model to make SDL adoption easier. Figure 11.5
shows the optimized SDL model.

11.5 Software Assurance Maturity Model (SAMM)

Figure 11.6: Overview of the Software Assurance Maturity Model (SAMM)

The Software Assurance Maturity Model (SAMM) is an open framework to help
organizations formulate and implement a strategy for software security that is tailored
to the specific risks facing the organization [230]. The foundation of the model is built
upon the core business functions of software development with security practices tied to
each (see diagram below) [230]. The building blocks of the model are the three maturity
levels defined for each of the twelve security practices [230]. These define a wide
variety of activities in which an organization could engage to reduce security risks and
increase software assurance. Additional details are included to measure successful activity
performance, understand the associated assurance benefits, estimate personnel and other
costs [230]. As an open project, SAMM content shall always remain vendor-neutral and
freely available for all to use. Figure 11.6 depicts an overview of this model.

11.6 Building Security In Maturity Model (BSIMM)

The Building Security In Maturity Model (BSIMM) is the result of a multi-year study of
real-world software security initiatives and presents the model as built directly out of data
observed in sixty-seven software security initiatives [231]. The BSIMM is a measuring
stick for software security. The best way to use the BSIMM is to compare and contrast
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your own initiative with the data about what other organizations are doing contained
in the model [231]. You can then identify goals and objectives of your own and look
to the BSIMM to determine which additional activities make sense for you [231]. The
BSIMM data show that high maturity initiatives are well rounded—carrying out numerous
activities in all twelve of the practices described by the model [231]. The model also
describes how mature software security initiatives evolve, change, and improve over time
[231]. Figure 11.7 presents overview of BSIMM.

Figure 11.7: Overview of the Building Security In Maturity Model (BSIMM)

11.7 The Comprehensive, Lightweight Application Security Pro-
cess (CLASP)

The Comprehensive, Lightweight Application Security Process (CLASP) provides a well-
organized and structured approach for moving security concerns into the early stages
of the software development lifecycle, whenever possible [232]. CLASP is actually a
set of process pieces that can be integrated into any software development process and
designed to be both easy to adopt and effective [232]. It takes a prescriptive approach,
documenting activities that organizations should be doing. And, it provides an extensive
wealth of security resources that make implementing those activities reasonable [232].
Figure 11.8 shows the CLASP security model.

11.8 Tools for software security testing and evaluation

Virtually every SDL that focuses on software development suggests applying code review
and static analysis as means of detecting security defects early in the development lifecycle.
Furthermore, SDLs recommend performing threat modeling and risk assessment during
requirement and design phases as well as dynamic testing during verification phase. In

©2016 The HoliSec Consortium 91



HoliSec (Dnr 2015-06894) Deliverable D1.2 - A State-of-the-Art Report on Vehicular Security

Figure 11.8: CLASP Security Model

this sub-section, we briefly present several tools that can be used during different phases
of the SDL.

11.8.1 Static analysis

Static analysis is the process of examining the source code of a program and in that way
tests a program for various weaknesses without having to actually execute it (compared
to dynamic analysis such as testing). The thesis work by Patrik Hellström [233] has
investigated what different tools for static code analysis, with an emphasis on security,
there exist and which of these that possibly could be used in a project at Ericsson AB
in Linköping in which a HIGA (Home IMS Gateway) is constructed. Today there exist
a number of different vendors of static analysis tools and both commercial as well as
open source tools are available. In this sub-section, we extract a list of commercial static
analysis tools as presented by Patrik Hellström [233] and extend descriptions to represent
the current state-of-the-art:
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11.8.1.1 Fortify

Fortify Software Inc. was founded in 2003 and has since then provided their customers
with tools for finding security vulnerabilities in software applications. The Fortify Source
Code Analyzer (SCA) is the tool to perform static analysis. It can be run on most operating
systems and provide functionality for scanning C/C++, Java, .Net, PL-SQL, T-SQL and
ColdFusion code [233]. Fortify company is acquired by HP and the tool is now known as
HP Fortify Static Code Analyzer. Fortify has taken two top honors in 2012 in the “Best
of Application Security” category with Fortify Real-Time Analyzer (now Fortify Runtime)
taking gold and Fortify Static Code Analyzer taking bronze.

11.8.1.2 Ounce

Ounce Labs was founded in 2002 and their tool Ounce 6.0 (released in July 2008) is a
tool that focuses purely on software security. The tool supports both developers with
support for integration in different IDEs as well as audit and quality assurance (QA)
teams. The tool supports C/C++/C#, Java, VB.NET, ASP.NET and more [233]. The
company is acquired by IBM. With this acquisition, Ounce Labs becomes a part of the IBM
Rational software business and a critical component of the Rational AppScan portfolio of
application security and compliance software.

11.8.1.3 Coverity

Coverity was founded in 2003 in the Computer Systems Laboratory at Stanford University
in Palo Alto, California. Coverity Static Analysis automatically tests code as it is being
written to help users find high-risk security vulnerabilities prioritized alongside quality
defects, in the developer’s workflow. Coverity Static Analysis’s engine identifies the most
critical bugs in C/C++, Java, and C# code bases, scaling to thousands of developers
working across geographic boundaries, thousands of defects, and millions of lines of code
in a single analysis. Parallel analysis and incremental analysis for C/C++ and Java allow
code to be analyzed in minutes in many cases enabling developers to scan their code
more frequently and efficiently. It also supports many IDEs in order to be used directly by
developers when coding or it can be used as part of the central build system.

11.8.1.4 Klocwork Insight

Klockwork Insight is powered by a comprehensive static analysis engine. Klocwork
Insight combines on-the-fly analysis, drag & drop build reporting, and cross-project
impact analysis to deliver serious productivity gains to the entire development process.
Supported languages include C/C++, Java, and C#. The tool supports a wide variety of
IDEs, platforms and builds environments.
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11.8.1.5 CodeSonar

GrammaTech’s CodeSonar is a relatively new static analysis tool and is used to find
vulnerabilities in C/C++ source code. The functionality in CodeSonar makes use of the
company’s other tool called CodeSurfer [233]. CodeSurfer is a code browser which can be
used when performing a manual code review and it is based on research conducted at the
University of Wisconsin [233]. It identifies programming bugs that can result in system
crashes, memory corruption, and other serious problems. It performs whole-program
source code analysis on code bases over 10 million lines of code. And, it includes workflow
automation features, like an API for custom integrations and support for extensions that
add custom checks, allowing your team to tap its power quickly and completely.

11.8.2 Threat modeling and risk analysis

Microsoft provides SDL Threat Modeling Tool. The tool is publicly available and is
developed to be used during the design phase to identify and mitigate potential security
issues early, when they are relatively easy and cost-effective to resolve [234]. The SDL
Threat Modeling Tool plugs into any issue-tracking system, making the threat modeling
process a part of the standard development process [234]. Innovative features include:

• Integration: Issue-tracking systems

• Automation: Guidance and feedback in drawing a model

• STRIDE per element framework: Guided analysis of threats and mitigations

• Reporting capabilities: Security activities and testing in the verification phase

Microsoft also provides a publicly available tool Attack Surface Analyzer.

11.8.3 Dynamic testing (penetration testing and fuzz testing)

11.8.3.1 CERT Basic Fuzzing Framework (BFF)

The CERT Basic Fuzzing Framework (BFF) is a software testing tool that finds defects in
applications that run on the Linux and Mac OS X platforms [235]. The BFF automatically
collects test cases that cause software to crash in unique ways, as well as debugging
information associated with the crashes [235]. The goal of BFF is to minimize the effort
required for software vendors and security researchers to efficiently discover and analyze
security vulnerabilities found via fuzzing [235].

11.8.3.2 SDL MiniFuzz File and Regex Fuzzer

SDL MiniFuzz File Fuzzer is a basic file fuzzing tool designed to ease adoption of fuzz
testing by non-security developers who are unfamiliar with file fuzzing tools or have never
used them in their current software development processes [236]. SDL Regex Fuzzer is a
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tool to help test regular expressions for potential denial of service vulnerabilities [237].
Regular expression patterns containing certain clauses that execute in exponential time
(for example, grouping clauses containing repetition that are themselves repeated) can
be exploited by attackers to cause a denial-of-service (DoS) condition. SDL Regex Fuzzer
is a tool to help test regular expressions for these potential vulnerabilities during the
Verification phase of the Microsoft SDL process [237].

11.8.3.3 Secure software development processes compared

In this subsection, we consider the comparative study by De Win et al. [238], where the
authors identified three high profile secure development processes, namely Microsoft’s
SDL, OWASP’s CLASP and McGraw’s Touchpoints. In their work they pinpointed the
commonalities, discussed the specificity of each approach and suggested improvements.
First, the authors accumulated a hierarchical list of activities and merged the ones with
similar concepts. Next, they organized the activities into phases of a typical software
development process (Education and Awareness, Project Inception, Analysis and Re-
quirements, Architectural Design, Detailed Design, Implementation, Testing, Release and
Deployment and Support). Finally, they constructed a structured activity-matrix and used
it as the base for their analysis. The authors also included an experimental case study to
verify their findings, the description of which goes beyond the scope of this document.

The remainder of this subsection contains a description of the phase-by-phase compar-
ison presented by De Win et al. and subsections describing each approach. We continue
to describe findings that the authors presented in the phase-by-phase comparison.

1. Education and awareness
SDL’s training program is impressive and it also puts more effort on the manage-
ment perspective of education in comparison with other processes. CLASP takes
a somewhat different approach to education and awareness as it broadens the
audience of training and involves all roles of the project. Touchpoints is more vague
about it’s goal for education.

2. Project inception
Attention must be paid to install program-wide, security relevant logistic support
such as team communication and bug tracking. Both SDL and CLASP thoroughly
address the metrics-challenge and suggest metric related to particular activity.
Touchpoint, on the other hand, touches upon the use of metrics, but is more
vague in how to realize it in practice. None of the processes provide a systematic
integration of metrics within all activities.

3. Analysis and requirements
Touchpoint covers the broadest spectrum of activities, SDL is restricted to archi-
tectural level threat modeling and CLASP is positioned in between. The authors
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also point out, that for all processes resource driven threat modeling is based on
technical aspects, whereas asset driven threat modeling might be beneficial. Fur-
thermore, the sources used for elicitation of threats are different for all processes.
SDL bases threat elicitation on threats to the system. For CLASP additional require-
ments might originate from the global company policy. In Touchpoints additional
requirements may also originate from contractual obligations, laws and regulations.

4. Architectural and detailed design
SDL is noted to be the most precise and thorough with using STRIDE. However, one
drawback of STRIDE is that the number of discovered threats can easily explode.
Touchpoints is a bit less complete and CLASP does not provide any guidance about
how to carry out threat analysis. Interestingly, both Touchpoints and SDL focus
on the security expert and put significant emphasis on risk-driven prioritization of
threats, whereas CLASP has a more holistic view and considers several stakeholders.

5. Implementation and testing
All processes stress the importance of security testing, yet they differ in the approach.
SDL mostly adopts the black-hat approach to testing, while CLASP adopts the white-
hat approach. Touchpoints was noted to be in between. However, SDL goes a
step further with testing as effort is put into tracking the project status for project
managers.

6. Release, deployment and support
Generally, all processes put more focus on the support and less on deployment
and implementation. Touchpoints is an exception, as it contains an activity for
configuration of access control, logging and monitoring. Overall, CLASP does a
good job in detailing the type of documentation to be produced. SDL has a better
coverage of the management of security reports and patches.

For further details on the complete comparison, related work, experimental case
study and suggestions for improvement, we encourage the reader to refer to De Win
et al. [238]. We continue to describe the aforementioned approaches in the following
subsections.

11.8.3.4 Microsoft’s Security Development Lifecycle (SDL)

As a result of years of research, Microsoft introduced a list of activities organized into 12
stages, aimed to address the security issues often encountered in their process of software
development. Below, we list the stages of SDL followed by a brief description extracted
from the published documentation of the methodology [239]:

1. Education and awareness: Security training is not only encouraged, but is essential
and is clearly emphasized as a very important part of software development at
Microsoft. Education and awareness stage is a reoccurring activity, as it takes place
every year.
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2. Project inception: This activity comprises of determining whether the application is
covered by SDL, assigning a security advisor, building the security leadership team,
determining the Bug Bar, etc.

3. Define and follow Design best Practices: In order to make secure design more
accessible to the average non-security experts, common secure-design principles
are followed and attack surface reduction is performed.

4. Product Risk Assessment: Before a great amount of effort is put into implementing
the software, this activity drives managers to perform the security risk assessment.
Depending on the type of data the software is associated with, a so called Privacy
Impact Rating is determined.

5. Risk Analysis: This activity mainly comprises of the threat modeling process, which
is performed by defining scenarios, a list of external dependencies, security as-
sumptions, external security notes, DFDs, threats, determining the risk and finally
planning the mitigations.

6. Creating Security Documents, Tools and Best Practices for Customers: An effort is
made to inform and educate the customers about the security measures adopted
and the implications of configuration modification.

7. Secure Coding Policies: Several best coding practices are recommended.

8. Secure Testing Policies: Activities such as fuzz testing, penetration testing, run-
time verification, re-viewing threat models and reevaluating the attack surface are
required to be performed.

9. The Security Push: The security push targets mainly the some form of legacy code,
where security was possibly not the primary concern. It comprises of activities such
as training, code reviews, updating threat models, security testing and documenta-
tion scrub.

10. The Final Security Review: The final security review comprises of activities such as
product team coordination, validation and threat models review.

11. Security Response Planning: The purpose of this stage is to build a security response
center and plan how to handle security issues that may occur in the future.

12. Product Release

13. Security Response Execution: The core activity is to follow the plan established in
early stages.

According to De Win et al., the SDL process is designed to incorporate security
as a supporting quality to the functionality-driven software. Moreover, the process is
well organized, provides good guidance in terms of activity execution and adopts a
management perspective, which complies with the discovery that security needs to be
managed, as well as implemented.
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11.8.3.5 The Comprehensive, Lightweight Application Security Process (CLASP)

The Comprehensive, Lightweight Application Security Process (CLASP) is a well struc-
tured secure software development process which is composed of views, resources and
vulnerability use cases. As described in the documentation found online [232], views are
further broken down into activities, which contain individual components. In the center
of attention are the 24 security-related activities, the subset of which can be fitted into a
software development process.

According to De Win et al., the activities of CLASP are defined from a security-
theoretical perspective, hence the coverage set of activities is fairly broad. What is more,
these activities are independent that have to be integrated in the development process.
The choice of the subset and the order of execution is not defined, which results in a
higher flexibility of the software development process. On the other hand the authors
believe the integration of the later is not always straight-forward.

11.8.3.6 Touchpoints

Touchpoints introduces a set of best practice activities proposed by McGraw in the
book Software Security: Building Security In [240]. These lightweight activities should,
according to the author, start in the early stages of software development and be revisited
multiple times throughout the development process. Below we enumerate these 7
activities, also called touchpoints:

1. Code review (Tools)

2. Architectural Risk Analysis

3. Penetration testing

4. Risk-based Security Testing

5. Abuse Cases

6. Security Requirements

7. Security Operations

Figure 11.9 shows the seven touchpoints ordered by the author according to effect-
iveness and importance. Risk analysis is a reoccurring activity in Touchpoints, which
expresses the importance of risk management in secure software development process.
Touchpoints provides a set of Black- (e.g. penetration testing) and White-hat (e.g. static
code review) activities, both of which are required for good results. Similarly to CLASP,
Touchpoints activities can be tailored to the software development process of individual
companies.
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Figure 11.9: A set of best practice activities, also called touchpoints. The figure is taken
from [241].
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Chapter 12

Evaluation and Certification of
Security Functionality

12.1 A Framework for assessing Security

Although there is a lot of research going on in vehicular systems, we have found very
little research referring to models of the connected car and how to assess the security of
emerging vehicle services, e.g. remote diagnostics, remote software download, and other
internet services brought into future vehicles.

The Car-2-Car Communication Consortium (C2C-CC) have created a reference ar-
chitecture which is divided into three domains; the in–vehicle, the ad hoc and the in-
frastructure domains [242]. The in-vehicle domain is represented by the vehicle, its
applications and mobile devices directly associated to the vehicle. The ad hoc domain is
represented by the vehicles and the RSUs, where the RSUs further can be connected to
the infrastructure domain. In their architecture, the access network, the internet, and
possible nodes connected to the internet are shown as part of the infrastructure domain.

A more detailed framework for security assessment has been developed in [6] which
consists of a model for the infrastructure of the connected car and a security assessment
tree. Such a framework can help to understand and evaluate how secure protocols and
applications should be evaluated and designed in different vehicle settings [243, 244,
245]. The proposed model together with the security assessment tree makes it easier to
identify the weaknesses of the system and the existence of threats both when designing
new services and when assessing security as a whole.

This model is shown in Figure 12.1. The infrastructure is divided into two domains,
the managed infrastructure and the vehicle communication domain. The managed infra-
structure is further divided into five regions: automotive company applications’ center,
third party applications’ center, trusted network, untrusted network, and the internet
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Figure 12.1: Communication scenarios and trust relationships

backbone. The vehicle communication describes the possible means of communication
with the vehicle. These concepts are further explained in the following paragraphs.

Kiening et al. propose in [246] the use of trust assurance levels. These levels are
used to verify the protection level of the sender. The levels are from 0 to 4 and indicate
the trust in the information. Thus, a node is able to use the received information
combined with the knowledge of the trust assurance level. For instance, safety critical
information has to be provided with a certain trust assurance level in order to be further
processed. A level of 0 implies that no security mechanisms have been used. 1 entails
that software mechanisms for security are implemented. Level 2 involves hardware
and software security mechanisms. The security of directly connected components is
guaranteed in level 3 and level 4 implies the protection of all components involved in
V2X applications [246].

12.1.1 Managed Infrastructure

The five regions of the managed infrastructure show different levels of trust which may
require different protection mechanisms for transmitted data.

• Automotive Company Applications’ Center. In the literature, the automotive company
applications’ center has different names, e.g. a portal or a remote service center. To
summarize, it consists of a set of servers providing services to their vehicles. It
holds necessary information about the vehicle, such as information from previous
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services (e.g., diagnostics data), configuration data, cryptographic keys, as well as
new software available for the ECUs.

• Third Party Applications’ Center. Apart from services provided by the automotive
company, third party services can be provided to the vehicle. We could imagine
that large “application stores” for vehicles will be available in the future. These
applications can provide any kind of service to the vehicle.

• Trusted Network. Some networks can be considered to be trusted by the applications’
centers and the vehicle. For example, a repair shop may be considered to be a
trusted network by the automotive company and the vehicle. In delivering a service
to this network, it may well be that some requirements in an implementation can
be relaxed.

An example where the security requirements in the implemented service can be
relaxed is when performing remote diagnostics over a wireless network in a repair
shop. If appropriate link layer encryption is applied, the security of the wireless
communication could be considered to be equal to that of a cable. This will not
be the case when the communication with the vehicle is performed through the
Untrusted Network; here end-to-end application encryption might be the only
choice.

• Untrusted Network. All networks, except for the trusted networks, are considered
to be untrusted. In these networks, the services provided to the vehicle have to
be adapted to the hostile environment of the internet. In the same way as for the
trusted networks, other local services may also be provided in these networks.

• Internet Backbone. The internet backbone, with its ISPs, is the core network for
connecting the other four regions together. A backbone network is usually well
protected and operated by network specialists in a networks operations center, NOC.
Therefore, when network traffic has reached the internet backbone, it is assumed
in the model that it is unlikely that the data will be intentionally modified.

12.1.2 Vehicle communication

The vehicle communication domain describes the possible communication means between
the vehicle and the managed infrastructure and with other objects. The following
communications scenarios exist.

• Vehicle to Wireless AP. The vehicle can establish a connection to a wireless AP. All
open APs (hotspots) are considered to be part of the untrusted network. Further-
more, a protected AP, where the vehicle needs authentication keys, can be available
in both trusted networks and in untrusted networks.

• Vehicle to RSUs. RSUs can also be used to establish a connection from the vehicle to
other networks in the managed infrastructure.
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• Vehicle to Cellular Base Stations. A mobile data network, can be used to establish a
connection from the vehicle to the internet.

• Vehicle to Mobile Devices. Mobile devices can be connected to the vehicle. For
example, a connection can be established to a mobile phone, a laptop, or a PDA.
Furthermore, the vehicle can also act as a gateway for the mobile device, so that
the mobile device can reach the same network as the vehicle.

• Vehicle to Cellular Base Station via a Mobile Device. If the vehicle lacks the possibility
to connect directly to a cellular base station, another mobile device with a connec-
tion to the cellular base station can be used as a gateway. One example is to use
the driver’s mobile phone.

• Vehicle to other Vehicles. Finally, the vehicle can connect to other vehicles and
create a VANET. This V2V communication will be critical in future traffic- and
safety-related services.

It should be noted that the description of the vehicle communication above is based
on just one vehicle; any connected car will have the same communication surroundings.
This means that the vehicle may possibly reach the managed infrastructure, via other
vehicles or other mobile devices acting as gateways.

12.1.3 Using the framework to assess the security of vehicle services

From the model of the infrastructure of the connected car, there are different aspects
that can be discussed regarding the V2V and the V2I communication. One of them is the
security of the services delivered to the vehicle. Figure 2.1 presents a brief taxonomy
of the security of these services. Four categories are described: the actors, the V2X
communication technologies, network paths, and the dependability and security attributes.
A description of them follows below.

• Actors. Six different actors that can be involved in a service have been identified.
Common for them all are that they have interests in how the service is being
designed and delivered; the automotive company and the application provider can
state requirements, the car owner and the driver can have concerns on how the
data from a service is processed, the authorities can issue legal requirements, and
an attacker can try to manipulate the service in an unwanted way.

• V2X Communication Technologies. A number of communication technologies are
available for connecting the vehicle to other devices. Examples of these are listed.
An extended list, including classifications of the communication technologies, can
be found in [247].

• Network Paths. The service may be delivered to the vehicle using one of several
network paths. The model describes four possible network paths that the service

©2016 The HoliSec Consortium 104



HoliSec (Dnr 2015-06894) Deliverable D1.2 - A State-of-the-Art Report on Vehicular Security

can be delivered through (see Figure 12.1): the trusted network, the untrusted
network, the internet backbone, and an ad-hoc network.

• Dependability and Security Attributes. To deliver the service in a secure and safe
manner, the six attributes for dependability and security need to be considered
[248].

From these four categories, an analysis can be made to further clarify how a service
will work in the infrastructure, and also highlight the dependability and security attributes
that need to be addressed in providing such a service.

With the security assessment tree, the problem with the vast number of issues that
need to be considered in securing a service, is identified. It helps us to state requirements
regarding security and provides us with a framework and a template for security assess-
ment by identifying threats and communication patterns and to define countermeasures.

12.2 Certifications

Even if standards for security design are developed and legal requirements are defined,
we still face the problem of guaranteeing that a particular design fulfils all requirements.
Certification of individual components and functions using procedures such as Common
Criteria (CC) and FIPS may be a way to, at least guarantee a sound design. Such
certifications may be useful for individual components in a vehicle, but will not be
applicable to a whole network in a car since any change of the software or hardware
requires a full re-certification of all software in the vehicle, a very time consuming and
work-intensive process.

It is reasonable to assume that all V2X traffic is sent by stations similar to ETSI’s
ITS station that fulfil a wide range of security requirements, and such components used
by many car manufacturers are good targets for certification. The use of standardized
and certified communication nodes for V2X short range communications have several
advantages, not just for interoperability, but cooperative development of common modules
can enhance security significantly and enable certification to be done.

Our conclusion is therefore that certifications are to some degree useful but come
with several shortcomings: First of all, only smaller components can be certified to higher
levels, otherwise the increased complexity makes it impossible to prove any functionality.
Therefore, only individual components, such as firewall functionality in a subsystem can
be certified, but not a full vehicle with hundreds of communicating ECUs. Second, to
require only certified products in vehicles may prevent deployment of new functionality
and create unacceptable delays of patches to known problems.

12.2.1 Common Criteria Certification

Common Criteria certification is an ISO standard often used when security devices are
evaluated. It uses different Evaluation Assurance Levels (EAL1 to EAL7) with different
requirements on the target of evaluation, TOE. The higher the level is, the higher are
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the requirements. The targets are evaluated according to some criteria, claims, often
specified in a Security Target written by the organization that wants to certify a device.
It is not possible to compare two devices even if they both have been certified at the
same level if the evaluation criteria differ. Therefore, for some types of devices such as
firewalls and operating systems, there exist a pre-defined sets of criteria they should be
validated against, called Protection Profiles to enable such a comparison. It also means
that with weak validation criteria, it is possible to achieve a high assurance level but not
necessary having a more secure device. A good example of this is that Microsoft Windows
XP was certified at Level 4 (EAL 4) which is probably as high as a complex system like an
operating system will reach, but it is still not considered to be a secure platform at all.
Therefore, by relaxing the the criteria to evaluate against, it is possible to reach a high
level in the certification.

The larger and more complex a system is, the harder it becomes to certify. Levels
EAL1 to EAL4 are possible to reach with targets like conventional operating systems
and products based on (executing in) such systems. Up to this level, it is enough to be
able to motivate that it is reasonable to assume that the target of evaluation can fulfill
the criteria and have a reasonably sound design, since level EAL4 states that the target
should be methodically designed, tested, and reviewed. This is mostly done through
documentation which states how and by what modules in the code the functions are
implemented. Higher levels (EAL5-EAL6) require semi-formal design and verification
which soon becomes too complex for larger targets, and EAL7 requires formally verified
design and verification.

Even if it would be possible to certify the functionality of a full vehicle at level EAL4,
a problem still exists when new functionality is added or patches are applied. A re-
certification is needed as soon as any functionality or code is changed. Delta certifications
are permitted where only the changes and documentation that shows that the changes
do not affect other security-sensitive functions, are re-evaluated, but a complete re-
evaluation is needed on regular basis. This makes it is more or less impossible (or at least
extremely costly and time consuming) to certify a full vehicle with all its components at
any higher level and maintain that certification level over time. Another problem is that
the a high certification of a complex target takes time and will significantly affect time to
market in a negative way.

Our conclusion is therefore that certification of smaller components or devices within
the vehicle make sense. Such devices could be TPM modules or isolated components that
perform, for example, V2X communications. Preferably these devices are used by many
car manufacturers which motivates the time, effort and cost to perform and maintain the
certification. Work is also needed to create proper protection profiles that are useful for
all security sensitive devices used in the vehicular domain.
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Chapter 13

Standardization Organizations

In this Chapter, a survey of the most important standardization efforts that are related
to security in the vehicular environment is shown. Their goal is to set the requirements,
guidelines, and to standardize communication systems and platforms.

Standardization and provision of standardized communication between vehicles
(V2V) and between vehicles and infrastructure (V2I) is done by various standardization
organizations. The following bodies are responsible for planning, development and
adoption of the European standards:

13.1 Institute of Electrical and Electronics Engineers (IEEE)

A non-profit organization based in United States with members in about 160 different
countries mainly focused on publications, educational activities, standards, and devel-
opment processes. The IEEE 1609 which is a set of standards for Wireless Access in
Vehicular Environments (WAVE) has been defined, standardized and maintained by the
IEEE 1609 Working Group. The IEEE 1609 WAVE standard defines a communication
stack and a set of services and security mechanisms that enable secure V2V and V2I wire-
less communications. These communications are based on the IEEE 80211.p link-layer
protocol. To ensure the compatibility with US antenna and radio transceivers, the IEEE
802.11p is also used in Europe as a basis for ITS G5 standard defined by ETSI. According
to the IEEE Standards Association [39] the existing standards listed in Table 13.1 are
created by the IEEE 1609 WAVE Working Group.

13.2 International Organization for Standardization (ISO)

ISO/TC 204, ITS, was created in 1992 and all its ITS activities are organized in 14 working
groups. The exception is the in-vehicle transport information and control systems area
which is covered by TC 22. They are closely cooperating with ETSI TC ITS, see below.

The ISO 26262 standard [114], which is an adaptation of the functional safety IEC
61508 standard, provides methods to mitigate the effect of faults and random failures in
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Active Standards

IEEE 1609.3-2016 WAVE-Networking Services

IEEE 1609.4-2016 WAVE-Multi-channel Operation

IEEE 1609.11-2010 WAVE-Over-the-Air Electronic Payment Data Ex-
change Protocol for ITS

IEEE 1609.2-2016 WAVE-Security Services for Applications and Manage-
ment Messages

IEEE 1609.12-2016 WAVE-Identifier Allocations

Withdrawn Standards

IEEE 1609.1-2006 Trial-Use Standard for WAVE - Resource Manager

IEEE 1609.2-2006 Trial-Use Standard for WAVE - Security Services for
Applications and Management Messages

Superseded Standards

IEEE 1609.3-2007 Trial-Use Standard for WAVE - Networking Services

Table 13.1: Standards created by the IEEE 1609 WAVE Working Group

hardware. Automotive Safety-integrity Level (ASIL), defined in ISO 26262, is a way to
certify components in the automotive industry with respect to acceptable failure rates and
can be used to control and predict the failure behavior of components. The intention is
to assess and be aware of the impact and possible damage that may emerge from failures
of components in the vehicle. The ASIL standard addresses safety only (not security) and
introduces four different safety levels (1-4), the highest (4) required by safety critical
components.

ASIL can be useful when defining requirements and evaluating particular components
(ECUs), but when components communicate and use data from other components, it
becomes hard to foresee all possible failure modes of the whole system. And even if
security is not addressed today, it will affect how critical components in the system can
be designed.

13.3 International Electrotechnical Commission (IEC)

The International Electrotechnical Commission (IEC) [249] is a not-for-profit and non-
governmental organization, founded in 1906, which develops international standards
and operates conformity assessment systems in the fields of electrotechnology.
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The IEC comprises one member National Committee per country, they each pay
membership fees and in exchange can participate fully in IEC work. The most relevant
standard in the automotive context is IEC 61508, which is about functional safety.

13.4 European Telecommunications Standards Institute (ETSI)

ETSI has received the mandate to standardize V2V communications within the European
Union. Although ETSI has as its primary responsibility standardization work in the
telecommunications sector, it also has a committee working with ITS deployment dealing
with applications, security and networking.

They have standardized an ITS station which is intended to be used in all external
vehicular communications, both in vehicles and in road side units [41]. The standard
describes the functionality that should be contained in all nodes participating in V2X
communications. ETSI has also published a Threat, Vulnerability and Risk Analysis
(TVRA) methodology which is applied to the proposed ITS station with its communication
and a design of the needed security services [5, 250]. This methodology is supposed to
be used to assess and evaluate security related functionality in the vehicular domain.

The ETSI ITS Technical Committee (TC) has different working groups: WG1 develops
the basic set of application requirements and services, WG2 provides the architecture
specification and addresses the cross layer issues, WG3 provides the 5.9 GHz network
and transport protocols, WG4 provides the European profile investigation of 802.11p,
and WG5 works with the security architecture

More about the ETSI project and the ITS station is discussed in Section 6.2.

13.5 European Committee for Standardization (CEN)

European Committee for Standardization (CEN) is an international non-profit association
created in 1975. It is a major provider of European Standards and technical specifications.
Most of the activities in ITS are developed within the CEN/TC 278 “Road transport and
traffic telematics”. The technical committee has several working groups working on
DSRC, eSafety and Co-operative systems.

13.6 European Council for Automotive R&D (EUCAR)

The European Council for Automotive R&D (EUCAR) [251] is the European body for
collaborative automotive and road transport R&D. EUCAR is an industrial association
owned by its members, which are the 14 major European manufacturers of cars, trucks
and busses.

13.7 Car2Car Communication Consortium (C2C-CC)

Car 2 Car Communication Consortium (C2C-CC) is an industry consortium initiated by
European car manufacturers in summer 2002. It is an open non-profit organization
with several partners and mainly consists of research institutes, car manufacturers and
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suppliers. C2C-CC cooperates closely with ETSI TC ITS and the ISO/TC 204 on the
specification of the ITS European and ISO standards.

The main goal of the consortium is standardization of protocols and interfaces used in
wireless communication between vehicles and infrastructure, i.e. most V2X communica-
tions. The aim is to make the different vehicle brands and road-side objects interoperable.

They have also developed a reference architecture which can be used to assess security
in communicating vehicles, see Section 12.1

13.8 National Highway Traffic Safety Administration (NHTSA)

The National Highway Traffic Safety Administration (NHTSA) [252], under the U.S.
Department of Transportation, deals with traffic safety in the US. While US standards
are of course not directly applicable to the EU, there is a regular exchange of ideas, and
standards in the US and the EU often influence each other.

NHTSA is responsible for reducing deaths, injuries and economic losses resulting from
motor vehicle crashes. This is accomplished by setting and enforcing safety performance
standards for motor vehicles and motor vehicle equipment, and through grants to state
and local governments to enable them to conduct effective local highway safety programs.

13.9 AUTOSAR Development Partnership

AUTOSAR [253] is a consortium of automotive companies and suppliers that have an
interest in an open software platform for ECUs. AUTOSAR is essentially a specification
for an operating system, but the actual implementation depends on the concrete supplier.

The main goals of the project are to allow 3rd party software development and to
increase software interoperability in the automotive industry. AUTOSAR describes in
[113] the basic security features and their functionality.

13.10 SAE International

SAE International started out as the U.S.-based Society of Automotive Engineers. Nowadays
it is an international organization for the professional transport industry and is involved
with developing standards and identifying best practices in the industry.
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Chapter 14

Research Projects

The European Commission research and innovation programs fund several framework
programs with a variety of topics. Horizon 2020 is the currently ongoing program
where the majority of the R&D activities within ITS are handled. Projects from the 7th

Framework Program (2007–2013) are ongoing or already finished. Some of the more
influential research projects within FP6 and FP7 are introduced here. ITS related projects
of Horizon 2020 are listed in Section 14.6.

The mentioned projects are almost all geographically located in Europe, and their
outcome mainly affect ETSI (European Telecommunications Standards Institute) and
therefore also end up in ISO for standardization.

14.1 CARONTE (Creating an Agenda for Research on Trans-
portation sEcurity)

Creating an Agenda for Research on Transportation sEcurity (CARONTE) [254] was a
European project from 2014 - 2016. The project’s aim is to create a strategic research
plan for security in land transport. The results of this project are the identification and
classification of research in this particular area. The identified top priorities for land
transportation security are [254]:

• staying operational in the event of a cyber-incident,

• timely and efficient threat detection, and

• special security problems of railways as open systems (an integrated approach).

The results highlight the necessity of a secure system even though a cyber-incident
occured. The proposed research title for this topic is “An integrated approach to assure
cyber resilience in land transportation”.
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14.2 HEAVENS (HEAling Vulnerabilities to ENhance Software
Security and Safety)

The HEAVENS project (2013 - 2016) can be seen as the predecessor of the HOLIstic
Approach to Improve Data SECurity (HoliSec) project. The project’s findings were the
introduction of basic dependability and security concepts, basic concepts of system
engineering processes from security perspective, baseline architectures of ITS, in-vehicle
network and in-vehicle software to be used in the HEAVENS project, and the identification,
explanation of use cases that lead to a better understanding of security needs in the
automotive E/E systems, and the security requirements based on the needs derived from
the use cases [138].

The HEAVENS security model has also received much attention from standardization
organizations, such as SAE J3061 [115], AUTOSAR WP-X-SEC and NHTSA. This model
is a systematic approach that includes methods, processes and tool support to derive
security requirements and to perform security testing and evaluation for automotive E/E
systems.

14.3 SeFram

SeFram, 2012-2015, was a Swedish research project in which Volvo Cars Corporation
and Chalmers are the main partners. The goals of the project were:

• securing communication within the car and between the car and the outside
infrastructure,

• developing models and define security requirements for vehicle communication,
and

• creating a practically useful framework for future security work within the connec-
ted car.

The project is a continuation of earlier projects in this area (SIGYN I and II). The
project has resulted in an in-depth analysis of how to offer secure remote diagnostics for
vehicles, and especially securing the repair shop and its communications. A new protocol
using a trusted third party has been developed with the intention to protect vehicles
against unauthorized access from compromised diagnostics units. The protocol has been
formally verified to be correct and able to guarantee some characteristics. Work has also
been done in protecting the repair shop network from unauthorized access by vehicles,
i.e. from access by vehicles not scheduled for service or remote diagnostics.

Another task being performed within this project was to create a test implementation
of the ETSI ITS station, see Section 13.4. The implementation has revealed several
problems with the standard and weaknesses in the description of essential parts. The
revealed problems are described in [255] and lead to a modification of the ETSI ITS
specification.
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14.4 SESAMO (Security and Safety Modelling)

SESAMO [256], 2012-2015, is a European project that addresses the problems arising
with convergence of safety and security in embedded systems at architectural level,
where subtle and poorly understood interactions between functional safety and security
mechanisms impede system definition, development, certification, and accreditation
procedures and standards.

14.5 EVITA (E-safety Vehicle Intrusion protected Applications)

EVITA [4] was a European project, funded under the 7th Framework Program (FP7) 2008-
2011. Its main objective was to design, verify and implement a hardware security module
to be used in an architecture for securing on-board networks. In this architecture, security
relevant components are protected against tampering and sensitive data are protected
against compromise. By focusing on protecting the intra-vehicle communication, EVITA
complements other projects which mainly focus on external (V2X) communication.

In EVITA, an architecture is created which should enable ECUs to implement cryp-
tography operations in a secure manner. The ECU is equipped with a cryptographic
co-processor protected in a HSM. This module is responsible for performing all crypto-
graphy applications. More details on the HSM can be found in Section 8.1.4.

14.6 European Projects - Horizon 2020

Several projects funded under Horizon 2020 are about securing Cyber Physical System
(CPS). The automotive sector is thereby considered in many projects as a use case or as
area of interest. Table 14.1 lists ongoing related projects in course of Horizon 2020.

Table 14.1: European Projects in the course of Horizon 2020
related to the automotive sector

Project Name Description
SAFURE [257]
2015 – 2018

SAFety and secURity by design for interconnected mixed-critical cyber-
physical systems: The automotive sector is mentioned as one of three
use cases for the proof-of-concept. The results will be a framework with
the capability to detect, prevent and protect from security threats on
safety, able to monitor from application level down to the hardware level
potential attacks to system integrity from time, energy, temperature and
data threats; methodology that supports design of safety and security
of embedded systems (inlc. tools and modelling language extensions);
proof-of concept through three use cases; specifications to design and
develop SAFURE compliant products.
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SafeCOP [258]
2016 – 2019

Safe Cooperating Cyber-Physical Systems using Wireless Communication:
SafeCOP will establish a safety assurance approach, a platform architec-
ture, and tools for cost-efficient and practical certification of cooperating
CPS (CO-CPS). SafeCOP defines a platform architecture and develops
methods and tools, which will be used to produce safetey assurance
evidence needed to certify cooperative functions. SafeCOP will extend
current wireless technologies to ensure safe and secure cooperation.
The project contributes to new standards and regulations by providing
scientifically validated solutions.

SCOUT [259]
2016 – 2019

Safe and COnnected aUtomation in road Transport: Identifies pathways
for an accelerated spread of safe and connected high-degree automated
driving in Europe. The project considers: the user needs and expecta-
tions, technical and non-technical gaps and risks, and viable business
models. It gathers use cases for connected automation in road transport,
assesses and ranks the non-technical and technical gaps, and risks for
the implementation of these use cases. Sustainable business models
will be also identified. Furthermore, advice for policies and regulatory
frameworks for safe and connected automation will then be derived on
the basis of the aforementioned analysis with the support of a network
of relevant stakeholders, and classified into a common roadmap aiming
to implement the formulated vision for "Safe and connected automation
in 2030".

SHARCS [260]
2015 – 2018

Secure Hardware-Software Architectures for Robust Computing Systems:
A framework for designing, building and demonstrating secure-by-
design applications and services, that achieve end-to-end security for
their users. SHARCS will achieve this by systematically analyzing
and extending, as necessary, the hardware and software layers in a
computing system. The framework will be assessed by using a diverse
set of security-critical, real-world applications (from different domains:
medical, cloud and automotive).

CYRail [261]
2016 – 2018

Cybersecurity in the RAILway sector: This project is concerned with
the security of CPS in the area of railways. It aims to deliver tailored
specifications and recommendations for secure modern rail systems
design and operation. The challenges are related to the automotive
industry: wide and distributed geographical display limit the traditional
cyber-protection and cyber-defence tools & practices, heterogeneous
nature of rail systems attacks; passenger-centric services may expose
rail systems to threats.
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IMMORTAL [262]
2015 – 2018

Integrated Modelling, Fault Management, Verification and Reliable Design
Environment for Cyber-Physical Systems: Development of an integrated,
cross-layer modelling based tool framework for fault management,
verification and reliable design of dependable CPS.
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Chapter 15

Conclusions

This deliverable consists of a discussion about several demonstrated security threats and
their implications. It is shown why security is important in the vehicular domain. How the
different security aspects have been addressed by various research projects is described
in this document as well. We also commented on the practicability of proposed solutions.
The report covers security in the internal (in-vehicle) as well as in the external (V2X)
communication.

Securing the in-vehicle communication with traditional mechanisms has been dis-
cussed. These mechanisms are among others internal separation of traffic, the use of
message authentication codes (MACs) to guarantee message integrity, firewalls for both
external traffic and for internal traffic implemented in gateway ECUs, use of IDSs, use of
certificates for identification and verification of devices or software (vehicles, road-side
objects, ECUs, drivers, and firmware), and the problems with distributing revocation
lists (CRLs). Tamper-proof hardware security modules (HSM modules) to speed-up
cryptographic operations and to offer a safe storage for private or symmetric keys have
been discussed as well.

The goal of this document was to write an objective and comprehensive summary of
this interesting field. We hope that the work will lead to an increased understanding and
be an inspiration to future work to make road traffic even safer and more secure than it
is today.

New vehicle applications will soon be introduced that communicate with applications
in other vehicles and road-side units (V2X). Examples are applications that process
information messages from traffic lights, road signs and other vehilces in urban traffic.
Other applications will be offered by car manufacturers, such as remote software updates,
remote diagnostics and other services for car owners and drivers. Other applications will
be offered by third parties, for example applications for automatic road toll payments,
navigational systems and automatically transmitted vehicle reports about current road
conditions. Security work must address how to implement these applications in a secure
and safe way, how to isolate safety critical functions from all “nice to have” applications
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and implement protection against attacks, internal and external, that may compromise
the vehicle. In short, we must find ways to guarantee the safety of the vehicle.

Standardization work has begun although the work has mainly focused on low-level
communications and protocols. Security design and architecture has only been addressed
to some degree, for example in the ITS station standardization work done by ETSI.
But it still remains to be seen if the proposed standards will be universally accepted
by the industry and all countries in the world. We provided an overview over current
standardization efforts and what they provide us with respect to security.

Internal security is more or less absent in vehicles. In this report, we also discuss how
to prevent that any device with access to the internal bus can send falsified messages.
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